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ipv6 nd inspection attach-policy (VLAN Mode) . . ... et 679
iPV6 Nd INSPECION ArOP-UNSECUIE . . . oo\ttt ettt e e e ettt 680
PV Nd INSPECLION POLICY . .. oot 681
ipv6 nd inspection sec-level MiNimumM . ... ... . e 683
ipv6 nd inspection validate SOUICE-MAC . .. ...\ vttt ettt 684
IPVB NA raguard . ... ... e e 685
ipv6 nd raguard attach-policy (portmode) ........ ... i e 686
ipv6 nd raguard attach-policy (VLAN MOde) . ... ...t e 688
ipv6 nd raguard hop-limit . ... ... 689
ipv6 nd raguard managed-config-flag . ... ... .. 691
ipv6 nd raguard other-config-flag . ...... ... .. 692
ipve nd raguard POliCY . ... 693
ipv6 nd raguard router-preference . .. ... 695
ipv6 neighbor binding . ... ... 697
ipv6 neighbor binding address-config . . ... ... . 698
ipv6 neighbor binding address-prefix . ....... . e 700
ipv6 neighbor binding address-prefix-validation .............. ... ... ... ... .. . . ... 702
ipv6 neighbor binding attach-policy (portmode) ........... .. .. . 703
ipv6 neighbor binding attach-policy (VLANmMode) . ...t 705
ipv6 neighbor binding lifetime . ... ... 706
ipv6 neighbor binding 10gging . ... ... 707
ipv6 neighbor binding max-entries . . ... 708
ipv6 neighbor binding policy ... ... 709
ipv6 neighbor binding Static . ... 711
IPVB SOUICE QUKD . . oottt et e e e e e e e e e e 712
ipv6 source guard attach-policy (port mode) . ........... 713
ipv6 source guard POLICY . . .. .ot 715
10gging biNding . . ... ot 716
10gging Packet drop . .. .o o 717
managed-config-flag . ... ... e 718
MAtCh ra addresS . . ... 719
MatCh ra PrefiXeS . . oo 721
MALCN T Y . .o 722
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31

32

33

34

MALCh SEIVEr addresS . .. .ot e 723

MAX-BNEIIES . . . oottt et e e e 725
other-config-flag . .. ... .o o 726
8153 (=] (=] = P 727
FOUL - PrE O BN CE . . o e 729
SeC-level MINIMUM Lo 730
Show ipvB dnCp guard . .. ..o 731
show ipv6 dhep guard pOliCY ... ..ot e 732
Show ipv6 firSt hOp SECUNILY . . .. .o e 734
show ipv6 first hop security active policies . ........... 735
show ipv6 first hop security attached policies ......... ... ... i, 737
show ipv6 first hop security COUNLErS . ... ..o e 738
show ipv6 first hop security error COUNLErS . ... .. ..ot e e 740
show ipv6 first hop security policy . . ... ... e 740
Show ipv6 Nd INSPECLION . . ..o e 742
show ipv6 Nd INSPECioN POLICY . . . . ..ot 743
ShOW IPVE NA ragUard . ... ..o e 744
show ipv6 nd raguard POLICY . ... ...t 745
show ipv6 neighbor binding . ....... ... i 747
show ipv6 neighbor binding policy . ... ... e 748
show ipv6 neighbor binding prefix table ........ ... . ... .. . . . 750
show ipv6 neighbor binding table . .. ... ... . . 751
ShOW IPVB SOUCE QUAIT . . . o oot et e e e e e e e e e e e e e 753
show ipv6 source guard POliCY . ... ...t 754
trusted-port (IPV6 SOUrce GUArd) .. ... ...ttt e e 755
Validate SOUICE-MAC . . . .. oottt et e e e 756
IPV6 IPM ROULEr COMMEANGS .....eeiiiiiie ittt 758
IPVB MUILICASE-TOULING . . . . oo e e e e e 758
ipv6 multicast hop-threshold . . .. ... ... 759
SNOW IPVE MIOULE . . oo e e e e e e e e e e e 760
ShOW IPVB MUILICASt . .. o 762
IPVG PrefixX LiSt COMMANGS .....cc.ceiiieiieiie ettt snee s 765
clear ipvl prefix-list ... ... 765
IPVB PrefixX-liSt . . . 766
Show IpVB prefixX-list . ... . e 770
ISCSI QOS COMMANGS .....uviiiiiiiie ettt ettt e e e et e e e e et e e e s bt e e e s sabeeeeeeabeeeenns 773
1SCSI BNAblE . . 773
1SCST FlOW . .o 774
ISCST G0S « « v v ettt e e e 775
SO IS CST v v ettt 777
IPVE TuNNEl COMMANGS ......cuviiiiieiie et e e 779
interface tUNNEl ... o 779
tunnel destination .. ... ... 780
tunnel isatap solicitation-interval . ............ .. .. . . . e 781
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tunnel isatap FODUSINESS . . ..ot 782

tuNNel iSatap FOULEr . ... e 782
tuNNEl MOde IPVBIP . . ..o e 784
TUNNEL SOUNCE . . .ottt e e e e e 787
SNOW TPV tUNNEL . . . 788
1T I 1 T O] ] 1 - Vg o SRR 792
U 0] 0 0o 792
BXEC-TIMEOUL . oot e 793
e 793
SPBE . o e 794
SNOW [INE . o e 795
36  Link Aggregation Control Protocol (LACP) Commands ........ccccccevveeveniiiviieenensinenns 797
laCP POrt-PriOrItY . o 797
1aCP SYStEM-PriONitY . . . oo 798
aCP tIMEOUL . . .o 798
SNOW LGP . o ot 799
show lacp port-channel ... ... .. . 801
37  Link Layer Discovery Protocol (LLDP) Commands..........cccovvueeiieiiinien e sie e 803
clear lldp table ... ... e 803
AP Chassis-I0 . ... 803
lldp hold-multiplier . . ... 804
A AU e 805
lldp management-address . ... ...t 807
D Med . o e 808
Ildp med notifications topology-change . ............. i 809
lldp med fast-start repeat-Count . . . . ... ..ot 810
Hldp Med 10CatION . . . ..o 810
lldp med network-policy (global) .. ... 811
lldp med network-policy (Interface) . ....... ..o 813
I1dp med network-policy VOICE aULO . .. .. .t 814
Hdp NOtIFICAtIONS . ... . 815
lldp notifications interval ... ...... .. .. 816
lldp optional-thv . . ... 817
lldp optional-tlv 802.1 . . ... 818
D UN 819
HOp TECRIVE ..o 819
D rEINIt o 820
D tIMET 821
P EranSmMIL . . 822
Hdp IX-0elay . .. 823
show Ildp configuration . ...... ... 824
show lldp local ... o 826
show Ildp local tivs-overloading .. ...t e 829
show lldp med configuration . . ... . 830
show Ildp Neighbors . ... o e 831
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38

39

40

41

42

43

ShOW Hldp StatiStiCS ... .o 837

Loopback Detection COmMMEANGS .......coviiiiiiiiiiiie e 841
loopback-detection enable (Global) ........ ... .. i 841
loopback-detection enable (Interface) . . ... 842
loopback-detection interval . . ... ... 842
show loophack-0detection . . ... ... 843
MACTO COMMANTS ....vveeiieeiiieciie sttt e e st e et e e rae e taeaneeenteessaeesensnenaneeas 845
MEACTO NAMIE . o .ttt ettt e e e e e et e e e e e e e e e e 845
1T T6] 848
MACI0 ESCIIPtION . ..o 851
MacCro global .. ... . 852
macro global description . . . ... .. ... 854
SNOW PASEI MACIO . . o v ettt ettt e e e e e e e e e e e e e e e e e e e 855
Management ACL COMMANTS........c.coieiieiireiie e e aeesraeesreesneeaneees 858
deny (Management) .. ... ...t e 858
permit (Management) ... ...t 859
management acCess-list . . ... ... 860
MaNAgEMENTt ACCESS-ClaSs . . ..\ v ittt e et e 862
show management acCess-liSt .. ... ... i 863
Show management aCCeSS-ClasS . . . ..ot e 863
IMLD COMMANGS....cutiiitiiiiie ettt e et sse et e b e snbeesreeaneeas 865
clear ipvb mId COUNEYS . . . .o e e e e 865
ipv6 mid last-member-qUery-Count . . . ... ... 866
ipv6 mld last-member-query-interval .. ... . . . 867
ipve mid query-interval . . ... ... o 867
ipv6 mld qUery-max-reSpoNSe-time . ... ..ottt 868
IPVE MId FODUSINESS . oot 870
IPVB MU VEISION . . o e 870
ShOW IPVE MIA COUNTES . . o oot e e e e e e e e 871
ShOW IPVE MIA GrOUPS . . .. oo e e e e e e e 872
Show ipv6 MId groups SUMMATY . . . ..ottt e et e e e e e e e e e e 874
show ipve mid interface .. ........ . i e 875
MLD ProxXy COMMANGS .......ccoiuiiiiiieiiie et e e e eennes 877
IPVE MIO-PrOXY ..o e e 877
ipv6 mld-proxy downstream protected . .......... ... 878
ipv6 mld-proxy downstream protected interface .......... ... . ... . i 879
VB MIA-PrOXY SO L .ot e 880
show ipv6 mld-proxy interface ... ... . 881
MLD Snooping COMMANTS .......c.eeiieiiieiieiie e re et e e sraeebaesneeaneeas 884
ipv6 mld snooping (Global) .. ... . 884
ipv6 MId snoOpINg VIaN . . . ... o 884
IPVE MId SNOOPING QUEIIEE ... oot e e e 885
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ipve mld snooping VIan qUerier . ... ... e 886

ipv6 mld snooping vlan querier election ... ... .. 887
ipv6 mld snooping vlan querier VErSion ... ... ...t e 888
ipv6 mld snooping VIan Mrouter ... ... .. o e 889
ipv6 mld snooping vlan mrouterinterface .......... ... . . 890
ipv6 mld snooping vlan forbidden mrouter . ......... ... 891
ipve mld snooping vIan statiC . ........... i 892
ipv6 mld snooping vlan immediate-leave .. ... ... .. . 893
show ipv6 mMId SNOOPING GrOUPS . . . . oottt ettt e e e e e e e 893
show ipv6 mld snooping interface .. ........ .. 895
show ipv6 mId SNOOPING MIOULEr . . .. oottt e e e 896
44  Network Management Protocol (SNMP) Commands..........cccccveviveviieiieiiiesneesie e 898
SNMP-SEIVEr COMMUNILY . . . ettt e e e e e e ettt 898
SNMP-SErVer COMMUNITY-GFOUD . . .o vttt e e e ettt e e e et et 900
SNMP-SEIVET SBIVET . o\ttt ettt et e et e e e e e 901
SNMP-SErVer SOUrCe-INterface . ... ... .o e 902
snmp-server source-interface-ipvb . .. ... .. e 903
SNMP-SEIVEN VIEW . . o oottt et e e e e e e e e e e e e e e e e 904
SNMIP-SEIVEE GrOUD &« v v v v ettt e e et e e e e e e e e e e e e e e 906
SNOW SNIMP VIBWS . . oottt e e e e e e e e e e e e e e e 907
SNOW SIIMP GFOUPS &« o v ot et et e e e e e e e e e e e e e e e 908
SNMIP-SBIVEE USEI . . ottt ettt e et e e e e e e e e e e e e e e e e e 909
SNOW SNMP USEIS . o v ot ettt et e e e e e e e e e e e e e e e 912
SNMP-SEIVEr FIIlEr . 914
Show SNMP filterS .. o 915
SNMIP-SEIVEE NSt .. o 916
snmp-server enginelD local .......... .. . 918
snmp-server enginelD remote .. ... .. e 919
Show SNMP eNGINEID . . . o e 920
SNMP-Server enable traps . . ... oo 921
snmp-server trap authentication . .......... .. 922
SNMP-SEIVEN CONMEACT . . .t ottt et e e e e e e 922
SNMP-SEIVEr I0CatION . ..o o 923
] ] T T=T Y= =] 924
snmp trap lINK-StatuS . . ... oo 925
SO SN oot 925
45  PHY DiagnostiCsS COMMANTS.........cciuieiiieiieeiee it eieesie e ie et e e sreesrae e e e neennes 928
test cable-diagnostiCs tdr . . ... oo 928
show cable-diagnostics tdr . ... ... .. i 929
show cable-diagnostics cable-length . . ... ... . 930
show fiber-ports optical-transceiver . ......... .. e 931
46  Power over Ethernet (POE) COMMANGS ......c.eeiiiiieiiiie e 933
POWET INIINE . .. 933
power inline inrush testdisable . . ... ... .. 934
power inline legacy supportdisable ... ... ... . 935
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47

48

power inling POWEred-deVICE ... .. .t 935

poOWer INliNE Priority . ... ... 936
power inline usage-threshold .. ...... ... .. 937
power inline traps enable .. ... ... 938
power inline limit ... . e 938
power inline IMit-Mode . ... ... i e 939
power inline four-pair forced . .......... . . e 940
SNOW POWEE INTING . . . o e e e 941
ShOW POWET INTINE SAVINGS . . . . ottt et et e e e e e e e e 946
clear pOWer iNliNe COUNTEIS . . ..ot e e e e e 947
clear power inline monitor conSUMPLioN ... ... i 948
show power inline Monitor CONSUMPLION . ... ...t e 949
Port Channel ComMMANGS..........oiuiiiie i 952
ChannEl-groUp . ..o 952
port-channel load-balance .. ........ ... . . i e 953
show interfaces port-channel .. ... ... e 954
Quality of Service (Q0S) COMMANTS.......cccuiiiieiieeiie e 955
0T 955
gos advanced-mode trUSE . . . . . ..o e 956
SNOW (08 . o o ettt et 957
ClaSS M . . ot 958
SNOW ClaSS-MaD . . o\ttt 959
MAECN . oo 960
POl Y- . 961
ClaSS .« ot e 962
SNOW POLICY-IMAP . . . oot 963
TUSE 964
= 966
2T =T 967
T o 968
POLICE o 970
SBIVICE-POIICY o 972
00S a00regate-POlICEr . .. 973
ShOW OS aggregate-PoliCer . . ... ot 976
POIICE AQQIEgatE . ..ttt e 977
WIT-QUEUE COS-IMEP -« v ottt ettt et e e et e e e e e e e e e e e e e e e et 978
wrr-queue bandwidth . ... ... 979
priority-queue out NUM-Of-QUEUES . . .. .. .t e e 980
traffiC-ShaPE . oo 981
traffic-shape qUEUE ... ... o 982
QOS WIT-QUEUE WIEH . . o\ttt et e e e e e e e e 983
SNOW QOS WIT-QUEUE WA . .. oot e e e 984
ShOW QOS INtEIACE . . . . ..o 985
oS Map POlICEA-USCP . .. oot e 989
0OS MAP ASCP-QUEUE . . o et ettt et e e e e e e e e e e e e e e 990
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49

50

o1

gostrust (Global) . ... . o e 991

QOStrUSt (INterface) . . ... oo e 992
GOS COS -« o v et ettt e e e e e e e e e e e e e 993
gOS ASCP-MULALION . . . o o e 994
gOS MaP ASCP-MULALION . . ..ottt e e e 995
SNOW OS AP . vttt et e e e 996
Clear gOS StatiStiCS . . ..ottt e 998
gOS StAtiStiCS POIICEr . . . o e 999
gos statistics aggregate-poliCer . .. ... ... e 999
0O0S SEALISEICS QUEUBS . . . . ottt e et e e e e 1000
ShOW (OS SEALISTICS . . . o vttt 1001
RADIUS COMMANGS.......ciiitiiiiiee ettt ettt et e s stre e s bae e sraeesbaeesnneee e 1004
FAdiUS-SEIVEr NOSt . . . o 1004
FAdIUS-SEIVEr KBY . . o\t e 1006
radius-Server retranSMit . . . ... o e 1007
radius-server host source-interface . ... ......... o 1008
radius-server host source-interface-ipve . .. ... ... 1009
FadiuS-SEIVEr tIMEBOUL . . . . ot e e e e 1010
radius-server deadtime . ... ... it e 1010
SNOW FAIUS-SBIVETS . o v\ ottt ettt ettt et e e e e e 1011
SNOW FadiUS-SEIVEIS KBY . . . e e 1012
Radius Server COMMEANGS .......veiiiiieiiee et sae e e bee e snee e 1013
alloWed-tIme-TaNnge .. ... o e 1013
clear radius SErver aCCOUNTING . . . . ..ottt e e e e e e e 1014
clear radius Server refected USErS . .. ...ttt e 1014
clear radius Server StatistiCs . ... ... oo e 1015
privilege-level . .. .. 1016
radius Server aCCOUNtING-POI . ...ttt e e 1017
radius server authentication-port . . ... ... i e 1018
radius server enable . . ... 1019
FAAIUS SEIVEN GFOUD o v ottt ettt e e e e e e e e e e e e e e 1019
FadiUs SEIVEN NAS SBCIEL . . . o\ttt ettt e e e e e e 1020
radius Server traps aCCOUNTING . . ..ottt et e et e e e e e e 1022
radius server traps authentication failure ......... ... .. ... .. . . . 1023
radius server traps authentication SUCCESS . . .. .. vttt e et et 1024
FAAIUS SEIVEE USEI . o o ittt et e e e e e e e e e e e e e e e e e 1025
Show radius SErver aCCOUNTING . .. oo vttt et et e e e e e e 1026
show radius server configuration .. ........... .o 1028
ShOW FadiUS SEIVEN GrOUD . oottt e e e et e e e e e e e e e e e e 1029
ShOW radius SErver reJeCtEd USEIS . .. ..\ v vttt et e ettt et et 1030
ShOW radiUs SEIVEr NAS SECIEL . . . ottt ettt e et e et e e e 1032
show radius Server StatiStiCs . ... ... ...t e 1034
SNOW FAAIUS SEIVEE USEE . . o o it ettt e e e e e e e e e e e e e e et e e e e et 1036
VN L 1037
Rate Limit and Storm Control Commands..........c.ccccoveiiiieiiei i, 1039
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clear storm-control COUNTEIS . . ... oottt e e e e e 1039

rate-limit (Ethernet) . . .. ... 1040
rate-limit VIan .o e 1041
StOrM-CONTIOl . . o o e 1043
show rate-limit interface . ........ .. 1045
show rate-limIt VIan ... o 1045
show storm-control interface .. ...... ... .. e 1046
52  Remote Network Monitoring (RMON) Commands .........cccccovvveiiieeiiie v 1049
FMON Al 1049
show rmon alarm-table . ... . e e 1051
SHOW IMON alarm . . e e e 1052
TN BV BN . ottt e 1053
SNOW FMON BVENES . . ottt et e e e e e e e e e e e e e 1055
SNOW IMON J0g . . oo e 1056
FMON tADIE-SIZE . . o 1057
ShOW ImON StatistiCS ... ... e e 1058
rmon ColleCtion StatS ... ... e 1060
show rmon collection Stats ... ... ... ..o i e 1061
ShOW IMON NISTONY . . o oo e e e 1062
53 RIP COMMANGS ....oveiiiiiieitie ettt e ettt e e s ate e s b e e s be e e snae e sba e e snbeeenaeeeseeesnees 1065
Clear FP StAtIStICS . . . ottt 1065
default-information originate . ............ ..t e 1065
default-MmetriC . . ... .. 1066
ip rip authentication key-chain . ......... .. 1067
ip rip authentication MOde . . . . .. ..o 1068
ip rip authentication-Key . ... ... .. oo 1069
ip rip default-information originate . . ... . 1070
ipripdistribute-listin .. ... 1071
ipripdistribute-list QUL . . ... ... 1072
P FIP OFf el . 1073
ip rip passive-INterface ... ... ... 1074
P FIP SNUIdOWN L 1075
WO K L ot 1076
passive-interface (RIP) .. ... .o i 1077
redistribute (RIP) . . ..o e 1078
(00 =3 g o 1081
ShOW ip Fip database . . ... .o 1082
SNOW I FIP PBIS . ettt e e e e e 1086
ShOW P FIP SEALISTICS . . ..ot 1087
SULAOWN L 1088
54 Router Resources COMMANDS .......ooiiueiiiiiieiiie it sae e rae e naeeenees 1089
SYSTEIM TOULET TESOUICES & & v v v vt vttt ettt e e e et et e e e e e e e 1089
SNOW SYSEEM FOULEE FESOUICES . . . v\ vt et et ettt e e e et ettt ettt 1093
55 Route Map COMMANGS........uviiiieeiiie et e et e e ae e e srre e eeenaee s 1095
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match ip address (Policy Routing) . ... i e 1095

match ipv6 address (Policy Routing) . ........ ... 1096
route-map (Policy ROULING) .. ... o e 1097
SEL I NEXE-NOD . oo 1100
SELIPVE NEXE-N0P . . o e 1101
SO FOULE-MIAD .« . v ottt et e e e e 1102
56  RSA and Certificate COMMANGS ........ccoiuviiiiiiiiiiie e 1105
Crypto KEY gENerate dSa . . ..o v vttt e 1106
CrYPLO KBY QeNerate 1Sa . . o\ttt e e e e 1107
CIYPLO KBY IM PO T . e 1108
SNOW CrYPLO KBY . .t e 1110
Crypto certificate gQenerate . .. ... it 1111
Crypto certificate reqUESt . . ... o 1113
crypto certificate IMpPoOrt . ... .. o e 1115
show crypto certificate . ...... ... e 1121
57  SMartport COMMEANUS........oeeiiieiiie et e e e e e e e snre e e re e e s reeeenes 1123
macro auto (Global) . ... . 1123
macro auto built-in parameters . . ... ... 1124
MACKO AULO PEISISTENt . . . e e e 1126
MACI0 aULO ProCESSING CAP . . oottt ettt e et e e e e e e e e e 1127
macro auto processing lldp ... ... 1127
MACKO AULO PrOCESSING By o vttt et e et e e e e e e e et 1128
MACKO AULO FBSUIME . . o ettt e et et e e e e e e e e e e et e e et 1129
macro auto smartport (Interface) . .. .. ... 1130
MACI0 aUt0 SMANPOIT LY PE . . . . oo e e e e e e 1131
macro auto trunk refresh .. ... . 1133
MaCro auto USer SMartport MACIO .. ... ...ttt e e ae s 1134
SNOW MACKO QU0 POIES . .\ ottt et e et e e e e e e e e e e 1135
SNOW MACIO AULO PrOCESSING .« . v vt vttt ettt e e e e e e e et e ettt 1138
ShOW MACI0 aULO SMAM-MACKOS . . . . . ottt et et e e e e e ettt e et 1139
SMArtport StOrmM-CONtrol . . . ... 1141
58  SFIOW COMMANGS......oeiiiiie ittt e et e e e sareeaneeeas 1143
SElOW FBCRIVEr . .o e 1143
sflow flow-sampling . .. ... 1144
sflow counters-sampling .. ...t 1145
clear SFIOW StatiStICS . .. ... o e 1145
show sflow configuration . ......... ... . e 1146
Show STIOW SEAtISTICS . . . . ..o 1147
sflow receiver source-interface . ......... i 1148
sflow receiver source-interface-ipve . . .. ... ..o 1149
59  Spanning-Tree COMMEANGS........cccviiiiii ettt s e e srre e e e sabe e e bre e s beeesnes 1151
SPANNING-TE L oot 1151
SPANNING-TrEE MOUE . . ..ottt e e e e e e 1152
spanning-tree forward-time . . ... ... 1153
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60

61

spanning-tree hello-time .. ... .. e 1154

SPANNING-TrEE MAX-A0E . .« . o e ettt ettt e e e et e e e e 1154
SPAaNNING-tree PrioritY . . ... e 1155
spanning-tree disable . . ... ... 1156
SPANNING-TIEE COSt . . ot ittt ettt e e e e 1157
SPANNING-tree POIt-PriOritY .. ottt e 1158
Spanning-tree POrtfast .. ... .. e 1159
Spanning-tree lNK-tYPe . . ..o e 1160
spanning-tree pathcost method . . ... ... e 1161
spanning-tree bpdu (Global) .. ... 1162
spanning-tree bpdu (Interface) . ........ .. i 1163
SPaNNING-tree guUArd rOOL . . .. .. e e e 1164
spanning-tree bpduguard . . ... ... o 1165
clear spanning-tree detected-protocols . ...... ... 1165
Spanning-tree MSt PriOFILY . . ... o e e 1166
spanning-tree MSt Max-NoPS . . . . .ot 1167
spanning-tree MSt POrt-priority .. ... ... ...t 1168
SPANNING-TrEE MSE COSE . . . . ottt et e e e e e e e 1169
spanning-tree mst configuration . ........... . . e 1170
INSTANCE (MST) ..o e e e 1171
NAME (M) .o e e 1172
FEVISION (MG ) .ottt e 1172
SNOW (M) .ottt 1173
X (M) ettt e 1174
ADOIE (M) . oo e 1175
SNOW SPANNING-TrE . . . ottt e 1175
show spanning-tree bpdu . ... .. e 1187
spanning-tree loopback-guard . .. ... ... 1188
SPAN and RSPAN COMMANGS........coiuiiiieiieiiie e eie e ste et see e snae e e 1190
MONItor SesSion destination . ... ... ... 1190
MONITON SESSION SOUICE . . . oo ettt et ettt e e e e e e e e et e 1193
(=] 0] (T 0 o 1196
SNOW MONITOT SESSION . . .\ ottt e et e e e e e e e 1198
SNOW VIaN reMOtE-SPAN . . . .ottt e e e e 1201
SSH ClENt COMMANTS......ccuiiiiiiiieitie et e et e e srbeenteeaneees 1203
ip ssh-client authentication . .......... ... i 1203
ip ssh-client change Server password ... ....... ..ot 1204
1P SSN-CHENt KBY . oo 1205
ip sSh-Client passWord . ... ... 1208
ip ssh-client server authentication . ........... .. . i 1209
ip ssh-client server fingerprint . ... ... . e 1210
ip ssh-client source-interface . .......... i 1211
ipv6 ssh-client source-interface ... ... ... . i 1212
P SSh-CHENL USEINAME . . o o e 1213
ShOW Ip SSN-CHENE . . o 1214
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ShOW 1P SSh-ClIENt SEIVEr . . .o e 1217

62  SSD COMMANGS ...eeiiiiieiiiie ittt e e et e e s e st e e snba e e nbaeeanneeeanree s 1220
SSA CONFIg . oo e e 1220
PSSP . o . ottt e 1220
SSA FUIE .o 1222
SNOW SO D . 1224
SSA SBSSION TEAU . . . . ittt ettt 1226
SNOW SSA SESSION . .\ o ettt et e e 1227
ssd file passphrase CONrol . ... ... . ot e e e e e 1228
ssd file integrity CONtrol ... ... o 1229

63  StACK COMMANGS.......eiieiiie it e et e ete e e sta e e e sneeeanree s 1231
Set StACK UNIt-tYPe . .ot 1231
StACK UNIE . o 1232
stack configuIation . .. ... o 1233
show stack configuration . ........ ... .. i e 1235
SNOW SEACK . . . oot 1236
ShOW StaCK lINKS . .. e 1237

64  SYSLOG COMMANGS ......vviiitiieiiie ettt e e e st e e srae e steeeaneee s 1239
288 10Q0INg ... o e e e 1239
Clear I0gging . .. .o 1240
clear logging file . .. ... o 1240
file-SyStem [0gging . .. ..ot 1241
logging buffered . ... .. 1242
I0ggINg CONSOIE . .. o e 1243
logging file ... o e 1244
10ggINg NOSt . . oo 1245
0gOING ON . o 1246
10gging SOUrCe-INtErface . ... ... .. i 1247
logging source-interface-ipyvb .. ... ... 1248
10gging aggregation ON ... ... . 1249
logging aggregation aging-time . ... ... . i 1250
10gging Origin-id . . ... 1250
SNOW 10QQING . . o oo 1251
show logging file . .. .o 1253
SNOW SYSIOg-SBIVEIS o ottt e 1254

65  System Management COMMANGS ........ccoeivviiieiieeiee e 1256
disable POrtS IeAS . . . ..ot e 1256
NOSENAME . o 1257
=] (0T o 1257
FESUMIE . ottt et e e e et e e e e e e e e 1259
SEIVICE CPU-ULTHZAtION . . .. oo 1260
SNOW CPU INPUL FALE . . o ottt e e e e e e e 1261
ShOW CpU ULIIIZation ... ... o 1262
SNOW BNVIFONMENT . . ottt e e e e e e e e e 1262
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SNOW NV OTY . .o e e 1265

SNOW FEload . . ..o 1267
SNOW SESSIONS . . . ottt e e e e e e e e 1267
SO Y S M . oo 1269
SNOW SYSEEM JaNQUAGES . . . . oottt e e 1270
show system tcam Utilization . ........ .. .. e 1271
SNOW SEIVICES TCP-UAD . oot ettt e e e e 1272
SNOW teCR-SUPPOIT . . o 1273
SNOW SYStEM faNS . . o e 1274
SNOW SYSEEIM SENSOTS . . o v\ vttt ettt e e e e e e e e e e e e e 1275
ShOW SYStem POWEr-SUPPIY . . ..o 1276
SNOW SYSEEM 10 . . .o 1278
show ports leds configuration . ........... . 1278
SO USBES . ettt et e e e e e e e e 1279
SNOW VEISION . . . e e e e e e e e 1280
SNOW hardware VEISION . . . ...t e e e e e e 1281
SYSEEM TBCOVETY . . o\ ottt et et et et e e e e e e e e et e 1282
66  TACACST COMMANGS.......cciiiiiiieitiee ittt site et e e se e et ae e s ae e e st e e sbe e e sbaeeseaeeesnreeas 1283
tACACS-SEIVEr NOSt . .. oo 1283
tacacs-server host source-interface .. ....... ... 1284
tacacs-server host source-interface-ipvel . ......... . . e 1285
TACACS-SBIVEE KBY . o .ttt 1286
TaCACS-SEIVEr tIMEOUL . . . . o . ettt e e e e 1287
SNOW B8CACS . . o v vttt et e 1288
SNOW taCACS KBY . . o oot e 1289
67  Telnet, Secure Shell (SSH) and Secure Login (Slogin) Commands..............cccccvveneen. 1291
P EINEt SBIVET . . e 1291
PSS GBI BT . . o 1292
PSS POt o e 1292
ipsshpassword-auth . . ... .. 1293
ip Ssh pubkey-auth ... o 1294
crypto key pubkey-chain ssh .. ... .. 1295
USEI-KBY .+ v vttt et e e 1296
KEY-StIINg .ot 1298
SNOW 1P SSN oo e 1299
show crypto key pubkey-chainssh ...... ... i 1300
68  UDLD COMMEANGS......ciiiiiiiiiic et sae e et e st e e srae e s neeeanreeas 1302
SNOW UL . . e 1302
UL o 1306
Udld MeSSage tiMe . .. ..o 1307
UL POIt . 1308
69  User Interface ComMMEANGS........ccviiiiieiiiiiiie ettt aee e anaee s 1310
DANNEr BXEC . ..ot 1310
DaNNEr [OgiN . ..o 1311
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CONTIgUIE .o e e 1313

diSable . . 1314
Q0 et 1314
BNADlE L 1315
T 1316
eXit (CoNfigUIAtIoN) . ... ot e 1317
BXIE (EXEC) . oottt e 1318
R 1318
RIS Oy 1319
RIStOrY SIZE .o 1320
JOgiN o 1322
terminal datadump . . ... 1322
terminal NiStOrY . ... e 1323
terminal NiStOry SIZe ... ... o e 1324
TermMINal PrOMPt . . o e 1325
terminal Width . ... e 1326
SO DaNNET .. 1327
SNOW NIStOrY .o 1328
SNOW PrIVIIEgE . . o e 1329
70 Virtual Local Area Network (VLAN) Commands..........cccceevieeiiieeiiee i 1330
VIAN database . . ... .. 1330
VAN 1331
SNOW VN . 1332
INterface VIaN . . oo 1333
interface range VIan . ... .. oo 1333
T T 1334
SWitchport protected-port . ... . e 1335
show interfaces protected-portS . ... ...t e 1336
SWILCPOt . 1337
SWILChPOIt MOE . . . oo 1338
SWItChPOrt @CCeSS VIAN . .. oo 1340
switchport trunk allowed vlan ... ... .. 1341
switchport trunk native vian . ... ... e 1342
switchport general allowed vian .. ... . 1343
switchport general pvid . .. ... o 1344
switchport general ingress-filtering disable . ........ ... ... . . . 1345
switchport general acceptable-frame-type . ....... .. . i 1346
switchport general forbidden vlan . ....... .. .. . . e 1347
SWItChPOrt CUStOMEr VIaNn . ... e e 1348
map protocol ProtoColS-groUp . . . ..ot 1349
switchport general map protocols-group vlan . ... 1350
ShOW VIan protoColS-groUPS . . ..ottt e 1351
MaP MAC MACS-GIOUP . . . ottt et e et et e e e e e e et e e e e e e e 1352
switchport general map macs-group VIan . ...t 1353
SNOW VIaN MaCS-grOUPS . . o v ottt ettt e e e et e e e e e 1355
map subnet SUbNetS-grouUp . . ... o 1355
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72

73

switchport general map subnets-group vlan ........... ... . . 1356

ShOw VIan SUDNELS-GroUPS . . ... oo 1357
show interfaces SWItChpOrt . ... ... ... . i e 1358
PrIVaLE-VIaN . 1360
private-vlan assoCiation . . ... ... o 1361
switchport private-vian mapping . ... o e 1362
switchport private-vlan host-association . ... e 1363
show vian private-vIan ... ... ... 1364
switchport access multicast-tv vlan . . ... ... 1365
switchport customer multicast-tv vlan ............ 1366
Show VIan MUIICASt-tV . ... o e 1367
vlan prohibit-internal-usage .. ....... .. 1368
show vian internal Usage . ... ..ot e 1370
V0ICE VLAN COMMANGS ....civiieiiiie ittt e s e e e nee e 1372
SNOW VOICE VIaN . . o 1372
show voice VIan 1ocal . . ... ... 1376
VOICE VIaN State . . .o 1378
voice VIan refresh ... 1381
VOICE VIAN 10 oo 1382
VOICE VIaN VPt . 1383
VOICE VAN SCP ..ot 1384
voice vlan oui-table . . ... 1385
VOICE VIAN COS MOGE . . oo e e 1387
VOICE VIAN COS . oot 1387
voice vIan aging-timeout . . . .. ... 1388
voice vlan enable . . ... . 1389
VRRP COMMANTS ...ccvviiiiiie ettt ettt e e snb e e e b e e e baeeanees 1391
ClBar VITD COUNEEIS o ottt ettt et e e e e e e e e e 1391
SO VI ot e e 1392
SNOW VTP COUNTEIS . . oottt ettt et e e et e e e e e e e e e e e e e e e e 1396
VITP dESCIIPLION . ..o 1397
A1 T 1397
RV 0 ] £=1=T 101 1399
VI PRI Y o e 1400
VITP SNULAOWN . L 1400
AL 0TS0 11 ot T o 1401
VITP EIMEIS A0VEITISE . ..ot e e 1402
VITD VEISION L ottt e e e e e e e e e e e e e 1403
WeDb Server COMMANGS........cuiiiieiieciee ettt e e e b e e sreeeneeennes 1405
iphttps certificate .. ... ... 1405
P D POt . o 1406
P N SEIVEr o e 1406
P DD SECUIE- SVl . oo e 1407
ip http timeout-poliCy . .. ... 1408
SNOW 1P NI . .o 1409
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Introduction

This section describes how to use the Command Line Interface (CLI). It contains the following
topics:

* Product Notes

* Overview

e User (Privilege) Levels

* CLI Command Modes

e Accessing the CLI

* CLI Command Conventions

» Editing Features

* Interface Naming Conventions
» IPv6z Address Conventions

e Loopback Interface

* Remote IP Address and OutOfBand Port
* PHY Diagnostics

* CLI Output Modifiers

Product Notes

This CLI guide provides CLI commands and guidelines for both the SG550XG product line
and the Sx550X product line. Besides a few CLI commands, which will be mentioned below,
the CLI commands included in this document can be applied to both product lines. Following
are the notes and differences in CLI command support in regards to these product lines:

e Ports types—On the SG550XG product line, all ports support TengigabitEthernet (XG)
speed.

The Sx550X supports the following types of SKUs:

- Fastethernt (FE) network ports with 4 XG uplink ports SKUs
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- Gigabitethernet (GE) network ports with 4 XG uplink ports SKUs

CLI examples in this document use the XG port type in examples, but these commands
can be applied to both FE or GE port types, unless there is a difference in feature
implementation between port types.

* Speed and negotiation settings—Each port type supports the negotiation and speed
setting relevant to the port type. For example a GE or FE interface does not support
speed or negotiation of 10G.

* OOB interface—The SG550XG supports an OOB interface, while the Sx550X does
not. Therefore, OOB as a configurable interface is relevant only to the SG550XG
product line.

*  Power Over Ethernet—PoE is supported on some of the Sx550X devices and not on
the SG550XG, therefore POE commands are relevant only to the Sx550 SKUSs.

» Stacking

- Stack members—Stack members must be of the same SKU type, meaning either all
SG550XG or all Sx550X. A stack cannot consist of a mixture of SG550XG and
SG550X devices.

- Stacking interfaces—On the SG550XG, any interface can be defined as a stacking
interface and up to 8 interfaces are supported; On the Sx550X, only the 4 XG
uplink interfaces can be defined as stacking interfaces, each with up to 4 interfaces.

» Short reach and energy detect—These settings are always enabled on XG ports (all
SKUs); on FE or GE ports these features can be enabled/disabled.

*  MAC address aging time—The maximum value for SG550XG is 630 seconds, while
the maximum value for Sx550 is 400 seconds. The default value for both product lines
is the same — 300 seconds.

Overview

The CLI is divided into various command modes. Each mode includes a group of commands.
These modes are described in CLI Command Modes.

Users are assigned privilege levels. Each user privilege level can access specific CLI modes.
User levels are described in the section below.
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User (Privilege) Levels

Users can be created with one of the following user levels:

e Level 1—Users with this level can only run User EXEC mode commands. Users at this
level cannot access the web GUI or commands in the Privileged EXEC mode.

e Level 7—Users with this level can run commands in the User EXEC mode and a
subset of commands in the Privileged EXEC mode. Users at this level cannot access
the web GUIL.

e Level 15—Users with this level can run all commands. Only users at this level can
access the web GUI.

A system administrator (user with level 15) can create passwords that allow a lower level user
to temporarily become a higher level user. For example, the user may go from level 1 to level
7, level 1 to 15, or level 7 to level 15.

The passwords for each level are set (by an administrator) using the following command:

enable password [level privilege-level]{password]encrypted encrypted-password}

Using these passwords, you can raise your user level by entering the command: enable and the
password for level 7 or 15. You can go from level 1 to level 7 or directly to level 15. The
higher level holds only for the current session.

The disable command returns the user to a lower level.

To create a user and assign it a user level, use the username command. Only users with
command level 15, can create users at this level.

Example—Create passwords for level 7 and 15 (by the administrator):

switchxxxxxx#configure
switchxxxxxx<conf># enable password level 7 level7@abc
switchxxxxxx<conf># enable password level 15 levell5@abc

switchxxxxxx<conf>#

Create a user with user level 1;

switchxxxxxx#configure

switchxxxxxx<conf> username john password johnl1234 privilege 1

switchxxxxxx<conf>

30
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Example 2— Switch between Level 1 to Level 15. The user must know the password:

SW I EChXXXXXX#
switchxxxxxx# enable

Enter Password: ****** (this is the password for level 15
- levell5@abc)

SW I EChXXXXXX#

NOTE If authentication of passwords is performed on RADIUS or TACACS+ servers, the passwords
assigned to user level 7 and user level 15 must be configured on the external server and
associated with the $enable7$ and $enable15$ user names, respectively. See the
Authentication, Authorization and Accounting (AAA) Commands chapter for details.

CLI Command Modes

The CLI is divided into four command modes. The command modes are (in the order in which
they are accessed):

* User EXEC mode

*  Privileged EXEC mode

* Global Configuration mode

* Interface Configuration mode

Each command mode has its own unique console prompt and set of CLI commands. Entering
a question mark at the console prompt displays a list of available commands for the current
mode and for the level of the user. Specific commands are used to switch from one mode to
another.

Users are assigned privilege levels that determine the modes and commands available to them.
User levels are described in User (Privilege) Levels.

User EXEC Mode

Users with level 1 initially log into User EXEC mode. User EXEC mode is used for tasks that
do not change the configuration, such as performing basic tests and listing system information.
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The user-level prompt consists of the switch host name followed by a #. The default host name
is switchxxxxxx where xxxxxx is the last six digits of the device’s MAC address, as shown
below

SW I EChXXXXXXH#

The default host name can be changed via the hostname command in Global Configuration
mode.

Privileged EXEC Mode

A user with level 7 or 15 automatically logs into Privileged EXEC mode.

Users with level 1 can enter Privileged Exec mode by entering the enable command, and when
prompted, the password for level 15.

To return from the Privileged EXEC mode to the User EXEC mode, use the disable command.

Global Configuration Mode

The Global Configuration mode is used to run commands that configure features at the system
level, as opposed to the interface level.

Only users with command level of 7 or 15 can access this mode.

To access Global Configuration mode from Privileged EXEC mode, enter the configure
command at the Privileged EXEC mode prompt and press Enter. The Global Configuration
mode prompt, consisting of the device host name followed by (config)#, is displayed:

switchxxxxxx(config)#

Use any of the following commands to return from Global Configuration mode to the
Privileged EXEC mode:

o exit
 end
e Ctrl+Z

32
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The following example shows how to access Global Configuration mode and return to
Privileged EXEC mode:

SW I EChXXXXXX#
switchxxxxxx# configure
switchxxxxxx(config)# exit

SWIEChXXXXXX#

Interface or Line Configuration Modes

Various submodes may be entered from Global Configuration mode. These submodes enable
performing commands on a group of interfaces or lines.

For instance to perform several operations on a specific port or range of ports, you can enter
the Interface Configuration mode for that interface.

The following example enters Interface Configuration mode for vlanl and then sets their
speed:

The exit command returns to Global Configuration mode.

SWIEChXXXXXX#

switchxxxxxx# configure
switchxxxxxx(config)# interface range vlanl
switchxxxxxx(config-if)#speed 10
switchxxxxxx(conFig-ifF)#exit

switchxxxxxx(config)#

The following is a sample of some of the available submodes:

» Interface—Contains commands that configure a specific interface (port, VLAN, port
channel, or tunnel) or range of interfaces. The Global Configuration mode command
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interface is used to enter the Interface Configuration mode. The interface Global
Configuration command is used to enter this mode.

Line Interface—Contains commands used to configure the management connections
for the console, Telnet and SSH. These include commands such as line timeout settings,
etc. The line Global Configuration command is used to enter the Line Configuration
command mode.

VLAN Database—Contains commands used to configure a VLAN as a whole. The
vlan database Global Configuration mode command is used to enter the VLAN
Database Interface Configuration mode.

Management Access List—Contains commands used to define management
access-lists. The management access-list Global Configuration mode command is
used to enter the Management Access List Configuration mode.

MAC Access-List, IPv6 Access List, IP Access List—Configures conditions required
to allow traffic based on MAC addresses, IPv6 address and IPv4 address, respectively.
The mac access-list, ipv6 access-list and ip access-list Global Configuration mode
commands are used to enter the these configuration mode.

To return from any Interface Configuration mode to the Global Configuration mode, use the
exit command.

Accessing the CLI

The CLI can be accessed from a terminal or computer by performing one of the following

tasks:

Running a terminal application, such as HyperTerminal, on a computer’s com port that
is directly connected to the switch’s console port,

Running a Telnet session from a command prompt on a computer with a network
connection to the switch.

Using SSH from an application that supports SSH client running on a computer with a
network connection to the switch.

NOTE Telnet and SSH are disabled by default on the switch.

If access is via a Telnet or SSH connection, ensure that the following conditions are met before
using CLI commands:

The switch has a defined IP address.

34
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STEP 1

e Corresponding management access is enabled.

* There is an IP path such that the computer and the switch can reach each other.

Using HyperTerminal over the Console Interface

The switch’s RJ45 port provides a direct connection to a computer’s serial port using a
standard DB-9 null-modem or crossover cable. After the computer and switch are connected,
run a terminal application to access the CLI.

The terminal emulator must be configured to databits=8 and parity=none.

Click Enter twice, so that the device sets the serial port speed to match the PC's serial port
speed.

When the CLI appears, enter cisco at the User Name prompt and then enter cisco for the
Password prompt.

The switchxxxxxx# prompt is displayed. You can now enter CLI commands to manage
the switch. For detailed information on CLI commands, refer to the appropriate chapter(s) of
this reference guide.

Using Telnet over an Ethernet Interface

Telnet provides a method of connecting to the CLI over an IP network.
To establish a telnet session from the command prompt, perform the following steps:

Click Start, then select All Programs > Accessories > Command Prompt to open a
command prompt.

Figure 1  Start > All Programs > Accessories > Command Prompt

All Programs >

232743

i
4 j" statt e Caormand Prompt

STEP 2 Atthe prompt, enter telnet 1<IP address of switch>, then press Enter.
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Figure 2 Command Prompt

Command Prompt

Microzoft Windows HP [Uersion 5.1.26H81
(C> Copyright 1985-2801 Microsoft Corp.

C:~Documents and Settings:rrohm>telnet 192.168.1.254

STEP 3 CLI will be displayed.

CLI Command Conventions

When entering commands there are certain command entry standards that apply to all
commands. The following table describes the command conventions.

Convention Description
[1 In a command line, square brackets indicate an optional entry.
{} In a command line, curly brackets indicate a selection of compulsory

parameters separated the | character. One option must be selected. For
example, flowcontrol {auto|on|off} means that for the flowcontrol
command, either auto, on, or off must be selected.

(inverted commas) | When the input string contains space and/or reserved words (i.e. VLAN), put
the string in inverted commas.

parameter Italic text indicates a parameter.

press key Names of keys to be pressed are shown in bold.

Ctrl+F4 Keys separated by the + character are to be pressed simultaneously on the
keyboard

Screen Display | Fixed-width font indicates CLI prompts, CLI commands entered by the user,
and system messages displayed on the console.

all When a parameter is required to define a range of ports or parameters and all
is an option, the default for the command is all when no parameters are
defined. For example, the command interface range port-channel has the
option of either entering a range of channels, or selecting all. When the
command is entered without a parameter, it automatically defaults to all.
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Editing Features

Convention Description

text When free text can be entered as a parameter for a command (for example in
command: snmp-server contact) if the text consists of multiple words
separated by blanks, the entire string must appear in double quotes. For
example: snmp-server contact "QA on floor 8"

Entering Commands

A CLI command is a series of keywords and arguments. Keywords identify a command, and
arguments specify configuration parameters. For example, in the command show interfaces
status Gigabitethernet 1, show, interfaces and status are keywords, Gigabitethernet is an
argument that specifies the interface type, and1 specifies the port.

To enter commands that require parameters, enter the required parameters after the command
keyword. For example, to set a password for the administrator, enter:

switchxxxxxx(config)# username admin password alansmith

When working with the CLI, the command options are not displayed. The standard command
to request help is ?.

There are two instances where help information can be displayed:

* Keyword lookup—The character ? is entered in place of a command. A list of all valid
commands and corresponding help messages are is displayed.

« Partial keyword lookup—If a command is incomplete and or the character ? is entered
in place of a parameter, the matched keyword or parameters for this command are
displayed.

To assist in using the CLI, there is an assortment of editing features. The following features are
described:

e Terminal Command Buffer
* Command Completion
e Interface Naming Conventions

» Keyboard Shortcuts
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Terminal Command Buffer

Every time a command is entered in the CL1, it is recorded on an internally managed
Command History buffer. Commands stored in the buffer are maintained on a First In First
Out (FIFO) basis. These commands can be recalled, reviewed, modified, and reissued. This
buffer is not preserved across device resets.

Keyword Description

Up-Arrow key Recalls commands in the history buffer,
beginning with the most recent command.

Ctrl+P Repeat the key sequence to recall successively

older commands.

Down-Arrow key Returns to more recent commands in the history
buffer after recalling commands with the
up-arrow key. Repeating the key sequence will
recall successively more recent commands.

By default, the history buffer system is enabled, but it can be disabled at any time. For more
information on enabling or disabling the history buffer, refer to the history command.

There is a standard default number of commands that are stored in the buffer. The standard
number of 10 commands can be increased to 216. By configuring 0, the effect is the same as
disabling the history buffer system. For more information on configuring the command history
buffer, refer to the history size command.

To display the history buffer, refer to the show history command.

Negating the Effect of Commands

For many configuration commands, the prefix keyword no can be entered to cancel the effect
of a command or reset the configuration to the default value. This Reference Guide provides a
description of the negation effect for each CLI command.

Command Completion

If the command entered is incomplete, invalid or has missing or invalid parameters, then the
appropriate error message is displayed. This assists in entering the correct command. By
pressing Tab after an incomplete command is entered, the system will attempt to identify and
complete the command. If the characters already entered are not enough for the system to
identify a single matching command, press ? to display the available commands matching the
characters already entered.

38
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NOTE

Keyboard Shortcuts

The CLI has a range of keyboard shortcuts to assist in editing the CLI commands. The
following table describes the CLI shortcuts.

Keyboard Key Description

Up-arrow Recalls commands from the history buffer, beginning
with the most recent command. Repeat the key sequence
to recall successively older commands.

Down-arrow Returns the most recent commands from the history
buffer after recalling commands with the up arrow key.
Repeating the key sequence will recall successively more
recent commands.

Ctrl+A Moves the cursor to the beginning of the command line.
Ctrl+E Moves the cursor to the end of the command line.
Ctrl+Z / End Returns back to the Privileged EXEC mode from any

configuration mode.

Backspace Deletes one character left to the cursor position.

Copying and Pasting Text

Up to 1000 lines of text (or commands) can be copied and pasted into the device.

It is the user’s responsibility to ensure that the text copied into the device consists of legal
commands only.

When copying and pasting commands from a configuration file, make sure that the following
conditions exist:

e Adevice Configuration mode has been accessed.

The commands contain no encrypted data, like encrypted passwords or keys. Encrypted data
cannot be copied and pasted into the device except for encrypted passwords where the
keyword encrypted is used before the encrypted data (for instance in the enable password
command).
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Interface Naming Conventions

NOTE

Interfaces on the device can be one of the following types:

Ten Gigabit Ethernet (10,000 kbits) ports—This can be written as either
TenGigabitEthernet or te or XG.

LAG (Port Channel)—Written as either Port-Channel or po.
VLAN—Written as VLAN
Tunnel—Written as tunnel or tu

OOB—Written as OutOfBand or oob

Within the CLLI, interfaces are denoted by concatenating the following elements:

Type of Interface—As described above

Unit Number—Unit in stack.

Slot Number—The slot number is always 0.

The syntax for interface names in stacking mode is:

{<port-type>[ ][<unit-number>/]<slot-number>/<port-number>} | {port-channel | po |
H ]<port-channel-number> |
{tunnel | tu}[ ]<tunnel-number> | vlan[ ]<vlan-id>

Interface Number—Port, LAG, tunnel or VLAN numbers

Samples of these various options are shown in the example below:

switchxxxxxx((config)#interface tel/0/1
switchxxxxxx(config)#interface pol

switchxxxxxx(config)# interface vlan 1

See Loopback Interface for a description of the loopback interface.

Interface Range

Interfaces may be described on an individual basis or within a range. The interface range
command has the following syntax:

<interface-range> ::=
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{<port-type>[
J[<unit-number>/]<slot-number>/<first-port-number>[ -
<last-port-number]} |

port-channel[ ]<first-port-channel-number>[ -
<last-port-channel-number>] |

tunnel[ J<first-tunnel-number>[ - <last-tunnel-number>] |

vian[ J<first-vlan-id>[ - <last-vlan-id>]

A sample of this command is shown in the example below:

switchxxxxxx#configure

switchxxxxxx(config-if)#interface range tel/0/1-5

List of Multiple Interface Types

A combination of interface types can be specified in the interface range command in the
following format:

<range-list> ::= <interface-range> | <range-list>, <
interface-range>

Up to five ranges can be included.

NOTE Range lists can contain either ports and port-channels or VLANSs. Combinations of
port/port-channels and VLANS are not allowed

The space after the comma is optional.

When a range list is defined, a space after the first entry and before the comma (,) must be
entered.

A sample of this command is shown in the example below:

switchxxxxxx#configure

switchxxxxxx(config)#interface range tel/0/1-5, vlan 1-2

IPv6z Address Conventions

The following describes how to write an IPv6z address, which is a link-local IPv6 address.
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The format is: <ipv6-link-local-address>%<egress-interface>
where:

egress-interface (also known as zone) = vlan<vlan-id> | po<number> | tunnel<number> |
port<number> | 0

If the egress interface is not specified, the default interface is selected. Specifying egress
interface = 0 is equal to not defining an egress interface.

The following combinations are possible:

* ipv6_address%oegress-interface—Refers to the IPv6 address on the interface
specified.

* ipv6_address%0—Refers to the IPv6 address on the single interface on which an
IPv6 address is defined.

* ipv6_address—Refers to the IPv6 address on the single interface on which an IPv6
address is defined.

Loopback Interface

When an IP application on a router wants to communicate with a remote IP application, it must
select the local IP address to be used as its IP address. It can use any IP address defined on the
router, but if this link goes down, the communication is aborted, even though there might well
be another IP route between these IP applications.

The loopback interface is a virtual interface whose operational state is always up. If the IP
address that is configured on this virtual interface is used as the local address when
communicating with remote IP applications, the communication will not be aborted even if the
actual route to the remote application was changed.

The name of the loopback interface is loopback1.

A loopback interface does not support bridging; it cannot be a member of any VLAN, and no
layer 2 protocol can be enabled on it.

Layer 3 Specification

IP Interface

IPv4 and IPv6 addresses can be assigned to a loopback interface.
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The IPv6 link-local interface identifier is 1.

Routing Protocols

A routing protocol running on the switch supports the advertising of the IP prefixes defined on
the loopback interfaces via the routing protocol redistribution mechanism.

If a layer 2 switch with one IPv4 address supports a loopback interface, the above rules are
replaced by the following ones:

This is the definition of the IP configuration when the device is in layer 2 mode:
»  Only one loopback interface is supported.

» Two IPv4 interfaces can be configured: one on a VLAN and one on the loopback
interface.

e If the IPv4 address was configured on the default VLAN and the default VLAN is
changed, the switch moves the 1Pv4 address to the new default VLAN.

e The ip address command does the following:

- In VLAN context, it replaces the existing configured IPv4 address on the specified
interface by the new one.

- In Loopback Interface context, it replaces the existing, configured IPv4 address on
the loopback interface with the new one.

- Inthe Loopback Interface context, it does not support the keyword
default-gateway.
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Configuration Examples

Static Routing

The following example shows you how to configure IP on a switch with static routing :

Switch# configure terminal

Switch(config)# interface vlan 1

Switch(config-if)# ip address 10.10.10.2 /24
Switch(config-i1t)# 1pv6 address 2001:DB8:2222:7270::2312/64
Switch(config-if)# exit

Switch(config)# interface vlan 2

Switch(config-1t)# i1p address 10.11.11.2 /24
Switch(config-if)# ipv6 address 2001:DB8:3333:7271::2312/64
Switch(config-if)# exit

Switch(config)# interface loopback 1

Switch(config-if)# ip address 172.25.13.2 /32
Switch(config-if)# ipv6 address 2001:DB8:2222:7272::72/128
Switch(config-iH)# exit

Switch(config)# ip route 0.0.0.0/0 10.10.11.1
Switch(config)# ip route 10.11.0.0 /16 10.11.11.1
Switch(config)# ipv6 route 0::/0 2001:DB8:2222:7270::1

Switch(config)# ipv6 route 2001:DB8:3333::/748
2001:DB8:3333:7271::1

The neighbor router 10.10.11.1 should be configured with the following static route: ip route
172.25.13.2 /32 10.10.10.2.

The neighbor router 10.11.11.1 should be configured with the following static route: ip route
172.25.13.2 /32 10.11.11.2.

The neighbor router 2001:DB8:2222:7270::1 connected to VLAN 1 should be configured with
the following static route:

ipv6 route 2001:DB8:2222:7272::72/128 2001:DB8:2222:7270::2312

44

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide



Introduction 1

The neighbor router 2001:DB8:3333:7271::1 connected to VLAN 1 should be configured with
the static route defined immediately below.

IPv6 Route 2001:DB8:2222:7272::72/128 2001:DB8:3333:7271::2312

Routes with RIP Configuration

The following example describes how to configure IP on a switch, which includes the
loopback interface and with RIP running:

Switch# configure terminal

Switch(config)# interface vlan 1
Switch(config-1t)# 1p address 10.10.10.2 /24
Switch(config-if)# exit

Switch(config)# interface vlan 2
Switch(config-1t)# 1p address 10.11.11.2 /24
Switch(config-if)# exit

Switch(config)# interface loopback 1
Switch(config-i1t)# Ip address 172.25.13.2 /32
Switch(config-if)# exit

Switch(config)# router rip
Switch(config-rip)# network 10.10.10.2
Switch(config-rip)# network 10.11.10.2
Switch(config-rip)# network 172.25.13.2
Switch(config-rip)# exit

Switch(config)# interface iIp 172.25.13.2
Switch(config-ip)# iIp rip passive-interface

Switch(config-ip)# exit

The other routers do not need static routes for 172.25.13.2/32, because the route is advertised
by RIP.
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Remote IP Address and OutOfBand Port

The switch supports an IP stack on the OutOfBand (OOB) port. This IP stack is separate from
the IP stack running on the ASIC ports, and it requires specific route table configuration

If the switch supports more than one IP interface, when you specify a remote IP address or a
DNS name, you must also specify the IP stack that is being referred to.

PHY Diagnostics

The following exceptions exist:
»  Copper Ports—PHY diagnostics are only supported on copper ports.

e 10G ports—TDR test is supported when the operational port speed is 10G. Cable
length resolution is 20 meters.

CLI Output Modifiers

To all show and more commands (except show technical support) an output modifier may be
added as follows:

<show/more command> | <output-modifier> <regular-expression-pattern>
The output modifiers are:

» begin: Start output from the first line that has a sequence of characters matching the
given regular expression pattern

* include: Includes only lines that have a sequence of characters matching the given
regular expression pattern.

» exclude: Excludes all lines that have a sequence of characters matching the given
regular expression pattern.

e count: Counts all lines that have a sequence of characters matching the given regular
expression pattern and displays the result (no other output is displayed).

NOTE Only 1 output modifier can be used in each command. The remainder of the text typed in is part
of the regular expression pattern.
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Aregular expression is a pattern (a phrase, number, or more complex pattern). The CLI String
Search feature matches regular expressions to the show or more command output. Regular
expressions are case-sensitive and allow for complex matching requirements.

A regular expression can be a single-character pattern or a multiple-character pattern. That is,
a regular expression can be a single character that matches the same single character in the
command output or multiple characters that match the same multiple characters in the
command output. The pattern in the command output is referred to as a string. This section
describes creating both single-character patterns and multiple-character patterns. It also
discusses creating more complex regular expressions, using multipliers, alternation,
anchoring, and parentheses.

Single-Character Patterns

The simplest regular expression is a single character that matches the same single character in
the command output. You can use any letter (A-Z, a-z) or digit (0-9) as a single-character
pattern. You can also use other keyboard characters (such as ! or ~) as single-character
patterns, but certain keyboard characters have special meaning when used in regular
expressions. Table lists the keyboard characters that have special meanings.

Character Meaning
Matches any single character, including white space.
* Matches 0 or more sequences of the pattern.
+ Matches 1 or more sequences of the pattern.
? Matches 0 or 1 occurrences of the pattern.
n Matches the beginning of the string.
$ Matches the end of the string.

To use these special characters as single-character patterns, remove the special meaning by
preceding each character with a backslash (V).

The following examples are single-character patterns matching a dollar sign, an underscore,
and a plus sign, respectively.

\$ \_ \+
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You can specify a range of single-character patterns to match against command output. For
example, you can create a regular expression that matches a string containing one of the
following letters: a, e, i, 0, or u. Only one of these characters must exist in the string for pattern
matching to succeed. To specify a range of single-character patterns, enclose the
single-character patterns in square brackets ([ ]). For example, [aeiou] matches any one of the
five vowels of the lowercase alphabet, while [abcdABCD] matches any one of the first four
letters of the lower- or uppercase alphabet.

You can simplify ranges by entering only the endpoints of the range separated by a dash (-).
Simplify the previous range as follows:

[a-dA-D]

To add a dash as a single-character pattern in your range, include another dash and precede it
with a backslash:

[a-dA-D\-]

You can also include a right square bracket (]) as a single-character pattern in your range, as
shown here:

[a-dA-D\-\]]

The previous example matches any one of the first four letters of the lower- or uppercase
alphabet, a dash, or a right square bracket.

You can reverse the matching of the range by including a caret (") at the start of the range. The
following example matches any letter except the ones listed:

[~a-dgsv]
The following example matches anything except a right square bracket (]) or the letter d:

[™\1d]

Multiple-Character Patterns

When creating regular expressions, you can also specify a pattern containing multiple
characters. You create multiple-character regular expressions by joining letters, digits, or
keyboard characters that do not have special meaning. For example, a4% is a
multiple-character regular expression.

With multiple-character patterns, order is important. The regular expression a4% matches the
character a followed by a 4 followed by a % sign. If the string does not have a4%o, in that
order, pattern matching fails. The multiple-character regular expression a. uses the special
meaning of the period character to match the letter a followed by any single character. With
this example, the strings ab, a!, or a2 are all valid matches for the regular expression.
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You can remove the special meaning of the period character by inserting a backslash before it.
For example, when the expression a\. is used in the command syntax, only the string a. will be
matched.

You can create a multiple-character regular expression containing all letters, all digits, all
keyboard characters, or a combination of letters, digits, and other keyboard characters. For
example, telebit 3107 v32bis is a valid regular expression.

Multipliers

You can create more complex regular expressions that instruct the system to match multiple
occurrences of a specified regular expression. To do so, use some special characters with your
single-character and multiple-character patterns. Table 1 lists the special characters that
specify multiples of a regular expression.

Table 1: Special Characters Used as Multipliers

Character Description

* Matches 0 or more single-character or multiple-character
patterns.

+ Matches 1 or more single-character or multiple-character
patterns.

? Matches 0 or 1 occurrences of a single-character or
multiple-character pattern.

The following example matches any number of occurrences of the letter a, including none:
a*

The following pattern requires that at least one letter a be in the string to be matched:

at

The following pattern matches the string bb or bab:

ba?b

The following string matches any number of asterisks (*):

\**

To use multipliers with multiple-character patterns, enclose the pattern in parentheses. In the
following example, the pattern matches any number of the multiple-character string ab:

(ab)*

The following pattern matches one or more instances of alphanumeric pairs, but not none (that
is, an empty string is not a match):
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([A-Za-z][0-9D)+

The order for matches using multipliers (*, +, or ?) is to put the longest construct first. Nested
constructs are matched from outside to inside. Concatenated constructs are matched beginning
at the left side of the construct. Thus, the regular expression above matches A9b3, but not
9ADb3 because the letters are specified before the numbers.

Alternation

Alternation allows you to specify alternative patterns to match against a string. You separate
the alternative patterns with a vertical bar (]). Only one of the alternatives can match the string.
For example, the regular expression codex|telebit either matches the string codex or the string
telebit, but not both codex and telebit.

Anchoring

You can instruct the system to match a regular expression pattern against the beginning or the
end of the string. You anchor these regular expressions to a portion of the string using the
special characters shown in Table 2..

Table 2:  Special Characters Used for Anchoring

Character Description
A Matches the beginning of the string.
$ Matches the end of the string.

For example, the regular expression “*con matches any string that starts with con, and $sole
matches any string that ends with sole.

In addition to indicating the beginning of a string, the ~* symbol can be used to indicate the
logical function not when used in a bracketed range. For example, the expression [abcd]
indicates a range that matches any single letter, as long as it is not the letters a, b, c, or d.
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2.1 aaa authentication dot1x

To specify which servers are used for authentication when 802.1X authentication
is enabled, use the aaa authentication dot1x command in Global Configuration
mode. To restore the default configuration, use the no form of this command.

Syntax
aaa authentication dot1x default {radius | none | {radius none}}

no aaa authentication dot1x default

Parameters

= radius - Uses the list of all RADIUS servers for authentication

= none - Uses no authentication

Default Configuration

RADIUS server.

Command Mode

Global Configuration mode

User Guidelines

You can select either authentication by a RADIUS server, no authentication (none),
or both methods.

If you require that authentication succeeds even if no RADIUS server response
was received, specify none as the final method in the command line.
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Example

The following example sets the 802.1X authentication mode to RADIUS server
authentication. Even if no response was received, authentication succeeds.

switchxxxxxx(config)# aaa authentication dotlx default radius none

2.2 authentication open

To enable open access (monitoring mode) on this port, use the authentication
open command in Interface Configuration mode. To disable open access on this
port, use the no form of this command.

Syntax
authentication open

no authentication open

Parameters

This command has no arguments or keywords.

Default Configuration

Disabled.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

Open Access or Monitoring mode allows clients or devices to gain network
access before authentication is performed. In the mode the switch performs
failure replies received from a Radius server as success.

Example

The following example enables open mode on interface te1/0/1:

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# authentication open

52

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide



802.1X Commands

2.3 clear dot1x statistics

To clear 802.1X statistics, use the clear dot1x statistics command in Privileged
EXEC mode.

Syntax

clear dot1x statistics [interface-id]

Parameters

= nterface-id—Specify an Ethernet port ID.

Default Configuration

Statistics on all ports are cleared.

Command Mode

Privileged EXEC mode

User Guidelines

This command clears all the counters displayed in the show dot1x and show dot1x
statistics command.

Example

switchxxxxxx# clear dotlx statistics

2.4 data

To specify web-based page customizing, the data command is used in
Web-Based Page Customization Configuration mode.

Syntax

data value

Parameters

= value—String of hexadecimal digit characters up to 320 characters.
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Default Configuration

No user customization.

Command Mode

Web-Based Page Customization Configuration mode

User Guidelines

The command should not be entered or edited manually (unless using
copy-paste). It is a part of the configuration file produced by the switch.

A user can only customize the web-based authentication pages by using the WEB
interface.

Examples

Example 1—The following example shows a partial web-based page
customization configuration:

switchxxxxxx(config)# dotlx page customization
switchxxxxxx(config-web-page)# data 1feabcde
switchxxxxxx(config-web-page)# data 17645874

switchxxxxxx(config-web-page)# exit

Example 2—The following example shows how Web-Based Page customization is displayed when
running the show running-config command:

switchxxxxxx# show running-config

dotlx page customization

data e

exit
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2.5 dotix auth-not-req

To enable unauthorized devices access to a VLAN, use the dot1x auth-not-req
command in Interface (VLAN) Configuration mode. To disable access to a VLAN,
use the no form of this command.

Syntax
dot1x auth-not-req

no dot 1x auth-not-req

Parameters

N/A

Default Configuration

Access is enabled.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

The guest VLAN cannot be configured as unauthorized VLAN.

Example

The following example enables unauthorized devices access to VLAN 5.

switchxxxxxx(config)# interface vlan 5

switchxxxxxx(config-if)# dotlx auth-not-req
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2.6 dot1x authentication

To enable authentication methods on a port, use the dot1x authentication
command in Interface Configuration mode. To restore the default configuration,
use the no form of this command.

Syntax
dot1x authentication [802.1x] [mac] [web]

no dot1x authentication

Parameters

= 802.1x—Enables authentication based on 802.1X (802.1X-based
authentication).

= mac—Enables authentication based on the station's MAC address
(MAC-Based authentication).

= web—Enables WEB-Based authentication.

Default Configuration

802.1X-Based authentication is enabled.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines
Static MAC addresses cannot be authorized by the MAC-based method.

It is not recommended to change a dynamic MAC address to a static one or delete
it if the MAC address was authorized by the MAC-based authentication:

a. If a dynamic MAC address authenticated by MAC-based authentication is
changed to a static one, it will not be manually re-authenticated.

b. Removing a dynamic MAC address authenticated by the MAC-based
authentication causes its re-authentication.
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Example

The following example enables authentication based on 802.1x and the station’s
MAC address on port te1/0/1:

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx authentication 802.1x mac

2.7 dotix guest-vian

To define a guest VLAN, use the dot1x guest-vlan mode command in Interface
(VLAN) Configuration mode. To restore the default configuration, use the no form of
this command.

Syntax
dot1x guest-vian

no dot1x guest-vian

Parameters

N/A

Default Configuration

No VLAN is defined as a guest VLAN.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

Use the dot1x guest-vlan enable command to enable unauthorized users on an
interface to access the guest VLAN.

A device can have only one global guest VLAN.
The guest VLAN must be a static VLAN and it cannot be removed.

An unauthorized VLAN cannot be configured as guest VLAN.
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Example

The following example defines VLAN 2 as a guest VLAN.

switchxxxxxx(config)# interface vlan 2

switchxxxxxx(config-if)# dotlx guest-vlan

2.8 dotix guest-vian enable

To enable unauthorized users on the access interface to the guest VLAN, use the
dot1x guest-vlan enable command in Interface Configuration mode. To disable
access, use the no form of this command.

Syntax
dot1x guest-vlan enable

no dot1x guest-vian enable

Parameters

N/A

Default Configuration

The default configuration is disabled.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

TFhe-port-cannot-belong-to-the-guest VEAN:

The guest VLAN and the WEB-Based authentication cannot be configured on a
port at the same time.

This command cannot be configured if the monitoring VLAN is enabled on the
interface.

If the port does not belong to the guest VLAN itFhe-pert is added to the guest
VLAN as an egress untagged port.
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2

If the authentication mode is single-host or multi-host, the value of PVID is set to
the guest VLAN_ID.

If the authentication mode is multi-sessions mode, the PVID is not changed and all
untagged traffic and tagged traffic not belonging to the unauthenticated VLANs
from unauthorized hosts are mapped to the guest VLAN.

If 802.1X is disabled, the port static configuration is reset.

See the User Guidelines of the dot1x host-mode command for more information.

Example

The following example enables unauthorized users on te 1/0/1 to access the guest
VLAN.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx guest-vlan enable

2.9 dot1x guest-vian timeout

To set the time delay between enabling 802.1X (or port up) and adding a port to
the guest VLAN, use the dot1x guest-vian timeout command in Global
Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dot1x guest-vian timeout timeout

no dot1x guest-vlan timeout

Parameters
= timeout—Specifies the time delay in seconds between enabling 802.1X (or
port up) and adding the port to the guest VLAN. (Range: 30-180).
Default Configuration

The guest VLAN is applied immediately.

Command Mode

Global Configuration mode
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User Guidelines

This command is relevant if the guest VLAN is enabled on the port. Configuring the
timeout adds a delay from enabling 802.1X (or port up) to the time the device adds
the port to the guest VLAN.

Example

The following example sets the delay between enabling 802.1X and adding a port
to a guest VLAN to 60 seconds.

switchxxxxxx(config)# dotlx guest-vlan timeout 60

2.10 dot1x host-mode

To allow a single host (client) or multiple hosts on an IEEE 802.1X-authorized port,
use the dot1x host-mode command in Interface Configuration mode. To restore the
default configuration, use the no form of this command.

Syntax

dot1x host-mode {multi-host /single-host /multi-sessions}

Parameters
=  multi-host—Enable multiple-hosts mode.
= single-host—Enable single-hosts mode.

= multi-sessions—Enable multiple-sessions mode.

Default Configuration

Default mode is multi-host.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

Single-Host Mode
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The single-host mode manages the authentication status of the port: the portis
authorized if there is an authorized host. In this mode, only a single host can be
authorized on the port.

When a port is unauthorized and the guest VLAN is enabled, untagged traffic is
remapped to the guest VLAN. Tagged traffic is dropped unless the VLAN tag is the
guest VLAN or the unauthenticated VLANS. If guest VLAN is not enabled on the
port, only tagged traffic belonging to the unauthenticated VLANSs is bridged.

When a port is authorized, untagged and tagged traffic from the authorized host is
bridged based on the static vlan membership configured at the port. Traffic from
other hosts is dropped.

A user can specify that untagged traffic from the authorized host will be
remapped to a VLAN that is assigned by a RADIUS server during the
authentication process. In this case, tagged traffic is dropped unless the VLAN tag
is the RADIUS-assigned VLAN or the unauthenticated VLANs. See the dot1x
radius-attributes vlan command to enable RADIUS VLAN assignment at a port.

The switch removes from FDB all MAC addresses learned on a port when its
authentication status is changed from authorized to unauthorized.

Multi-Host Mode

The multi-host mode manages the authentication status of the port: the port is
authorized after at least one host is authorized.

When a port is unauthorized and the guest VLAN is enabled, untagged traffic is
remapped to the guest VLAN. Tagged traffic is dropped unless the VLAN tag is the
guest VLAN or the unauthenticated VLANS. If guest VLAN is not enabled on the
port, only tagged traffic belonging to the unauthenticated VLANSs is bridged.

When a port is authorized, untagged and tagged traffic from all hosts connected to
the port is bridged based on the static vlan membership configured at the port.

A user can specify that untagged traffic from the authorized port will be
remapped to a VLAN that is assigned by a RADIUS server during the
authentication process. In this case, tagged traffic is dropped unless the VLAN tag
is the RADIUS assigned VLAN or the unauthenticated VLANSs. See the dot1x
radius-attributes vlan command to enable RADIUS VLAN assignment at a port.

The switch removes from FDB all MAC addresses learned on a port when its
authentication status is changed from authorized to unauthorized.

Multi-Sessions Mode

Unlike the single-host and multi-host modes (port-based modes) the
multi-sessions mode manages the authentication status for each host connected
to the port (session-based mode). If the multi-sessions mode is configured on a
port the port does have any authentication status. Any number of hosts can be
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authorized on the port. The dot1x max-hosts command can limit the maximum
number of authorized hosts allowed on the port.

Each authorized client requires a TCAM rule. If there is no available space in the
TCAM, the authentication is rejected.

When using the dot1x host-mode command to change the port mode to
single-host or multi-host when authentication is enabled, the port state is set to
unauthorized.

If the dot1x host-mode command changes the port mode to multi-session when
authentication is enabled, the state of all attached hosts is set to unauthorized.

To change the port mode to single-host or multi-host, set the port (dot1x
port-control) to force-unauthorized, change the port mode to single-host or
multi-host, and set the port to authorization auto.

multi-sessions mode cannot be configured on the same interface together with
Policy Based VLANSs configured by the following commands:

= switchport general map protocol-group vilans
= switchport general map macs-group vilans

Tagged traffic belonging to the unauthenticated VLANS is always bridged
regardless if a host is authorized or not.

When the guest VLAN is enabled, untagged and tagged traffic from unauthorized
hosts not belonging to the unauthenticated VLANSs is bridged via the guest VLAN.

Traffic from an authorized hosts is bridged in accordance with the port static
configuration. A user can specify that untagged and tagged traffic from the
authorized host not belonging to the unauthenticated VLANs will be remapped to
a VLAN that is assigned by a RADIUS server during the authentication process.
See the dot1x radius-attributes vilan command to enable RADIUS VLAN
assignment at a port.

The switch does not remove from FDB the host MAC address learned on the port
when its authentication status is changed from authorized to unauthorized. The
MAC address will be removed after the aging timeout expires.

Example

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx host-mode multi-host
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2.11 dot1x max-hosts

To configure the maximum number of authorized hosts allowed on the interface,
use the dot1x max-hosts command in Interface Configuration mode. To restore the
default configuration, use the no form of this command.

Syntax
dot 1x max-hosts count

no dot1x max-hosts

Parameters
= count—Specifies the maximum number of authorized hosts allowed on the
interface. May be any 32 bits positive number.
Default Configuration

No limitation.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

By default, the number of authorized hosts allowed on an interface is not limited.
To limit the number of authorized hosts allowed on an interface, use the dot1x
max-hosts command.

This command is relevant only for multi-session mode.

Example

The following example limits the maximum number of authorized hosts on Ethernet
port te1/0/1 to 6:

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx max-hosts 6
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2.12 dot1x max-login-attempts

To set the maximum number of allowed login attempts, use the dot1x
max-login-attempts command in Interface Configuration mode. To restore the
default configuration, use the no form of this command.

Syntax
dot1x max-login-attempts count

no dot1x max-login-attempts

Parameters
= count—Specifies the maximum number of allowed login attempts. A value
of 0 means an infinite numbers of attempts. The valid range is 3-10.
Default Configuration

Unlimited.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

By default, the switch does not limit the number of failed login attempts. To specify
the number of allowed fail login attempts, use this command. After this number of
failed login attempts, the switch does not allow the host to be authenticated for a

period defined by the dot1x timeout quiet-period command.

The command is applied only to the Web-based authentication.

Example

The following example sets maximum number of allowed login attempts to 5:

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx max-login-attempts 5
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2.13 dot1x max-req

To set the maximum number of times that the device sends an Extensible
Authentication Protocol (EAP) request/identity frame (assuming that no response
is received) to the client before restarting the authentication process, use the
dot1x max-req command in Interface Configuration mode. To restore the default
configuration, use the no form of this command.

Syntax
dot1x max-req count

no dot1x max-req

Parameters

= count—Specifies the maximum number of times that the device sends an
EAP request/identity frame before restarting the authentication process.
(Range: 1-10).
Default Configuration

The default maximum number of attempts is 2.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual
circumstances, such as unreliable links or specific behavioral problems with
certain clients and authentication servers.

Example

The following example sets the maximum number of times that the device sends
an EAP request/identity frame to 6.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx max-req 6
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2.14 dot1x page customization

To enter Web-Based Page Customization Configuration mode, use the dot1x page
customization command in Global Configuration mode.

Syntax

dot1x page customization

Parameters

N/A

Default Configuration

No user customization.

Command Mode

Global Configuration mode

User Guidelines

The command should not be entered or edited manually (unless when using
copy-paste). It is a part of the configuration file produced by the switch.

A user must customize the web-based authentication pages by using the browser
Interface.

Example

The following example shows part of a web-based page customization
configuration:

switchxxxxxx(config)# dotlx page customization
switchxxxxxx(config-web-page)# data 1feabcde
switchxxxxxx(config-web-page)# data 17645874

switchxxxxxx(config-web-page)# exit
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2.15 dot1x port-control

To enable manual control of the port authorization state, use the dot1x port-control
command in Interface Configuration mode. To restore the default configuration,
use the no form of this command.

Syntax

dot1x port-control {auto | force-authorized | force-unauthorized} [time-range
time-range-name]

Parameters

= auto—Enables 802.1X authentication on the port and causes it to transition
to the authorized or unauthorized state, based on the 802.1X authentication
exchange between the device and the client.

= force-authorized—Disables 802.1X authentication on the interface and
causes the port to transition to the authorized state without any
authentication exchange required. The port sends and receives traffic
without 802.1X-based client authentication.

= force-unauthorized—Denies all access through this port by forcing it to
transition to the unauthorized state and ignoring all attempts by the client to
authenticate. The device cannot provide authentication services to the
client through this port.

= time-range time-range-name—Specifies a time range. When the Time
Range is not in effect, the port state is Unauthorized. (Range: 1-32
characters).

Default Configuration

The port is in the force-authorized state.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The switch removes all MAC addresses learned on a port when its authorization
control is changed from force-authorized to another.

Note. It is recommended to disable spanning tree or to enable spanning-tree
PortFast mode on 802.1X edge ports in auto state that are connected to end
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stations, in order to proceed to the forwarding state immediately after successful
authentication.

Example

The following example sets 802.1X authentication on te 1/0/1 to auto mode.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx port-control auto

2.16 dot1x radius-attributes vian

To enable RADIUS-based VLAN assignment, use the dot1x radius-attributes vlan
command in Interface Configuration mode. To disable RADIUS-based VLAN
assignment, use the no form of this command.

Syntax
dot1x radius-attributes vlan [reject | static]

no dot1x radius-attributes vlan

Parameters

= reject—If the RADIUS server authorized the supplicant, but did not provide
a supplicant VLAN the supplicant is rejected. If the parameter is omitted,
this option is applied by default.

= gstatic—If the RADIUS server authorized the supplicant, but did not provide
a supplicant VLAN, the supplicant is accepted.

Default Configuration

reject

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

If RADIUS provides invalid VLAN information, the authentication is rejected.
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2

If a RADIUS server assigns a client with a non-existing VLAN, the switch creates
the VLAN. The VLAN is removed when it is no longer being used.

If RADIUS provides valid VLAN information and the port does not belong to the
VLAN received from RADIUS, it is added to the VLAN as an egress untagged port.
When the last authorized client assigned to the VLAN becomes unauthorized or
802.1x is disabled on the port, the port is excluded from the VLAN.

If the authentication mode is single-host or multi-host, the value of PVID is set to
the VLAN_ID.

If an authorized port in the single-host or multi-host mode changes its status to
unauthorized, the port static configuration is reset.

If the authentication mode is multi-sessions mode, the PVID is not changed and all
untagged traffic and tagged traffic not belonging to the unauthenticated VLANs
are mapped to the VLAN using TCAM.

If the last authorized host assigned to a VLAN received from RADIUS connected to
a port in the multi-sessions mode changes its status to unauthorized, the port is
removed from the VLAN if it is not in the static configuration.

See the User Guidelines of the dot1x host-mode command for more information.
If 802.1X is disabled the port static configuration is reset.

If the reject keyword is configured and the RADIUS server authorizes the host but
the RADIUS accept message does not assign a VLAN to the supplicant,
authentication is rejected.

If the static keyword is configured and the RADIUS server authorizes the host then
even though the RADIUS accept message does not assign a VLAN to the
supplicant, authentication is accepted and the traffic from the host is bridged in
accordance with port static configuration.

If this command is used when there are authorized ports/hosts, it takes effect at
subsequent authentications. To manually re-authenticate, use the dot1x
re-authenticate command.

The command cannot be configured on a port if it together with
= \WEB-Based authentication
= Multicast TV-VLAN
= Q-in-Q
= Voice VLAN
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Examples

Example 1. This example enables user-based VLAN assignment. If the RADIUS
server authorized the supplicant, but did not provide a supplicant VLAN, the
supplicant is rejected.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx radius-attributes vlan

switchxxxxxx(config-if)# exit

Example 2. This example enables user-based VLAN assignment. If the RADIUS
server authorized the supplicant but did not provide a supplicant VLAN, the
supplicant is accepted and the static VLAN configurations is used.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx radius-attributes static

switchxxxxxx(config-if)# exit

2.17 dot1xre-authenticate

To initiate manually re-authentication of all 802.1X-enabled ports or the specified
802.1X-enabled port, use the dot1x re-authenticate command in Privileged EXEC
mode.

Syntax

dot1x re-authenticate [/nterface-ia]

Parameters

= jnterface-id—Specifies an Ethernet port or OOB port.

Default Configuration

If no port is specified, command is applied to all ports.

Command Mode

Privileged EXEC mode
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Example

The following command manually initiates re-authentication of 802.1X-enabled
te1/0/1:

switchxxxxxx# dotlx re-authenticate tel/0/1

2.18 dot1x reauthentication

To enable periodic re-authentication of the client, use the dot1x reauthentication
command in Interface Configuration mode. To restore the default configuration,
use the no form of this command.

Syntax
dot 1x reauthentication

no dot1x reauthentication

Parameters

N/A

Default Configuration

Periodic re-authentication is disabled.

Command Mode

Interface (Ethernet, OOB) Configuration mode

Example

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx reauthentication

2.19 dot1x system-auth-control

To enable 802.1X globally, use the dot1x system-auth-control command in Global
Configuration mode. To restore the default configuration, use the no form of this
command.
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Syntax
dot1x system-auth-control

no dot1x system-auth-control

Parameters

N/A

Default Configuration

Disabled.

Command Mode

Global Configuration mode

Example

The following example enables 802.1X globally.

switchxxxxxx(config)# dotlx system-auth-control

2.20 dot1x timeout quiet-period

To set the time interval that the device remains in a quiet state following a failed
authentication exchange, use the dot 1x timeout quiet-period command in Interface
Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dot1x timeout quiet-period seconds

no dot1x timeout quiet-period

Parameters

= seconds—Specifies the time interval in seconds that the device remains in
a quiet state following a failed authentication exchange with a client. (Range:
10-65535 seconds).
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Default Configuration

The default quiet period is 60 seconds.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

During the quiet period, the device does not accept or initiate authentication
requests.

The default value of this command should only be changed to adjust to unusual
circumstances, such as unreliable links or specific behavioral problems with
certain clients and authentication servers.

To provide faster response time to the user, a smaller number than the default
value should be entered.

For 802.1x and MAC-based authentication, the number of failed logins is 1.

For WEB-based authentication, the quite period is applied after a number of failed
attempts. This number is configured by the dot1x max-login-attempts command.

For 802.1x-based and MAC-based authentication methods, the quite period is
applied after each failed attempt.

Example

The following example sets the time interval that the device remains in the quiet
state following a failed authentication exchange to 120 seconds.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx timeout quiet-period 120

2.21 dot1x timeout reauth-period

To set the number of seconds between re-authentication attempts, use the dot1x
timeout reauth-period command in Interface Configuration mode. To restore the
default configuration, use the no form of this command.

Syntax

dot1x timeout reauth-period seconds
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no dot1x timeout reauth-period

Parameters

= reauth-period seconds—Number of seconds between re-authentication
attempts. (Range: 300-4294967295).

Default Configuration

3600

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The command is only applied to the 802.1x authentication method.

Example

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx timeout reauth-period 5000

2.22 dot1x timeout server-timeout

To set the time interval during which the device waits for a response from the
authentication server, use the dot1x timeout server-timeout command in Interface
Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dot 1x timeout server-timeout seconds

no dot1x timeout server-timeout

Parameters

= server-timeout seconds—Specifies the time interval in seconds during
which the device waits for a response from the authentication server.
(Range: 1-65535 seconds).
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Default Configuration

The default timeout period is 30 seconds.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The actual timeout period can be determined by comparing the value specified by
this command to the result of multiplying the number of retries specified by the
radius-server retransmit command by the timeout period specified by the
radius-server retransmit command, and selecting the lower of the two values.

Example

The following example sets the time interval between retransmission of packets to
the authentication server to 3600 seconds.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx timeout server-timeout 3600

2.23 dot1x timeout silence-period

To set the authentication silence time, use the dot1x timeout silence-period
command in Interface Configuration mode. To restore the default configuration,
use the no form of this command.

Syntax
dot1x timeout silence-period seconds

no dot1x timeout silence-period

Parameters
= seconds—Specifies the silence interval in seconds. The valid range is 60 -
65535.
Default Configuration

The silence period is not limited.
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Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

The silence time is the number of seconds that if an authorized client does not
send traffic during this period, the client is changed to unauthorized.

If an authorized client does not send traffic during the silence period specified by
the command, the state of the client is changed to unauthorized.

The command is only applied to WEB-based authentication.

Example

The following example sets the authentication silence time to 100 seconds:

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx timeout silence-period 100

2.24 dot1x timeout supp-timeout

To set the time interval during which the device waits for a response to an
Extensible Authentication Protocol (EAP) request frame from the client before
resending the request, use the dot1x timeout supp-timeout command in Interface
Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dot1x timeout supp-timeout seconds

no dot1x timeout supp-timeout

Parameters

= supp-timeout seconds—Specifies the time interval in seconds during
which the device waits for a response to an EAP request frame from the
client before resending the request. (Range: 1-65535 seconds).

Default Configuration

The default timeout period is 30 seconds.
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Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual
circumstances, such as unreliable links or specific behavioral problems with
certain clients and authentication servers.

The command is only applied to the 802.1x authentication method.

Example

The following example sets the time interval during which the device waits for a
response to an EAP request frame from the client before resending the request to
3600 seconds.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx timeout supp-timeout 3600

2.25 dot1x timeout tx-period

To set the time interval during which the device waits for a response to an
Extensible Authentication Protocol (EAP) request/identity frame from the client
before resending the request, use the dot1x timeout tx-period command in
Interface Configuration mode. To restore the default configuration, use the no form
of this command.

Syntax
dot1x timeout tx-period seconds

no dot1x timeout tx-period

Parameters

= seconds—Specifies the time interval in seconds during which the device
waits for a response to an EAP-request/identity frame from the client before
resending the request. (Range: 30-65535 seconds).

Default Configuration

The default timeout period is 30 seconds.
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Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual
circumstances, such as unreliable links or specific behavioral problems with
certain clients and authentication servers.

The command is only applied to the 802.1x authentication method.

Example

The following command sets the time interval during which the device waits for a
response to an EAP request/identity frame to 60 seconds.

switchxxxxxx(config)# interface tel/0/1:

switchxxxxxx(config-if)# dotlx timeout tx-period 60

2.26 dot1x traps authentication failure

To enable sending traps when an 802.1X authentication method failed, use the
dot1x traps authentication failure command in Global Configuration mode. To
restore the default configuration, use the no form of this command.

Syntax
dot1x traps authentication failure {{802.1x] [mac] [web]}

no dot 1x traps authentication failure

Parameters
= 802.1x—Enables traps for 802.1X-based authentication.
= mac—Enables traps for MAC-based authentication.

= web—Enables traps for WEB-based authentication.

Default Configuration

All traps are disabled.
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Command Mode

Global Configuration mode

User Guidelines

Any combination of the keywords are allowed. At least one keyword must be
configured.

A rate limit is applied to the traps: not more than one trap of this type can be sentin 1
seconds.

Example

The following example enables sending traps when a MAC address fails to be
authorized by the 802.1X mac-authentication access control.

0

switchxxxxxx(config)# dotlx traps authentication failure 802.1x

2.27 dotix traps authentication quiet

To enable sending traps when a host state is set to the quiet state after failing the

maximum sequential attempts of login, use the dot1x traps authentication quiet
command in Global Configuration mode. To disable the traps, use the no form of
this command.

Syntax
dot1x traps authentication quiet

no dot 1x traps authentication quiet

Parameters

N/A

Default Configuration

Quiet traps are disabled.

Command Mode

Global Configuration mode
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User Guidelines

The traps are sent after the client is set to the quiet state after the maximum
sequential attempts of login.

The command is only applied to the web-based authentication.

Arate limit is applied to the traps: not more than one trap of this type can be sentin 10
seconds.

Example

The following example enables sending traps when a host is set in the quiet state:

switchxxxxxx(config)# dotlx traps authentication quiet

2.28 dot1x traps authentication success

To enable sending traps when a host is successfully authorized by an 802.1X
authentication method, use the dot1x traps authentication success command in
Global Configuration mode. To disable the traps, use the no form of this command.

Syntax
dot1x traps authentication success {[802.1x] [mac] [web]}

no dot 1x traps authentication success

Parameters
= 802.1x—Enables traps for 802.1X-based authentication.
= mac—Enables traps for MAC-based authentication.

= web—Enables traps for WEB-based authentication.

Default Configuration

Success traps are disabled.

Command Mode

Global Configuration mode
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User Guidelines

Any combination of the keywords are allowed. At least one keyword must be
configured.

A rate limit is applied to the traps: not more than one trap of this type can be sentin 10
seconds.

Example

The following example enables sending traps when a MAC address is successfully
authorized by the 802.1X MAC-authentication access control.

switchxxxxxx(config)# dotlx traps authentication success mac

2.29 dot1x unlock client

To unlock alocked (in the quiet period) client, use the dot 1x unlock client command
in Privileged EXEC mode.

Syntax

dot1x unlock client /nterface-id mac-address

Parameters
= /nterface-id—Interface ID where the client is connected to.

= mac-address—Client MAC address.

Default Configuration

The client is locked until the silence interval is over.

Command Mode

Privileged EXEC mode

User Guidelines

Use this command to unlock a client that was locked after the maximum allowed
authentication failed attempts and to end the quiet period. If the client is not in the
quiet period, the command has no affect.
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Example

switchxxxxxx# dotlx unlock client tel/0/1 00:01:12:af:00:56

2.30 dot1x violation-mode

To configure the action to be taken when an unauthorized host on authorized port
in single-host mode attempts to access the interface, use the dot1x
violation-mode command in Interface Configuration mode. To restore the default
configuration, use the no form of this command.

Syntax

dot1x violation-mode {restrict /protect /shutdown} [traps seconds]

no dot1x violation-mode

Parameters

= restrict—Generates a trap when a station, whose MAC address is not the
supplicant MAC address, attempts to access the interface. The minimum
time between the traps is 1 second. Those frames are forwarded but their
source addresses are not learned.

= protect—Discard frames with source addresses that are not the supplicant
address.

= shutdown—Discard frames with source addresses that are not the
supplicant address and shutdown the port.

= trap seconds- Send SNMP traps, and specifies the minimum time between
consecutive traps. If seconds = 0 traps are disabled. If the parameter is not
specified, it defaults to 1 second for the restrict mode and O for the other
modes.

Default Configuration

Protect

Command Mode

Interface (Ethernet) Configuration mode
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User Guidelines
The command is relevant only for single-host mode.

For BPDU messages whose MAC addresses are not the supplicant MAC address
are not discarded in Protect mode.

BPDU message whose MAC addresses are not the supplicant MAC address
cause a shutdown in Shutdown mode.

Example

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# dotlx violation-mode protect

2.31 show dotix

To display the 802.1X interfaces or specified interface status, use the show dot1x
command in Privileged EXEC mode.

Syntax

show dot1x [interface /interface-id /detailed]

Parameters
= nterface-id—Specifies an Ethernet port or OOB port.
= detailed—Displays information for non-present ports in addition to present
ports.
Default Configuration

Display for all ports. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

Example

The following example displays authentication information for all interfaces on
which 802.1x is enabled:
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SWitchxxxxxx# show dotilx
Authentication is enabled
Authenticating Servers: Radius, None
Unathenticated VLANs: 100, 1000, 1021
Guest VLAN: VLAN 11, timeout 30 sec
Authentication failure traps are enabled for 802.1x+mac
Authentication success traps are enabled for 802.1x
Authentication quiet traps are enabled for 802.1x
tel/0/1
Host mode: multi-sessions
Authentication methods: 802.1x+mac
Port Adminstrated status: auto
Guest VLAN: enabled
VLAN Radius Attribute: enabled, static
Open access: disabled
Time range name: work_hours (Active now)
Server-timeout: 30 sec
Maximum Hosts: unlimited
Maximum Login Attempts: 3
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec
max-req: 2
Authentication success: 9
Authentication fails: 1
Number of Authorized Hosts: 10

tel/0/2
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Host mode: single-host
Authentication methods: 802.1x+mac
Port Adminstrated status: auto
Port Operational status: authorized
Guest VLAN: disabled
VLAN Radius Attribute: enabled
Open access: enabled
Time range name: work_hours (Active now)
Server-timeout: 30 sec
Aplied Authenticating Server: Radius
Applied Authentication method: 802.1x
Session Time (HH:MM:SS): 00:25:22
MAC Address: 00:08:78:32:98:66
Username: Bob
Violation:
Mode: restrict
Trap: enabled
Trap Min Interval: 20 sec
Violations were detected: 9
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec
max-req: 2
Authentication success: 2
Authentication fails: 0
tel/0/3

Host mode: multi-host
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Authentication methods: 802.1x+mac
Port Adminstrated status: auto
Port Operational status: authorized
Guest VLAN: disabled
VLAN Radius Attribute: disabled
Time range name: work_hours (Active now)
Open access: disabled
Server-timeout: 30 sec
Aplied Authenticating Server: Radius
Applied Authentication method: 802.1x
Session Time (HH:MM:SS): 00:25:22
MAC Address: 00:08:78:32:98:66
Username: Bob
Violation:
Mode: restrict
Trap: enabled
Trap Min Interval: 20 sec
Violations were detected: 0O
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec
max-req: 2
Authentication success: 20
Authentication fails: O
Host mode: multi-host
Authentication methods: 802.1x+mac

Port Adminstrated status: force-auto
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Guest VLAN: disabled
VLAN Radius Attribute: disabled
Time range name: work_hours (Active now)
Open access: disabled
Server-timeout: 30 sec
Aplied Authenticating Server: Radius
Applied Authentication method: 802.1x
Session Time (HH:MM:SS): 00:25:22
MAC Address: 00:08:78:32:98:66
Username: Bob
Violation:
Mode: restrict
Trap: enabled
Trap Min Interval: 20 sec
Violations were detected: 0O
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec
max-req: 2
Authentication success: 0
Authentication fails: O
Supplicant Configuration:
retry-max: 2
EAP time period: 15 sec
Supplicant Held Period: 30 sec
Credentials Name: Basic-User

Supplicant Operational status: authorized
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The following describes the significant fields shown in the display:

Port—The port interface-id.

Host mode— The port authentication configured mode. Possible values:
single-host, multi-host, multi-sessions.

ssingle-host
smulti-host
smulti-sessions

Authentication methods—Authentication methods configured on port. Possible
values are combinations of the following methods:

=802.1x
=mac
swba

Port Administrated status—The port administration (configured) mode. Possible values:
force-auth, force-unauth, auto.

Port Operational status—The port operational (actual) mode. Possible values: authorized or
unauthorized.

Username—Username representing the supplicant identity. This field shows the username if the
port control is auto. If the port is Authorized, it displays the username of the current user. If the port
is Unauthorized, it displays the last user authorized successfully.

Quiet period—Number of seconds that the device remains in the quiet state following a failed
authentication exchange (for example, the client provided an invalid password).

Silence period—Number of seconds that If an authorized client does not send traffic during the
silence period specified by the command, the state of the client is changed to unauthorized.

Tx period—Number of seconds that the device waits for a response to an Extensible
Authentication Protocol (EAP) request/identity frame from the client before resending the request.

Max reg—Maximum number of times that the device sends an EAP request frame (assuming that
no response is received) to the client before restarting the authentication process.

Server timeout—Number of seconds that the device waits for a response from the authentication
server before resending the request.

Session Time—Amount of time (HH:MM:SS) that the user is logged in.

MAC address—Supplicant MAC address.
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®  Authentication success—Number of times the state machine received a Success message from
the Authentication Server.

B Authentication fails—Number of times the state machine received a Failure message from the
Authentication Server.

2.32 show dot1x locked clients

To display all clients who are locked and in the quiet period, use the show dot1x
locked clients command in Privileged EXEC mode.

Syntax

show dot1x locked clients

Parameters

N/A

Command Mode

Privileged EXEC mode

User Guidelines

Use the show dot1x locked clients command to display all locked (in the quiet
period) clients.

Examples

The following example displays locked clients:

Example 1

switchxxxxxx# show dotlx locked clients

Port MAC Address Remaining Time

tel/0/1 0008.3b79.8787 20
tel/0/1 0008.3b89.3128 40
tel/0/2 0008.3b89.3129 10
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2.33 show dot1x statistics

To display 802.1X statistics for the specified port, use the show dot1x statistics
command in Privileged EXEC mode.

Syntax

show dot1x statistics interface /interface-id

Parameters

= jnterface-id—Specifies an Ethernet port or OOB port.

Default Configuration

N/A

Command Mode

Privileged EXEC mode

Example

The following example displays 802.1X statistics for te1/0/1.

switchxxxxxx# show dotlx statistics interface tel/0/1
EapolFramesRx: 11
EapolFramesTx: 12
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespldFramesRx: 3
EapolRespFramesRx: 6
EapolReqldFramesTx: 3
EapolRegFramesTx: 6

Inval idEapolFramesRx: 0O
EapLengthErrorFramesRx: 0O
LastEapolFrameVersion: 1

LastEapolFrameSource: 00:08:78:32:98:78
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The following table describes the significant fields shown in the display:

Field

Description

EapolFramesRx

Number of valid EAPOL frames of any
type that have been received by this
Authenticator.

EapolFramesTx

Number of EAPOL frames of any type
that have been transmitted by this
Authenticator.

EapolStartFramesRx

Number of EAPOL Start frames that
have been received by this
Authenticator.

EapolLogoffFramesRx

Number of EAPOL Logoff frames that
have been received by this
Authenticator.

EapolRespldFramesRx

Number of EAP Resp/Id frames that
have been received by this
Authenticator.

EapolRespFramesRx

Number of valid EAP Response frames
(other than Resp/Id frames) that have
been received by this Authenticator.

EapolReqldFramesTx

Number of EAP Req/Id frames that have
been transmitted by this Authenticator.

EapolRegFramesTx

Number of EAP Request frames (other
than Reqg/ld frames) that have been
transmitted by this Authenticator.

InvalidEapolFramesRx

Number of EAPOL frames that have
been received by this Authenticator for
which the frame type is not recognized.

EapLengthErrorFramesR
X

Number of EAPOL frames that have
been received by this Authenticator in
which the Packet Body Length field is
invalid.

LastEapolFrameVersion

Protocol version number carried in the
most recently received EAPOL frame.

LastEapolFrameSource

Source MAC address carried in the
most recently received EAPOL frame.
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2.34 show dotix users

To display active 802.1X authorized users for the device, use the show dot1x users
command in Privileged EXEC mode.

Syntax

show dot1x users [username username]

Parameters
= username username—Specifies the supplicant username (Length: 1-160
characters).
Default Configuration

Display all users.

Command Mode

Privileged EXEC mode

Examples
Example 1. The following commands displays all 802.1x users:

show dotlx users

Port Udsername MAC Address Auth Auth Session VLAN

Method Server Time

tel/0/1 Bob 0008.3b71.1111  802.1x Remote 09:01:00 1020
tel/0/2 Allan 0008.3b79.8787 MAC Remote  00:11:12
tel/0/2 John 0008.3baa.0022 WBA Remote 00:27:16

Example 2. The following example displays 802.1X user with supplicant username
Bob:

switchxxxxxx# show dotlx users username Bob
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Port Udsername  MAC Address Auth Auth Session VLAN
Method Server Time
tel/0/1 Bob 0008.3b71.1111  802.1x Remote 09:01:.00 1020

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide

93



ACL Commands

3.1 ip access-list (IP extended)

Use the ip access-list extended Global Configuration mode command to name an
IPv4 access list (ACL) and to place the device in IPv4 Access List Configuration
mode. All commands after this command refer to this ACL. The rules (ACEs) for this
ACL are defined in the permit (IP ) and deny (IP ) commands. The service-acl input
command is used to attach this ACL to an interface.

Use the no form of this command to remove the access list.

Syntax
ip access-list extended ac/-name

no ip access-list extended ac/-name

Parameters

= acl-name—Name of the IPv4 access list. (Range 1-32 characters)

Default Configuration

No IPv4 access list is defined.

Command Mode

Global Configuration mode

User Guidelines

An IPv4 ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy
maps cannot have the same name.

Example

switchxxxxxx(config)# ip access-list extended server

switchxxxxxx(config-ip-al)#
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3.2 permit(IP)

Use the permit IP Access-list Configuration mode command to set permit
conditions for an IPv4 access list (ACL). Permit conditions are also known as
access control entries (ACEs). Use the no form of the command to remove the
access control entry.

Syntax

permit protocol/{any /source source-wildcard} {any / destination
destination-wildcard) [ace-priority priority] [dscp number/precedence numben
[time-range time-range-name]

[log-input]

permit icmp {any /source source-wildcard} {any / destination destination-wildcara)
[any /icmp-type] [any /icmp-code]] [ace-priority priority] [dscp number/
precedence numben [time-range time-range-name)

[log-input]

permit jgmp {any / source source-wildcard} {any / destination
destination-wildcarad)igmp-type] [ace-priority priority] [dscp number/
precedence numben [time-range time-range-namel

[log-input]

permit tcp {any /source source-wildcara} {anylsource-port/port-rangef{any /
destination destination-wildcara} {any/destination-port/port-range} [ace-priority
priority] [dscp number/precedence numben [match-all /ist-of-flags] [time-range
time-range-namel

[log-input]

permit udp {any /source source-wildcara} {anylsource-port/port-range} {any /
destination destination-wildcarad} {any/destination-port/port-range} [ace-priority
priority] [dscp number /precedence number] [time-range time-range-name]

[log-input]

no permit protocol/{any / source source-wildcarad} {any / destination
destination-wildcard} [dscp number /precedence numberitime-range
time-range-name]

[log-input]

no permit icmp {any /source source-wildcard} {any / destination
destination-wildcard) [any /icmp-typel [any /icmp-code]] [dscp number/
precedence number[time-range time-range-name]
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[log-input]

no permit igmp {any / source source-wildcara} {any / destination
destination-wildcard)[igmp-type] [dscp number/precedence number/[time-range
time-range-namel

[log-input]

no permit tcp {any /source source-wildcarad} {anylsource-port/port-rangel{any /
destination destination-wildcarad} {any/destination-port/port-range} [dscp number/
precedence number [match-all /ist-of-flags] [time-range time-range-name]

[log-input]

no permit udp {any /source source-wildcara} {anylsource-port/port-range} {any /
destination destination-wildcara} {any/destination-port/port-range} [dscp number/
precedence number][time-range time-range-namej

[log-input]

Parameters

protoco/—The name or the number of an IP protocol. Available protocol
names are: icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout,
ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim, I2tp, isis.
To match any protocol, use the ip keyword.(Range: 0-255)

source—Source |IP address of the packet.

source-wildcard—Wildcard bits to be applied to the source IP address. Use
ones in the bit position that you want to be ignored.

destination—Destination IP address of the packet.

destination-wildcard—Wildcard bits to be applied to the destination IP
address. Use ones in the bit position that you want to be ignored.

priority - Specify the priority of the access control entry (ACE) in the access
control list (ACL). "1" value represents the highest priority and "2147483647"
number represents the lowest priority.(Range: 1-2147483647)

dscp number—Specifies the DSCP value.
precedence number—Specifies the IP precedence value.

iemp-type—Specifies an ICMP message type for filtering ICMP packets.
Enter a number or one of the following values: echo-reply,
destination-unreachable, source-quench, redirect, alternate-host-address,
echo-request, router-advertisement, router-solicitation, time-exceeded,
parameter-problem, timestamp, timestamp-reply, information-request,
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information-reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect,
mobile-registration-request, mobile-registration-reply,
domain-name-request, domain-name-reply, skip, photuris. (Range: 0-255)

icmp-code—Specifies an ICMP message code for filtering ICMP packets.
(Range: 0-255)

igmp-type—IGMP packets can be filtered by IGMP message type. Enter a
number or one of the following values: host-query, host-report, dvmrp, pim,
cisco-trace, host-report-v2, host-leave-v2, host-report-v3. (Range: 0-255)

destination-port—Specifies the UDP/TCP destination port. You can enter
range of ports by using hyphen. E.g. 20 - 21. For TCP enter a number or one
of the following values: bgp (179), chargen (19), daytime (13), discard (9),
domain (53), drip (3949), echo (7), finger (79), ftp (21), ftp-data (20), gopher
(70), hostname (42), irc (194), klogin (543), kshell (544), Ipd (515), nntp (119),
pop2 (109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds
(49), talk (517), telnet (23), time (37), uucp (117), whois (43), www (80). For
UDP enter a number or one of the following values: biff (512), bootpc (68),
bootps (67), discard (9), dnsix (90), domain (53), echo (7), mobile-ip (434),
nameserver (42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (16 1), snmptrap (162), sunrpc (111), syslog (514),
tacacs-ds (49), talk (517), tftp (69), time (37), who (513), xdmcp (177).(Range:
0-65535).

source-port—Specifies the UDP/TCP source port. Predefined port names
are defined in the destination-port parameter. (Range: 0-65535)

match-all /ist-of-flags—List of TCP flags that should occur. If a flag should be
set, it is prefixed by “+”. If a flag should be unset, it is prefixed by “-”.
Available options are +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst,
-syn and -fin. The flags are concatenated to a one string. For example:
+fin-ack.

time-range-name—Name of the time range that applies to this permit
statement. (Range: 1-32)

log-input—Specifies sending an informational SYSLOG message about the
packet that matches the entry. Because forwarding/dropping is done in
hardware and logging is done in software, if a large number of packets
match an ACE containing a log-input keyword, the software might not be
able to match the hardware processing rate, and not all packets will be
logged.
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Default Configuration

No IPv4 access list is defined.

Command Mode

IP Access-list Configuration mode

User Guidelines

If a range of ports is used for source port in an ACE, it is not counted again, if it is
also used for a source port in another ACE. If a range of ports is used for the
destination port in an ACE, it is not counted again if it is also used for destination
port in another ACE.

If a range of ports is used for source port it is counted again if it is also used for
destination port.

If ace-priority is omitted, the system sets the rule's priority to the current highest
priority ACE (in the current ACL) + 20. The ACE-priority must be unique per ACL.If
the user types already existed priority, then the command is rejected.

Example

switchxxxxxx(config)# ip access-list extended server

switchxxxxxx(config-ip-al)# permit ip 176.212.0.0 00.255.255 any

3.3 deny(IP)

Use the deny IP Access-list Configuration mode command to set deny conditions
for IPv4 access list. Deny conditions are also known as access control entries
(ACEs). Use the no form of the command to remove the access control entry.

Syntax

deny protocol{any / source source-wildcara} {any / destination
destination-wildcard) [ace-priority priority] [dscp number /precedence number]
[time-range time-range-name] [disable-port log-input ]

deny /cmp {any / source source-wildcard} {any / destination destination-wildcarad}
[any /icmp-type] [any /icmp-codel][ace-priority priority] [dscp number/
precedence numben [time-range time-range-name] [disable-port log-input ]
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deny /gmp {any / source source-wildcarad} {any / destination
destination-wildcard)[igmp-typel[ace-priority priority] [dscp number/precedence
numben [time-range t/me-range-name] [disable-port log-input ]

deny tcp {any /source source-wildcara} {anylsource-port/port-rangel{any /
destination destination-wildcarad} {any/destination-port/port-range} [ace-priority
priority] [dscp number/precedence number [match-all /ist-of-flags][time-range
time-range-name] [disable-port log-input ]

deny udp {any /source source-wildcarad} {any/lsource-port/port-range} {any /
destination destination-wildcarad} {any/destination-port/port-range} [ace-priority
priority] [dscp number /precedence number][time-range time-range-name]
[disable-port log-input /

no deny protocol/{any / source source-wildcara} {any / destination
destination-wildcard) [dscp number /precedence number][time-range
time-range-name] [disable-port /og-input ]

no deny icmp {any /source source-wildcara} {any / destination
destination-wildcard) [any /icmp-type] [any /icmp-code]] [dscp number/
precedence numberiftime-range time-range-name][disable-port log-input ]

no deny igmp {any /source source-wildcard} {any / destination
destination-wildcard)[igmp-type] [dscp number/precedence number] fime-range
time-range-name]j [disable-port log-input /

no deny tcp {any /source source-wildcard) {any/source-port/port-rangel{any /
destination destination-wildcard} {anyldestination-port/port-range} [dscp number/
precedence number [match-all /ist-of-flags] [time-range time-range-name]
[disable-port log-input ]

no deny udp {any /source source-wildcarad} {any/source-port/port-range} {any /
destination destination-wildcarad} {any/destination-port/port-range} [dscp number/
precedence number] [time-range time-range-name] [disable-port log-input ]

Parameters

= protoco—The name or the number of an IP protocol. Available protocol
names: icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout,
ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim, 12tp, isis.
To match any protocol, use the Ip keyword. (Range: 0-255)

= source—Source IP address of the packet.

= source-wildcard—Wildcard bits to be applied to the source IP address. Use
1s in the bit position that you want to be ignored.

= destination—Destination IP address of the packet.
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destination-wildcard—Wildcard bits to be applied to the destination IP
address. Use 1s in the bit position that you want to be ignored.

priority - Specify the priority of the access control entry (ACE) in the access
control list (ACL). "1" value represents the highest priority and "2147483647"
number represents the lowest priority.(Range: 1-2147483647)

dscp number—Specifies the DSCP value.
precedence number—Specifies the IP precedence value.

icmp-type—Specifies an ICMP message type for filtering ICMP packets.
Enter a number or one of the following values: echo-reply,
destination-unreachable, source-quench, redirect, alternate-host-address,
echo-request, router-advertisement, router-solicitation, time-exceeded,
parameter-problem, timestamp, timestamp-reply, information-request,
information-reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect,
mobile-registration-request, mobile-registration-reply,
domain-name-request, domain-name-reply, skip, photuris. (Range: 0-255)

icmp-code—Specifies an ICMP message code for filtering ICMP packets.
(Range: 0-255)

igmp-type—IGMP packets can be filtered by IGMP message type. Enter a
number or one of the following values: host-query, host-report, dvmrp, pim,
cisco-trace, host-report-v2, host-leave-v2, host-report-v3. (Range: 0-255)

destination-port—Specifies the UDP/TCP destination port. You can enter
range of ports by using hyphen. E.g. 20 - 21. For TCP enter a number or one
of the following values: bgp (179), chargen (19), daytime (13), discard (9),
domain (53), drip (83949), echo (7), finger (79), ftp (21), ftp-data (20), gopher
(70), hostname (42), irc (194), klogin (543), kshell (544), Ipd (515), nntp (119),
pop2 (109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds
(49), talk (517), telnet (23), time (37), uucp (117), whois (43), www (80). For
UDP enter a number or one of the following values: biff (512), bootpc (68),
bootps (67), discard (9), dnsix (90), domain (53), echo (7), mobile-ip (434),
nameserver (42), netbios-dgm (138), netbios-ns (137), non500-isakmp
(4500), ntp (123), rip (520), snmp 161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513), xdmcp (177).
(Range: 0-65535)

source-port—Specifies the UDP/TCP source port. Predefined port names
are defined in the destination-port parameter. (Range: 0-65535)

match-all /ist-of-flags—List of TCP flags that should occur. If a flag should be
set itis prefixed by “+”.If a flag should be unset it is prefixed by “-”. Available
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options are +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn and
-fin. The flags are concatenated to a one string. For example: +fin-ack.

= time-range-name—Name of the time range that applies to this permit
statement. (Range: 1-32)

= disable-port—The Ethernet interface is disabled if the condition is matched.

= log-input—Specifies sending an informational syslog message about the
packet that matches the entry. Because forwarding/dropping is done in
hardware and logging is done in software, if a large number of packets
match an ACE containing a log-input keyword, the software might not be
able to match the hardware processing rate, and not all packets will be
logged.

Default Configuration

No IPv4 access list is defined.

Command Mode

IP Access-list Configuration mode

User Guidelines

The number of TCP/UDP ranges that can be defined in ACLs is limited. If a range of
ports is used for a source port in ACE it is not counted again if it is also used for
source port in another ACE. If a range of ports is used for destination port in ACE it
is not counted again if it is also used for destination port in another ACE.

If a range of ports is used for source port, it is counted again if it is also used for
destination port.

If ace-priority is omitted, the system sets the rule's priority to the current highest
priority ACE (in the current ACL) + 20. The ACE-priority must be unique per ACL.If
the user types already existed priority, then the command is rejected.

Example

switchxxxxxx(config)# ip access-list extended server

switchxxxxxx(config-ip-al)# deny ip 176.212.0.0 00.255.255 any
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3.4 ipv6 access-list (IPv6 extended)

Use the ipv6 access-list Global Configuration mode command to define an IPv6
access list (ACL) and to place the device in Ipv6 Access-list Configuration mode.
All commands after this command refer to this ACL. The rules (ACEs) for this ACL
are defined in the permit (IPv6 ) and deny ( IPv6 ) commands. The service-acl
input command is used to attach this ACL to an interface.

Use the no form of this command to remove the access list.

Syntax
ipvb access-list [ac/-name]

no ipv6 access-list /ac/-namej

Parameters

acl-name—Name of the IPv6 access list. Range 1-32 characters.

Default Configuration

No IPv6 access list is defined.

Command Mode

Global Configuration mode

User Guidelines

IPv6 ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy
maps cannot have the same name.

Every IPv6 ACL has an implicit permit icmp any any nd-ns any, permit icmp any
any nd-na any, and deny ipv6 any any statements as its last match conditions. (The
former two match conditions allow for ICMPVv6 neighbor discovery.)

The IPv6 neighbor discovery process uses the IPv6 network layer service,
therefore, by default, IPv6 ACLs implicitly allow IPv6 neighbor discovery packets
to be sent and received on an interface. In IPv4, the Address Resolution Protocol
(ARP), which is equivalent to the IPv6 neighbor discovery process, uses a
separate data link layer protocol; therefore, by default, IPv4 ACLs implicitly allow
ARP packets to be sent and received on an interface.

Example

switchxxxxxx(config)# ipv6 access-list acll
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switchxxxxxx(config-ip-al)# permit tcp 2001:0DB8:0300:0201::/64 any any 80

3.5 permit(IPv6)

Use the permit command in Ipv6 Access-list Configuration mode to set permit
conditions (ACEs) for IPv6 ACLs. Use the no form of the command to remove the
access control entry.

Syntax

permit protocol{any {source-prefix/ length{any | destination-prefix/ length}
[ace-priority priorityi[dscp number| precedence number] [time-range
time-range-name] [log-input]

permit icmp {any | {source-prefix/ lengtfi{any | destination-prefix/ length}
{anylicmp-type} {anylicmp-code} [ace-priority priorityl[dscp number| precedence
number [time-range time-range-name] [log-input]

permit tcp {any | {source-prefix/ length} {any | source-port/ port-range}}{any |
destination-prefix/ length} {anyl destination-port/ port-range} [ace-priority
priorityl[dscp number| precedence number] [match-all /ist-of-flags] [time-range
time-range-name)] [log-input]

permit vap {any | {source-prefix/ length}} {any | source-port/ port-rangel}{any |
destination-prefix/ length} {any | destination-port/ port-range} [ace-priority
priorityl[dscp number| precedence numberi[time-range time-range-name]
[log-input]

no permit protocol/{any {source-prefix/ lengthi{any | destination-prefix/ length}
[dscp number| precedence number] [time-range time-range-name] [log-input]

no permit icmp {any | {source-prefix/ lengthi{any | destination-prefix/\ength}
{anylicmp-type} {anylicmp-code} [dscp number| precedence number [time-range
time-range-name] [log-input]

no permit tcp {any | {source-prefix/ length} {any | source-port/port-range}{any |
destination- prefix/length} {anyl destination-port/ port-range} [dscp number]|
precedence numben [match-all /ist-of-flags] [time-range time-range-namel)
[log-input]

no permit udp {any | {source-prefix/ length}} {any | source-port/ port-range}}{any |
destination-prefix/ length} {anyl destination-port/ port-range} [dscp number|
precedence numben [time-range time-range-namel] [log-input]
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Parameters

protoco/—The name or the number of an IP protocol. Available protocol
names are: icmp (58), tcp (6) and udp (17). To match any protocol, use the
ipv6 keyword. (Range: 0-255)

source-prefixl length—The source IPv6 network or class of networks about
which to set permit conditions. This argument must be in the form
documented in RFC 3513 where the address is specified in hexadecimal
using 16-bit values between colons.

destination-prefix/length—The destination IPv6 network or class of
networks about which to set permit conditions. This argument must be in
the form documented in RFC 3513 where the address is specified in
hexadecimal using 16-bit values between colons.

priority - Specify the priority of the access control entry (ACE) in the access
control list (ACL)."1" value represents the highest priority and "2147483647"
number represents the lowest priority.(Range: 1-2147483647)

dscp number—Specifies the DSCP value. (Range: 0-63)
precedence number—Specifies the IP precedence value.

icmp-type—Specifies an ICMP message type for filtering ICMP packets.
Enter a number or one of the following values: destination-unreachable (1),
packet-too-big (2), time-exceeded (3), parameter-problem (4), echo-request
(128), echo-reply (129), mid-query (130), mild-report (13 1), midv2-report
(143), mld-done (132), router-solicitation (133), router-advertisement (134),
nd-ns (135), nd-na (136). (Range: 0-255)

iemp-code—Specifies an ICMP message code for filtering ICMP packets.
(Range: 0-255)

destination-port—Specifies the UDP/TCP destination port. You can enter a
range of ports by using a hyphen. E.g. 20 - 21. For TCP enter a number or
one of the following values: bgp (179), chargen (19), daytime (13), discard (9),
domain (53), drip (83949), echo (7), finger (79), ftp (21), ftp-data (20), gopher
(70), hostname (42), irc (194), klogin (543), kshell (544), Ipd (515), nntp (119),
pop2 (109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds
(49), talk (517), telnet (23), time (37), uucp (117), whois (43), www (80). For
UDP enter a number or one of the following values: biff (512), bootpc (68),
bootps (67), discard (9), dnsix (90), domain (53), echo (7), mobile-ip (434),
nameserver (42), netbios-dgm (138), netbios-ns (137), non500-isakmp
(4500), ntp (123), rip (520), snmp (16 1), snmptrap (162), sunrpc (111), syslog
(514), tacacs (49), talk (517), tftp (69), time (37), who (513), xdmcp (177).
(Range: 0-65535)
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= source-port—Specifies the UDP/TCP source port. Predefined port names
are defined in the destination-port parameter. (Range: 0-65535)

= match-all /ist-of-flag—List of TCP flags that should occur. If a flag should be
set itis prefixed by “+”.If a flag should be unset it is prefixed by “-”. Available
options are +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn and
-fin. The flags are concatenated to a one string. For example: +fin-ack.

= time-range-name—Name of the time range that applies to this permit
statement. (Range: 1-32)

= |og-input—Specifies sending an informational SYSLOG message about
the packet that matches the entry. Because forwarding/dropping is done in
hardware and logging is done in software, if a large number of packets
match an ACE containing a log-input keyword, the software might not be
able to match the hardware processing rate, and not all packets will be
logged.

Default Configuration

No IPv6 access list is defined.

Command Mode

Ipv6 Access-list Configuration mode

User Guidelines

If a range of ports is used for the destination port in an ACE, it is not counted again
if it is also used for destination port in another ACE.

The number of TCP/UDP ranges that can be defined in ACLs is limited. If a range of
ports is used for a source port in ACE, it is not counted again if it is also used for a
source port in another ACE. If a range of ports is used for destination port in ACE it
is not counted again if it is also used for destination port in another ACE.

If a range of ports is used for source port it is counted again if it is also used for
destination port.

If ace-priority is omitted, the system sets the rule's priority to the current highest
priority ACE (in the current ACL) + 20. The ACE-priority must be unique per ACL.If
the user types already existed priority, then the command is rejected.
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Example

This example defines an ACL by the name of server and enters a rule (ACE) for tcp
packets.

switchxxxxxx(config)# ipv6 access-list server

switchxxxxxx(config-ipv6-al)# permit tcp 3001::2/64 any any 80

3.6 deny(IPv6)

Use the deny command in Ipv6 Access-list Configuration mode to set permit
conditions (ACEs) for IPv6 ACLs. Use the no form of the command to remove the
access control entry.

Syntax

deny protocol{any | {source-prefix/ lengthi{any | destination-prefix/ length}
[ace-priority priority[dscp number| precedence number [time-range
time-range-name] [disable-port log-input]

deny icmp {any | {source-prefix/ length{any | destination-prefix/ length}
{anylicmp-type} {anylicmp-code} [ace-priority priorityil[dscp number| precedence
numben [time-range t/me-range-name] [disable-port log-input]

deny tcp {any | {source-prefix/ length} {any | source-port/ port-rangel}{any |
destination-prefix/ length} {anyl destination-port/ port-range} [ace-priority
priorityl[dscp number| precedence number] [match-all /ist-of-flags] [time-range
time-range-name] [disable-port llog-input]

deny udp {any | {source-prefix/ length}} {any | source-port/ port-range}}{any |
destination-prefix/ length} {anyl destination-port/ port-range} face-priority
priorityJdscp number| precedence number] [time-range time-range-name]
[disable-port llog-input]

no deny protocol{any |{source-prefix/ length{any | destination-prefix/ length} [dscp
number| precedence number] [time-range time-range-name] [disable-port
llog-input]

no deny icmp {any | {source-prefix/ length}{any | destination-prefix/ length}
{anylicmp-type} {anylicmp-code} [dscp number| precedence number [time-range
time-range-name] [disable-port llog-input]

no deny tcp {any | {source-prefix/ length} {any | source-port/ port-range{any |
destination-prefix/ length} {anyl destination-port/ port-range} [dscp number|
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precedence numben [match-all /ist-of-flags] [time-range time-range-name)
[disable-port llog-input]

no deny udp {any | {source-prefix/ length}} {any | source-port/ port-rangej{any |
destination-prefix/ length} {anyl destination-port/ port-range} [dscp number|
precedence numben [time-range time-range-namel [disable-port llog-input]

Parameters

protocol—The name or the number of an IP protocol. Available protocol
names are: icmp (58), tcp (6) and udp (17). To match any protocol, use the
ipv6 keyword. (Range: 0-255)

source-prefix/length—The source IPv6 network or class of networks about
which to set permit conditions. This argument must be in the format
documented in RFC 3513 where the address is specified in hexadecimal
using 16-bit values between colons.

destination-prefix/length—The destination IPv6 network or class of
networks about which to set permit conditions. This argument must be in
the format documented in RFC 3513 where the address is specified in
hexadecimal using 16-bit values between colons.

priority - Specify the priority of the access control entry (ACE) in the access
control list (ACL). "1" value represents the highest priority and "2147483647"
number represents the lowest priority.(Range: 1-2147483647)

dscp number—Specifies the DSCP value. (Range: 0-63)
precedence number—Specifies the IP precedence value.

icmp-type—Specifies an ICMP message type for filtering ICMP packets.
Enter a number or one of the following values: destination-unreachable (1),
packet-too-big (2), time-exceeded (3), parameter-problem (4), echo-request
(128), echo-reply (129), mid-query (130), mid-report (13 1), midv2-report
(143), mld-done (132), router-solicitation (133), router-advertisement (134),
nd-ns (135), nd-na (136). (Range: 0-255)

iemp-code—Specifies an ICMP message code for filtering ICMP packets.
(Range: 0-255)

destination-port—Specifies the UDP/TCP destination port. You can enter a
range of ports by using a hyphen. E.g. 20 - 21. For TCP enter a number or
one of the following values: bgp (179), chargen (19), daytime (13), discard (9),
domain (53), drip (83949), echo (7), finger (79), ftp (21), ftp-data 20), gopher
(70), hostname (42), irc (194), klogin (543), kshell (544), Ipd (515), nntp (119),
pop2 (109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds
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(49), talk (517), telnet (23), time (37), uucp (117), whois (43), www (80). For
UDP enter a number or one of the following values: biff (512), bootpc (68),
bootps (67), discard (9), dnsix (90), domain (53), echo (7), mobile-ip (434),
nameserver (42), netbios-dgm (138), netbios-ns (137), non500-isakmp
(4500), ntp (123), rip (520), snmp (16 1), snmptrap (162), sunrpc (111), syslog
(514), tacacs (49), talk (517), tftp (69), time (37), who (513), xdmcp (177).
(Range: 0-65535)

= source-port—Specifies the UDP/TCP source port. Predefined port names
are defined in the destination-port parameter. (Range: 0-65535)

= match-all /ist-of-flags—List of TCP flags that should occur. If a flag should be
setitis prefixed by “+”.If a flag should be unset it is prefixed by “-”. Available
options are +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn and

-fin. The flags are concatenated to a one string. For example: +fin-ack.

= time-range-name—Name of the time range that applies to this permit
statement. (Range: 1-32)

= disable-port—The Ethernet interface is disabled if the condition is matched.

= log-input—Specifies sending an informational syslog message about the
packet that matches the entry. Because forwarding/dropping is done in
hardware and logging is done in software, if a large number of packets
match an ACE containing a log-input keyword, the software might not be
able to match the hardware processing rate, and not all packets will be
logged.

Default Configuration

No IPv6 access list is defined.

Command Mode

Ipv6 Access-list Configuration mode

User Guidelines

The number of TCP/UDP ranges that can be defined in ACLs is limited. If a range of
ports is used for source port in ACE it is not counted again if it is also used for
source port in another ACE. If a range of ports is used for a destination port in ACE
it is not counted again if it is also used for a destination port in another ACE.

If a range of ports is used for source port it is counted again if it is also used for
destination port.
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If ace-priority is omitted, the system sets the rule's priority to the current highest
priority ACE (in the current ACL) + 20. The ACE-priority must be unique per ACL.If
the user types already existed priority, then the command is rejected.

Example

switchxxxxxx(config)# ipv6 access-list server

switchxxxxxx(config-ipv6-al)# deny tcp 3001::2/64 any any 80

3.7 mac access-list

Use the mac access-list Global Configuration mode command to define a Layer 2
access list (ACL) based on source MAC address filtering and to place the device
in MAC Access-list Configuration mode. All commands after this command refer to
this ACL. The rules (ACEs) for this ACL are defined in the permit (MAC ) and deny
(MAC) commands. The service-acl input command is used to attach this ACL to an
interface.

Use the no form of this command to remove the access list.

Syntax
mac access-list extended ac/-name

no mac access-list extended ac/-name

Parameters

acl-name—Specifies the name of the MAC ACL (Range: 1-32 characters).

Default Configuration

No MAC access list is defined.

Command Mode

Global Configuration mode

User Guidelines

A MAC ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy
maps cannot have the same name
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If ace-priority is omitted, the system sets the rule's priority to the current highest
priority ACE (in the current ACL) + 20. The ACE-priority must be unique per ACL.If
the user types already existed priority, then the command is rejected.

Example

switchxxxxxx(config)# mac access-list extended serverl

switchxxxxxx(config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:ff any

3.8 permit ( MAC)

Use the permit command in MAC Access-list Configuration mode to set permit
conditions (ACEs) for a MAC ACL. Use the no form of the command to remove the
access control entry.

Syntax

permit /any/source source-wildcard} {any / destination destination-wildcard}
[ace-priority priorityjfeth-type O/aarp |amber/dec-spanning | decnet-iv /
diagnostic | dsm | etype-6000] [vian vian-id] [cos cos cos-wildcard] fime-range
time-range-name/

[log-input]

no permit {any/source source-wildcard} {any | destination destination-wildcard)}
[eth-type O/aarp |amber/dec-spanning | decnet-iv/diagnostic | dsm | etype-6000]
[vilan vian-id] [cos cos cos-wildcard] fime-range time-range-name]

[log-input]
Parameters

= source—Source MAC address of the packet.

= source-wildcard—Wildcard bits to be applied to the source MAC address.
Use 1sin the bit position that you want to be ignored.

= destination—Destination MAC address of the packet.

= destination-wildcard—Wildcard bits to be applied to the destination MAC
address. Use 1s in the bit position that you want to be ignored.

= priority - Specify the priority of the access control entry (ACE) in the access
control list (ACL). "1" value represents the highest priority and "2147483647"
number represents the lowest priority.(Range: 1-2147483647)
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eth-type—The Ethernet type in hexadecimal format of the packet.
vian-id—The VLAN ID of the packet. (Range: 1-4094)

cos—The Class of Service of the packet. (Range: 0-7)
cos-wildcarad—Wildcard bits to be applied to the CoS.

time-range-name—Name of the time range that applies to this permit
statement. (Range: 1-32)

log-input—Specifies sending an informational SYSLOG message about
the packet that matches the entry. Because forwarding/dropping is done in
hardware and logging is done in software, if a large number of packets
match an ACE containing a log-input keyword, the software might not be
able to match the hardware processing rate, and not all packets will be
logged.

User Guidelines

A MAC ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy
maps cannot have the same name

If ace-priority is omitted, the system sets the rule's priority to the current highest
priority ACE (in the current ACL) + 20. The ACE-priority must be unique per ACL.If
the user types already existed priority, then the command is rejected.

Default Configuration

No MAC access list is defined.

Command Mode

MAC Access-list Configuration mode

Example

switchxxxxxx(config)# mac access-list extended serverl

switchxxxxxx(config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:FF any
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3.9 deny (MAQC)

Use the deny command in MAC Access-list Configuration mode to set deny
conditions (ACEs) for a MAC ACL. Use the no form of the command to remove the
access control entry.

Syntax

deny fany/source source-wildcard} {any | destination destination-wildcard}
[ace-priority priorityjf{eth-type O} aarp | amber/dec-spanning | decnet-iv /
diagnostic | dsm | etype-6000] [vian vian-id] [cos cos cos-wildcard] fime-range
time-range-name] [disable-port llog-input ]

no deny {any/source source-wildcard} {any / destination destination-wildcard}
[{eth-type O}/ aarp | amber | dec-spanning / decnet-iv | diagnostic | dsm /
etype-6000] [vian vian-id] [cos cos cos-wildcard] fime-range time-range-name]
[disable-port log-input ]

Parameters
= source—Source MAC address of the packet.

= source-wildcard—Wildcard bits to be applied to the source MAC address.
Use ones in the bit position that you want to be ignored.

= destination—Destination MAC address of the packet.

= destination-wildcard—Wildcard bits to be applied to the destination MAC
address. Use 1s in the bit position that you want to be ignored.

= priority - Specify the priority of the access control entry (ACE) in the access
control list (ACL). "1" value represents the highest priority and "2147483647"
number represents the lowest priority.(Range: 1-2147483647)

= eth-type—The Ethernet type in hexadecimal format of the packet.
= v/an-id—The VLAN ID of the packet. (Range: 1-4094).

= cos—The Class of Service of the packet.(Range: 0-7).

= cos-wildcard—Wildcard bits to be applied to the CoS.

= time-range-name—Name of the time range that applies to this permit
statement. (Range: 1-32)

= disable-port—The Ethernet interface is disabled if the condition is matched.

= log-input—Specifies sending an informational syslog message about the
packet that matches the entry. Because forwarding/dropping is done in
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hardware and logging is done in software, if a large number of packets
match an ACE containing a log-input keyword, the software might not be
able to match the hardware processing rate, and not all packets will be
logged.

Default Configuration

No MAC access list is defined.

Command Mode

MAC Access-list Configuration mode

User Guidelines

A MAC ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy
maps cannot have the same name

If ace-priority is omitted, the system sets the rule's priority to the current highest
priority ACE (in the current ACL) + 20. The ACE-priority must be unique per ACL.If
the user types already existed priority, then the command is rejected.

Example

switchxxxxxx(config)# mac access-list extended serverl

switchxxxxxx(config-mac-al)# deny 00:00:00:00:00:01 00:00:00:00:00:fF any

3.10 service-acl input

Use the service-acl input command in Interface Configuration mode to bind an
access list(s) (ACL) to an interface.

Use the no form of this command to remove all ACLs from the interface.

Syntax
sevice-acl input acl-name1 [ac/-nameZ] [default-action {deny-any | permit-any}]

no service-acl input

Parameters

= gcl-name—Specifies an ACL to apply to the interface. See the user
guidelines. (Range: 1-32 characters).
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deny-any—Deny all packets (that were ingress at the port) that do not meet
the rules in this ACL.

permit-any—Forward all packets (that were ingress at the port) that do not
meet the rules in this ACL.

Default Configuration

No ACL is assigned.

Command Mode

Interface Configuration mode (Ethernet, Port-Channel,,VLAN )

User Guidelines

The following rules govern when ACLs can be bound or unbound from an
interface:

IPv4 ACLs and IPv6 ACLs can be bound together to an interface.

A MAC ACL cannot be bound on an interface which already has an IPv4
ACL or IPv6 ACL bound to it.

Two ACLs of the same type cannot be bound to a port.

An ACL cannot be bound to a port that is already bound to an ACL, without
first removing the current ACL. Both ACLs must be mentioned at the same
time in this command.

MAC ACLs that include a VLAN as match criteria cannot be bound to a
VLAN.

ACLs with time-based configuration on one of its ACEs cannot be bound to
a VLAN.

ACLs with the action Shutdown cannot be bound to a VLAN.

When the user binds ACL to an interface, TCAM resources will be
consumed. One TCAM rule for each MAC or IP ACE and two TCAM rules for
each IPv6 ACE.The TCAM consumption is always even number, so in case
of odd number of rules the consumption will be increased by 1.

An ACL cannot be bound as input if it has been bound as output.

Example

switchxxxxxx(config)# mac access-list extended server-acl
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switchxxxxxx(config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:ff any
switchxxxxxx(config-mac-al)# exit
switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)j# service-acl input server-acl default-action deny-any

3.11 service-acl output

Use the service-acl output command in Interface Configuration mode to control
access to an interface on the egress (transmit path).

Use the no form of this command to remove the access control.

Syntax
service-acl output acl-name1 [ac/-nameZ]

no service-acl output

Parameters

acl-name-Specifies an ACL to apply to the interface. See the usage guidelines.
(Range: acl-name is from 0-32 characters. Use " for empty string)

Default

No ACL is assigned.

Command Mode

Interface Configuration mode(Ethernet, Port-Channel).

User Guidelines
The rule actions: log-input is not supported. Trying to use it will result in an error.

The deny rule action disable-port is not supported. Trying to use it will result in an
error.

IPv4 and IPv6 ACLs can be bound together on an interface.

A MAC ACL cannot be bound on an interface together with an IPv4 ACL or IPv6
ACL.

Two ACLs of the same type cannot be added to a port.
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An ACL cannot be added to a port that is already bounded to an ACL, without first
removing the current ACL and binding the two ACLs together.

An ACL cannot be bound as output if it has been bound as input.

Example

This example binds an egress ACL to a port:

switchxxxxxx(config)# mac access-list extended server
switchxxxxxx(config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:Fff any
switchxxxxxx(config-mac-al)# exit

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# service-acl output server

3.12 time-range

Use the time-range Global Configuration mode command to define time ranges for
different functions. In addition, this command enters the Time-range Configuration
mode. All commands after this one refer to the time-range being defined.

This command sets a time-range name. Use the absolute and periodic commands
to actually configure the time-range.

Use the no form of this command to remove the time range from the device.

Syntax
time-range time-range-name

no time-range time-range-name

Parameters

time-range-name—Specifies the name for the time range. (Range: 1-32
characters)

Default Configuration

No time range is defined
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Command Mode

Global Configuration mode

User Guidelines

After adding the name of a time range with this command, use the absolute and
periodic commands to actually configure the time-range. Multiple periodic
commands are allowed in a time range. Only one absolute command is allowed.

If a time-range command has both absolute and periodic values specified, then
the periodic items are evaluated only after the absolute start time is reached, and
are not evaluated again after the absolute end time is reached.

All time specifications are interpreted as local time.

To ensure that the time range entries take effect at the desired times, the software
clock should be set by the user or by SNTP. If the software clock is not set by the
user or by SNTP, the time range ACEs are not activated.

The user cannot delete a time-range that is bound to any features.
When a time range is defined, it can be used in the following commands:

= dot1x port-control

= power inline

= operation time

= permit (IP)

= deny (IP)

= permit (IPv6)

= deny (IPv6)

= permit (MAC)

= deny (MAC)

Example

switchxxxxxx(config)# time-range http-allowed

console(config-time-range)#periodic mon 12:00 to wed 12:00
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3.13 absolute

Use the absolute Time-range Configuration mode command to specify an
absolute time when a time range is in effect. Use the no form of this command to
remove the time limitation.

Syntax

absolute start hh:mm day month year
no absolute start

absolute end hh:-mm day month year

no absolute end

Parameters

= start—Absolute time and date that the permit or deny statement of the
associated function going into effect. If no start time and date are specified,
the function is in effect immediately.

= end—Absolute time and date that the permit or deny statement of the
associated function is no longer in effect. If no end time and date are
specified, the function is in effect indefinitely.

= hhmm—Time in hours (military format) and minutes (Range: 0-23, mm: 0-5)
=  day—Day (by date) in the month. (Range: 1-31)
=  month—Month (first three letters by name). (Range: Jan..Dec)

= year—Year (no abbreviation) (Range: 2000-2097)

Default Configuration

There is no absolute time when the time range is in effect.

Command Mode

Time-range Configuration mode

Example

switchxxxxxx(config)# time-range http-allowed

switchxxxxxx(config-time-range)# absolute start 12:00 1 jan 2005
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switchxxxxxx(config-time-range)# absolute end 12:00 31 dec 2005

3.14 periodic

Use the periodic Time-range Configuration mode command to specify a recurring
(weekly) time range for functions that support the time-range feature. Use the no
form of this command to remove the time limitation.

Syntax
periodic day-of-the-week hh.mm to day-of-the-week hh.mm
no periodic day-of-the-week hh:mm to day-of-the-week hh:mm

periodic list hh:mm to hh:mm day-of-the-week 1 [day-of-the-week?2...
day-of-the-week/7]

no periodic list hh:mm to hh:mm day-of-the-week 1 [day-of-the-week?...
day-of-the-week7]

periodic list hh:mm to hh:mm all

no periodic list hh.mm to hh.mm al/

Parameters

= day-of-the-week—The starting day that the associated time range is in
effect. The second occurrence is the ending day the associated statement
is in effect. The second occurrence can be the following week (see
description in the User Guidelines). Possible values are: mon, tue, wed, thu,
fri, sat, and sun.

=  hhimm—The first occurrence of this argument is the starting hours:minutes
(military format) that the associated time range is in effect. The second
occurrence is the ending hours:minutes (military format) the associated
statement is in effect. The second occurrence can be at the following day
(see description in the User Guidelines). (Range: 0-23, mm: 0-59)

= [ist day-of-the-week —Specifies a list of days that the time range is in
effect.

Default Configuration

There is no periodic time when the time range is in effect.
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Command Mode

Time-range Configuration mode

User Guidelines

The second occurrence of the day can be at the following week, e.g. Thursday-
Monday means that the time range is effective on Thursday, Friday, Saturday,
Sunday, and Monday.

The second occurrence of the time can be on the following day, e.g. “22:00-2:00".

Example

switchxxxxxx(config)# time-range http-allowed

switchxxxxxx(config-time-range)# periodic mon 12:00 to wed 12:00

3.15 show time-range

Use the show time-range User EXEC mode command to display the time range
configuration.

Syntax

show time-range time-range-name

Parameters

time-range-name—Specifies the name of an existing time range.

Command Mode

User EXEC mode

Example

switchxxxxxx> show time-range
http-allowed
absolute start 12:00 1 Jan 2005 end 12:00 31 Dec 2005

periodic Monday 12:00 to Wednesday 12:00
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3.16 show access-lists

Use the show access-lists Privileged EXEC mode command to display access
control lists (ACLs) configured on the switch.

Syntax
show access-lists [name]

show access-liststime-range-active [name]

Parameters

= name—Specifies the name of the ACL.(Range: 1-160 characters).

= time-range-active—Shows only the Access Control Entries (ACEs) whose
time-range is currently active (including those that are not associated with
time-range).

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show access-lists

Standard IP access list 1

Extended IP access list ACL2

permit 234 172.30.19.1 0.0.0.255 any priority 20 time-range weekdays

permit 234 172.30.23.8 0.0.0.255 any priority 40 time-range weekdays

switchxxxxxx# show access-lists time-range-active
Extended IP access list ACL1

permit 234 172.30.40.1 0.0.0.0 any priority 20
permit 234 172.30.8.8 0.0.0.0 any priority 40
Extended IP access list ACL2

permit 234 172.30.19.1 0.0.0.255 any priority 20time-range weekdays

switchxxxxxx# show access-lists ACL1
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Extended IP access list ACL1
permit 234 172.30.40.1 0.0.0.0 any priority 20

permit 234 172.30.8.8 0.0.0.0 any priority 40

3.17 show interfaces access-lists

Use the show interfaces access-lists Privileged EXEC mode command to display
access lists (ACLs) applied on interfaces.

Syntax

show interfaces access-lists /interface-id]

Parameters

interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port, port-channel or VLAN.

Command Mode

Privileged EXEC mode

Example
Interface ACLs
tel/0/2 Ingress: serverl

Egress : ip

3.18 clear access-lists counters

Use the clear access-lists counters Privileged EXEC mode command to clear
access-lists (ACLs) counters.

Syntax

clear access-lists counters finterface-id]
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Parameters

interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# clear access-lists counters tel/0/1

3.19 show interfaces access-lists trapped
packets

Use the show interfaces access-lists trapped packets Privileged EXEC mode
command to display Access List (ACLs) trapped packets.

Syntax

show interfaces access-lists trapped packets /interface-id | port-channel-number/
VLAN]

Parameters

= interface-id—Specifies an interface ID, the interface ID is an Ethernet port
port-channel.

= port-channel—Specifies a port-channel.

= VLAN—Specifiesa VLAN

Command Mode

Privileged EXEC mode

User Guidelines

This command shows whether packets were trapped from ACE hits with logging
enable on an interface.
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Examples

Example 1:

switchxxxxxx# show interfaces access-lists trapped packets
Ports/LAGs: tel/0/1-tel/0/3, chl-ch3, ch4
VLANs: VLAN1, VLAN12-VLAN15

Packets were trapped globally due to lack of resources

Example 2:

switchxxxxxx# show interfaces access-lists trapped packets tel/0/1

Packets were trapped on interface tel/0/1

3.20 ip access-list (IP standard)

Use the ip access-list Global Configuration mode command to define an IP
standard list. The no format of the command removes the list.

Syntax
ip access-list access-/ist-name {denylpermit} {src-addr/ src-len] | any}

no ip access-list access-list-name

Parameters

= access-list-name—The name of the Standard IP access list. The name may
contain maximum 32 characters.

= deny/permit—Denies/permits access if the conditions are matched.

= src-addr/ src-len] | any— IP prefix defined as an IP address and length or
any. The any value matches all IP addresses. If src-/enis not defined, a
value of 32 is applied. A value of src-/fenmust be in the interval 1-32.

Default Configuration

No access list is defined.
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Command Mode

Global Configuration mode

User Guidelines

Use the ip access-list command to configure IP address filtering. Access lists are
configured with permit or deny keywords to either permit or deny an IP address
based on a matching condition. An implicit deny is applied to address that does
not match any access-list entry.

An access-list entry consists of an IP address and a bit mask. The bit mask is a
number from 1 to 32.

Evaluation of an IP address by an access list starts with the first entry of the list
and continues down the list until a match is found. When the IP address match is
found, the permit or deny statement is applied to that address and the remainder
of the list is not evaluated.

Use the no ip access-list command to delete the access list.

In addition to filtering IP traffic on a per port base, a basic IP access control list can
be used by RIP (Routing Information Protocol) to filter route updates.

Examples

Example 1 - The following example of a standard access list allows only the three
specified networks. Any IP address that does not match the access list statements
will be rejected.

switchxxxxxx(config)# ip access-list 1 permit 192.168.34.0/24
switchxxxxxx(config)# ip access-list 1 permit 10.88.0.0/16

switchxxxxxx(config)# ip access-list 1 permit 10.0.0.0/8

Note: all other access is implicitly denied.

Example 2 - The following example of a standard access list allows access for IP
addresses in the range from 10.29.2.64 to 10.29.2.127. All IP addresses not in this
range will be rejected.

switchxxxxxx(config)# ip access-list apo permit 10.29.2.64/26

Note: all other access is implicitly denied.
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Example 3 - To specify a large number of individual addresses more easily, you
can omit the mask length if it is 32. Thus, the following two configuration
commands are identical in effect:

switchxxxxxx(config)# ip access-list 2aa permit 10.48.0.3

switchxxxxxx(config)# ip access-list 2aa permit 10.48.0.3/32

3.21 ipv6 access-list (IP standard)

The ipv6 access-list Global Configuration mode command defines an IPv6
standard list. The no format of the command removes the list.

Syntax
ipv6 access-list access-list-name {denylpermit} {src-addi/src-len] | any}

no ipv6 access-list access-list-name

Parameters

= access-list-name—The name of the Standard IPv6 access list. The name
may contain maximum 32 characters.

= deny—Denies access if the conditions are matched.
= permit—Permits access if the conditions are matched.

= src-addn/src-len] | any— IPv6 prefix defined as an IPv6 address and length
or any. The any value matches to all IPv6 addresses. If the src-lenis not
defined a value of 128 is applied. A value of src-/en must be in interval
1-128.

Default Configuration

no access list

Command Mode

Global Configuration mode

User Guidelines

Use the ipv6 access-list command to configure IPv6 address filtering. Access lists
are configured with permit or deny keywords to either permit or deny an IPv6
address based on a matching condition. An implicit deny is applied to address that
does not match any access-list entry.
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An access-list entry consists of an IP address and a bit mask. The bit mask is a
number from 1 to 128.

Evaluation of an IPv6 address by an access list starts with the first entry of the list
and continues down the list until a match is found. When the IPv6 address match is
found, the permit or deny statement is applied to that address and the remainder
of the list is not evaluated.

Use the no ipv6 access-list command to delete the access list.

The IPv6 standard access list is used to filter received and sent IPv6 routing
information.

Example

The following example of an access list allows only the one specified prefix: Any
IPv6 address that does not match the access list statements will be rejected.

switchxxxxxx(config)# ipv6 access-list 1 permit 3001::2/64

Note: all other access implicitly denied.
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4.1 bridge multicast filtering

To enable the filtering of Multicast addresses, use the bridge multicast filtering
Global Configuration mode command. To disable Multicast address filtering, use
the no form of this command.

Syntax
bridge multicast filtering

no bridge multicast filtering

Parameters

This command has no arguments or keywords.

Default Configuration

Multicast address filtering is disabled. All Multicast addresses are flooded to all
ports.

Command Mode

Global Configuration mode

User Guidelines

When this feature is enabled, unregistered Multicast traffic (as opposed to
registered) will still be flooded.

All registered Multicast addresses will be forwarded to the Multicast groups.
There are two ways to manage Multicast groups, one is the IGMP Snooping
feature, and the other is the bridge multicast forward-all command.
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Example

The following example enables bridge Multicast filtering.

switchxxxxxx(config)# bridge multicast filtering

4.2 bridge multicast mode

To configure the Multicast bridging mode, use the bridge multicast mode Interface
(VLAN) Configuration mode command. To return to the default configuration, use
the no form of this command.

Syntax
bridge multicast mode /fmac-group /ipv4-group /ipv4-src-group/

no bridge multicast mode

Parameters

= mac-group—Specifies that Multicast bridging is based on the packet's
VLAN and MAC address.

= jpv4-group—Specifies that Multicast bridging is based on the packet's
VLAN and MAC address for non-IPv4 packets, and on the packet's VLAN
and IPv4 destination address for IPv4 packets.

= jpv4-src-group—Specifies that Multicast bridging is based on the packet's
VLAN and MAC address for non-IPv4 packets, and on the packet's VLAN,
IPv4 destination address and IPv4 source address for IPv4 packets.

Default Configuration

The default mode is mac-group.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

Use the mac-group option when using a network management system that uses a
MIB based on the Multicast MAC address. Otherwise, it is recommended to use
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the ipv4 mode, because there is no overlapping of IPv4 Multicast addresses in
these modes.

For each Forwarding Data Base (FDB) mode, use different CLI commands to
configure static entries in the FDB, as described in the following table:

FDB Mode CLI Commands

mac-group bridge multicast bridge multicast forbidden
address address

ipv4-group bridge multicast bridge multicast forbidden
ip-address ip-addresss

ipv4-src-group bridge multicast bridge multicast forbidden
source group source group

The following table describes the actual data that is written to the Forwarding
Data Base (FDB) as a function of the IGMP version that is used in the network:

FDB mode IGMP version 2 IGMP version 3
mac-group MAC group MAC group address
address
ipv4-group IP group address IP group address
ipv4-src-group (" IP source and group addresses

(*) Note that (*,G) cannot be written to the FDB if the mode is ipv4-src-group. In that
case, no new FDB entry is created, but the port is added to the static (S,G) entries
(if they exist) that belong to the requested group. It is recommended to set the FDB
mode to ipv4-group or mac-group for IGMP version 2.

If an application on the device requests (*,G), the operating FDB mode is changed
to

ipv4-group.

Example

The following example configures the Multicast bridging mode as an mac-group
on VLAN 2.

switchxxxxxx(config)# interface vlan 2

switchxxxxxx(config-if)# bridge multicast mode mac-group
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4.3 bridge multicast address

To register a MAC-layer Multicast address in the bridge table and statically add or
remove ports to or from the group, use the bridge multicast address Interface
(VLAN) Configuration mode command. To unregister the MAC address, use the no
form of this command.

Syntax

bridge multicast address {mac-multicast-address / jpv4-multicast-addressj}[[add |
remove] {ethernet /nterface-list| port-channel port-channel-lisf]

no bridge multicast address mac-multicast-address

Parameters

= mac-multicast-address | ipv4-multicast-address—Specifies the group
Multicast address.

= add—(Optional) Adds ports to the group.
= remove—(Optional) Removes ports from the group.

= ethernet /nterface-list—(Optional) Specifies a list of Ethernet ports.
Separate nonconsecutive Ethernet ports with a comma and no spaces. Use
a hyphen to designate a range of ports.

= port-channel port-channel-list—(Optional) Specifies a list of port channels.
Separate nonconsecutive port-channels with a comma and no spaces; use
a hyphen to designate a range of port channels.
Default Configuration

No Multicast addresses are defined.

If ethernet /nterface-/ist or port-channel port-channel-listis specified without
specifying add or remove, the default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

To register the group in the bridge database without adding or removing ports or
port channels, specify the mac-multicast-address parameter only.

Static Multicast addresses can be defined on static VLANSs only.
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You can execute the command before the VLAN is created.

Examples

Example 1 - The following example registers the MAC address to the bridge table:

switchxxxxxx(config)# interface vlan 8

switchxxxxxx(config-if)# bridge multicast address 01:00:5e:02:02:03

Example 2 - The following example registers the MAC address and adds ports
statically.

switchxxxxxx(config)# interface vlan 8

switchxxxxxx(config-if)# bridge multicast address 01:00:5e:02:02:03 add
tel/0/1-2

4.4 bridge multicast forbidden address

To forbid adding or removing a specific Multicast address to or from specific ports,
use the bridge multicast forbidden address linterface (VLAN) Configuration mode
command. To restore the default configuration, use the no form of this command.

Syntax

bridge multicast forbidden address {mac-multicast-address/
ipv4-multicast-address} {add | remove} {ethernet /nterface-/ist /port-channel
port-channel-list}

no bridge multicast forbidden address mac-multicast-address

Parameters

= mac-multicast-address | ipv4-multicast-address—Specifies the group
Multicast address.

= add—Forbids adding ports to the group.

= remove—~Forbids removing ports from the group.
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A

= ethernet interface-list—Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen
to designate a range of ports.

= port-channel port-channel-list—Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen
to designate a range of port channels.
Default Configuration

No forbidden addresses are defined.

Default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

Before defining forbidden ports, the Multicast group should be registered, using
bridge multicast address.

You can execute the command before the VLAN is created.

Example

The following example forbids MAC address 0100.5e02.0203 on port te1/0/4
within VLAN 8.

switchxxxxxx(config)# interface vlan 8
switchxxxxxx(config-if)# bridge multicast address 0100.5e02.0203

switchxxxxxx(config-if)# bridge multicast forbidden address 0100.5e02.0203
add tel/0/4

4.5 Dbridge multicast ip-address

To register IP-layer Multicast addresses to the bridge table, and statically add or
remove ports to or from the group, use the bridge multicast ip-address linterface
(VLAN) Configuration mode command. To unregister the IP address, use the no
form of this command.
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Syntax

bridge multicast ip-address jpo-multicast-address [[add | remove] {interface-/ist|
port-channel port-channel-list)

no bridge multicast ip-address jp-multicast-address

Parameters
= jp-multicast-address—Specifies the group IP Multicast address.
= add—(Optional) Adds ports to the group.
= remove—(Optional) Removes ports from the group.

= nterface-list—(Optional) Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen
to designate a range of ports.

= port-channel port-channel-list—(Optional) Specifies a list of port channels.
Separate nonconsecutive port-channels with a comma and no spaces. Use
a hyphen to designate a range of port channels.
Default Configuration

No Multicast addresses are defined.

Default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

To register the group in the bridge database without adding or removing ports or
port channels, specify the ip-multicast-address parameter only.

Static Multicast addresses can be defined on static VLANs only.

You can execute the command before the VLAN is created.

Example

The following example registers the specified IP address to the bridge table:

switchxxxxxx(config)# interface vlan 8
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switchxxxxxx(config-if)# bridge multicast ip-address 239.2.2.2

The following example registers the IP address and adds ports statically.

switchxxxxxx(config)# interface vlan 8

switchxxxxxx(config-if)# bridge multicast ip-address 239.2.2.2 add tel/0/4

4.6 bridge multicast forbidden ip-address

To forbid adding or removing a specific IP Multicast address to or from specific
ports, use the bridge multicast forbidden ip-address Interface (VLAN)
Configuration mode command. To restore the default configuration, use the no
form of this command.

Syntax

bridge multicast forbidden ip-address fjp-multicast-address}{add | remove}
{ethernet /interface-Iist /port-channel port-channel-list

no bridge multicast forbidden ip-address jp-multicast-address

Parameters
= jp-multicast-address—Specifies the group IP Multicast address.
= add—(Optional) Forbids adding ports to the group.
=  remove—(Optional) Forbids removing ports from the group.

= ethernet /nterface-list—(Optional) Specifies a list of Ethernet ports.
Separate nonconsecutive Ethernet ports with a comma and no spaces. Use
a hyphen to designate a range of ports.

= port-channel port-channel-list—(Optional) Specifies a list of port channels.
Separate nonconsecutive port-channels with a comma and no spaces. Use
a hyphen to designate a range of port channels.

Default Configuration

No forbidden addresses are defined.
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Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers IP address 239.2.2.2, and forbids the IP address
on port te 1/0/4 within VLAN 8.

switchxxxxxx(config)# interface vlan 8
switchxxxxxx(config-if)# bridge multicast ip-address 239.2.2.2

switchxxxxxx(config-if)# bridge multicast forbidden ip-address 239.2.2.2 add
tel/0/4

4.7 bridge multicast source group

To register a source IP address - Multicast IP address pair to the bridge table, and
statically add or remove ports to or from the source-group, use the bridge
multicast source group Interface (VLAN) Configuration mode command. To
unregister the source-group-pair, use the no form of this command.

Syntax

bridge multicast source /p-address group jp-multicast-address [[add | remove]
{ethernet /interface-/ist /port-channel port-channel-lisf]

no bridge multicast source jp-address group ip-multicast-address

Parameters

= jp-address—Specifies the source IP address.

ip-multicast-address—Specifies the group IP Multicast address.

add—(Optional) Adds ports to the group for the specific source IP address.

= remove—(Optional) Removes ports from the group for the specific source
IP address.
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= ethernet /nterface-/ist—(Optional) Specifies a list of Ethernet ports.
Separate nonconsecutive Ethernet ports with a comma and no spaces. Use
a hyphen to designate a range of ports.

= port-channel port-channel-list—(Optional) Specifies a list of port channels.
Separate nonconsecutive port-channels with a comma and no spaces; use
a hyphen to designate a range of port channels.
Default Configuration

No Multicast addresses are defined.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

You can execute the command before the VLAN is created.

Example

The following example registers a source IP address - Multicast IP address pair to
the bridge table:

switchxxxxxx(config)# interface vlan 8

switchxxxxxx(config-if)# bridge multicast source 13.16.1.1 group 239.2.2.2

4.8 Dbridge multicast forbidden source group

To forbid adding or removing a specific IP source address - Multicast address pair
to or from specific ports, use the bridge multicast forbidden source group
linterface (VLAN) Configuration mode command. To return to the default
configuration, use the no form of this command.

Syntax

bridge multicast forbidden source ip-address group ip-multicast-address {add /
remove} {ethernet interface-list /port-channel port-channel-list

no bridge multicast forbidden source jp-address group /jp-multicast-address
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Parameters
= jp-address—Specifies the source IP address.
= jp-multicast-address—Specifies the group IP Multicast address.

= add—(Optional) Forbids adding ports to the group for the specific source IP
address.

= remove—(Optional) Forbids removing ports from the group for the specific
source IP address.

= ethernet /nterface-list—(Optional) Specifies a list of Ethernet ports.
Separate nonconsecutive Ethernet ports with a comma and no spaces. Use
a hyphen to designate a range of ports.

= port-channel port-channel-list—(Optional) Specifies a list of port channels.
Separate nonconsecutive port-channels with a comma and no spaces; use
a hyphen to designate a range of port channels.

Default Configuration

No forbidden addresses are defined.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers a source IP address - Multicast IP address pair to
the bridge table, and forbids adding the pair to port te 1/0/4 on VLAN 8:

switchxxxxxx(config)# interface vlan 8
switchxxxxxx(config-if)# bridge multicast source 13.16.1.1 group 239.2.2.2

switchxxxxxx(config-if)# bridge multicast forbidden source 13.16.1.1 group
239.2.2.2 add tel/0/4
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4.9 bridge multicast ipv6 mode

To configure the Multicast bridging mode for IPv6 Multicast packets, use the
bridge multicast ipvé mode Interface (VLAN) Configuration mode command. To
return to the default configuration, use the no form of this command.

Syntax
bridge multicast ipvé mode {mac-group | ip-group | ip-src-group}

no bridge multicast ipv6 mode

Parameters

=  mac-group—Specifies that Multicast bridging is based on the packet's
VLAN and MAC destination address.

= jp-group—Specifies that Multicast bridging is based on the packet's VLAN
and IPv6 destination address for IPv6 packets.

= jp-src-group—Specifies that Multicast bridging is based on the packet's
VLAN, IPv6 destination address and IPv6 source address for IPv6 packets.
Default Configuration

The default mode is mac-group.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

Use the mac-group mode when using a network management system that uses a
MIB based on the Multicast MAC address.

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide 139



Address Table Commands

For each Forwarding Data Base (FDB) mode, use different CLI commands to
configure static entries for IPv6 Multicast addresses in the FDB, as described in
the following table:

FDB Mode CLI Commands
mac-group bridge multicast address bridge multicast forbidden
address
ipv6-group bridge multicast ipv6 bridge multicast ipv6
ip-address forbidden ip-address
ipv6-src-grou  bridge multicastipv6 source  bridge multicast ipv6
p group forbidden source group

The following table describes the actual data that is written to the Forwarding
Data Base (FDB) as a function of the MLD version that is used in the network:

FDB mode MLD version 1 MLD version 2
mac-group MAC group MAC group address
address
ipv6-group IPv6 group IPv6 group address
address
ipv6-src-group (%) IPv6 source and group
addresses

(*) In ip-src-group mode a match is performed on 4 bytes of the multicast address
and 4 bytes of the source address. In the group address the last 4 bytes of the
address are checked for match. In the source address the last 3 bytes and 5th
from last bytes of the interface ID are examined.

(*) Note that (*,G) cannot be written to the FDB if the mode is ip-src-group. In that
case, no new FDB entry is created, but the port is added to the (S,G) entries (if they
exist) that belong to the requested group.

If an application on the device requests (*,G), the operating FDB mode is changed
to ip-group.

You can execute the command before the VLAN is created.

Example

The following example configures the Multicast bridging mode as an ip-group on
VLAN 2.

switchxxxxxx(config)# interface vlan 2

140

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide



Address Table Commands

switchxxxxxx(config-if)# bridge multicast ipv6 mode

ip-group

4.10 bridge multicast ipv6 ip-address

To register an IPv6 Multicast address to the bridge table, and statically add or
remove ports to or from the group, use the bridge multicast ipv6 ip-address
Interface (VLAN) Configuration mode command. To unregister the IPv6 address,
use the no form of this command.

Syntax

bridge multicast ipv6 ip-address jpv6-multicast-address [[add | remove] {ethernet
interface-list /[port-channel port-channel-list)]

no bridge multicast ipv6 ip-address jp-multicast-address

Parameters
= jpv6-multicast-address—Specifies the group IPv6 multicast address.
= add—(Optional) Adds ports to the group.
= remove—(Optional) Removes ports from the group.

= ethernet interface-/ist—(Optional) Specifies a list of Ethernet ports.
Separate nonconsecutive Ethernet ports with a comma and no spaces; use
a hyphen to designate a range of ports.

= port-channel port-channel-list—(Optional) Specifies a list of port channels.
Separate nonconsecutive port-channels with a comma and no spaces. Use
a hyphen to designate a range of port channels.
Default Configuration

No Multicast addresses are defined.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode
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User Guidelines

To register the group in the bridge database without adding or removing ports or
port channels, specify the ipv6-multicast-address parameter only.

Static Multicast addresses can be defined on static VLANs only.

You can execute the command before the VLAN is created.

Examples

Example 1 - The following example registers the IPv6 address to the bridge table:

switchxxxxxx(config)# interface vlan 8

switchxxxxxx(config-if)# bridge multicast ipv6 ip-address FF00:0:0:0:4:4:4:1

Example 2 - The following example registers the IPv6 address and adds ports
statically.

switchxxxxxx(config)# interface vlan 8

switchxxxxxx(config-if)# bridge multicast ipv6 ip-address FF00:0:0:0:4:4:4:1
add tel/0/1-2

4.11 bridge multicast ipv6 forbidden
ip-address

To forbid adding or removing a specific IPv6 Multicast address to or from specific
ports, use the bridge multicast ipv6 forbidden ip-address Interface (VLAN)
Configuration mode command. To restore the default configuration, use the no
form of this command.

Syntax

bridge multicast ipv6 forbidden ip-address {/pv6-multicast-address} {add |
remove} {ethernet /nterface-list /port-channel port-channel-list

no bridge multicast ipv6 forbidden ip-address jpv6-multicast-address

Parameters

= jpv6-multicast-address—Specifies the group IPv6 Multicast address.
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= add—(Optional) Forbids adding ports to the group.
=  remove—(Optional) Forbids removing ports from the group.

= ethernet /nterface-list—(Optional) Specifies a list of Ethernet ports.
Separate nonconsecutive Ethernet ports with a comma and no spaces. Use
a hyphen to designate a range of ports.

= port-channel port-channel-list—(Optional) Specifies a list of port channels.
Separate nonconsecutive port-channels with a comma and no spaces. Use
a hyphen to designate a range of port channels.
Default Configuration

No forbidden addresses are defined.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers an IPv6 Multicast address, and forbids the IPv6
address on port te1/0/4 within VLAN 8.

switchxxxxxx(config)# interface vlan 8
switchxxxxxx(config-if)# bridge multicast ipv6 ip-address FF00:0:0:0:4:4:4:1

switchxxxxxx(config-if)# bridge multicast ipv6 forbidden ip-address
FF00:0:0:0:4:4:4:1 add tel/0/4

4.12 bridge multicast ipv6 source group

To register a source IPv6 address - Multicast IPv6 address pair to the bridge table,
and statically add or remove ports to or from the source-group, use the bridge
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multicast ipv6 source group Interface (VLAN) Configuration mode command. To
unregister the source-group-pair, use the no form of this command.

Syntax

bridge multicast ipv6 source jpv6-source-address group jpv6-multicast-address
[[add | remove] {ethernet interface-list /[port-channel port-channel-list}]

no bridge multicast ipv6 source jpv6-address group jpv6-multicast-address

Parameters
= jpv6-source-address—Specifies the source IPv6 address.
= jpv6-multicast-address—Specifies the group IPv6 Multicast address.

= add—(Optional) Adds ports to the group for the specific source IPv6
address.

= remove—(Optional) Removes ports from the group for the specific source
IPv6 address.

= ethernet interface-/ist—(Optional) Specifies a list of Ethernet ports.
Separate nonconsecutive Ethernet ports with a comma and no spaces. Use
a hyphen to designate a range of ports.

= port-channel port-channel-list—(Optional) Specifies a list of port channels.
Separate nonconsecutive port-channels with a comma and no spaces. Use
a hyphen to designate a range of port channels.
Default Configuration

No Multicast addresses are defined.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

Example

The following example registers a source IPv6 address - Multicast IPv6 address
pair to the bridge table:

switchxxxxxx(config)# interface vlan 8
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A

switchxxxxxx(config-if)# bridge multicast source 2001:0:0:0:4:4:4 group
FF00:0:0:0:4:4:4:1

4.13 bridge multicast ipv6 forbidden source
group

To forbid adding or removing a specific IPv6 source address - Multicast address
pair to or from specific ports, use the bridge multicast ipv6 forbidden source
group Interface (VLAN) Configuration mode command. To return to the default
configuration, use the no form of this command.

Syntax

bridge multicast ipv6 forbidden source jpv6-source-address group
[pv6-multicast-address {add | remove} {ethernet /nterface-/ist/port-channel
port-channel-list}

no bridge multicast ipv6 forbidden source jpv6-address group
Ipv6-multicast-address

Parameters
= jpv6-source-address—Specifies the source IPv6 address.
= jpv6-multicast-address—Specifies the group IPv6 Multicast address.

= add—Forbids adding ports to the group for the specific source IPv6
address.

= remove—~Forbids removing ports from the group for the specific source
IPv6 address.

= ethernet /nterface-list—Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen
to designate a range of ports.

= port-channel port-channel-list—Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces; use a hyphen
to designate a range of port channels.

Default Configuration

No forbidden addresses are defined.
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Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers a source IPv6 address - Multicast IPv6 address
pair to the bridge table, and forbids adding the pair to te1/0/4 on VLAN 8:

switchxxxxxx(config)# interface vlan 8

switchxxxxxx(config-if)# bridge multicast source 2001:0:0:0:4:4:4 group
FF00:0:0:0:4:4:4:1

switchxxxxxx(config-if)# bridge multicast forbidden source
2001:0:0:0:4:4:4:1 group FF00:0:0:0:4:4:4:1 add tel/0/4

4.14 bridge multicast unregistered

To configure forwarding unregistered Multicast addresses, use the bridge
multicast unregistered Interface (Ethernet, Port Channel) Configuration mode
command. To restore the default configuration, use the no form of this command.

Syntax
bridge multicast unregistered {forwarding | filtering}

no bridge multicast unregistered

Parameters
= forwarding—Forwards unregistered Multicast packets.

= filtering—Filters unregistered Multicast packets.

Default Configuration

Unregistered Multicast addresses are forwarded.

146

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide



Address Table Commands

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

Do not enable unregistered Multicast filtering on ports that are connected to
routers, because the 224.0.0.x address range should not be filtered. Note that
routers do not necessarily send IGMP reports for the 224.0.0.x range.

You can execute the command before the VLAN is created.

Example

The following example specifies that unregistered Multicast packets are filtered
onte1/0/1:

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# bridge multicast unregistered filtering

4.15 bridge multicast forward-all

To enable forwarding all multicast packets for a range of ports or port channels,
use the bridge multicast forward-all Interface (VLAN) Configuration mode
command. To restore the default configuration, use the no form of this command.

Syntax

bridge multicast forward-all {add | remove} {ethernet /nterface-list /port-channel
port-channel-list

no bridge multicast forward-all

Parameters
= add—Forces forwarding of all Multicast packets.
= remove—Does not force forwarding of all Multicast packets.

= ethernet interface-list—Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen
to designate a range of ports.
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= port-channel port-channel-list—Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen
to designate a range of port channels.

Default Configuration

Forwarding of all Multicast packets is disabled.

Command Mode

Interface (VLAN) Configuration mode

Example

The following example enables all Multicast packets on port te 1/0/4 to be
forwarded.

switchxxxxxx(config)# interface vlan 2

switchxxxxxx(config-if)# bridge multicast forward-all add tel/0/4

4.16 bridge multicast forbidden forward-all

To forbid a port to dynamically join Multicast groups, use the bridge multicast
forbidden forward-all Interface (VLAN) Configuration mode command. To restore
the default configuration, use the no form of this command.

Syntax

bridge multicast forbidden forward-all {add | remove} {ethernet /nterface-/ist/
port-channel port-channel-list

no bridge multicast forbidden forward-all

Parameters
= add—Forbids forwarding of all Multicast packets.
= remove—Does not forbid forwarding of all Multicast packets.

= ethernet interface-list —Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen
to designate a range of ports.
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A

= port-channel port-channel-list—Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces; use a hyphen
to designate a range of port channels.
Default Configuration

Ports are not forbidden to dynamically join Multicast groups.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

Use this command to forbid a port to dynamically join (by IGMP, for example) a
Multicast group.

The port can still be a Multicast router port.

Example

The following example forbids forwarding of all Multicast packets to te 1/0/1 within
VLAN 2.

switchxxxxxx(config)# interface vlan 2

switchxxxxxx(config-if)# bridge multicast forbidden forward-all add ethernet
tel/0/1

4.17 bridge unicast unknown

To enable egress filtering of Unicast packets where the destination MAC address
is unknown to the device, use the bridge unicast unknown Interface (Ethernet, Port
Channel) Configuration mode command. To restore the default configuration, use
the no form of this command.

Syntax
bridge unicast unknown {filtering | forwarding}

no bridge unicast unknown
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Parameters
= filtering—Filter unregistered Unicast packets.

= forwarding—Forward unregistered Unicast packets.

Default Configuration

Forwarding.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode.

Example

The following example drops Unicast packets on te1/0/1 when the destination is
unknown.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# bridge unicast unknown filtering

4.18 show bridge unicast unknown

To display the unknown Unicast filtering configuration, use the show bridge unicast
unknown Privileged EXEC mode command.

Syntax

show bridge unicast unknown [/nterface-id)

Parameters

interface-id—(Optional) Specify an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel

Command Mode

Privileged EXEC mode

Example
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Console # show bridge unicast unknown

Port Unregistered
tel/0/1 Forward
tel/0/2 Filter
tel/0/3 Filter

4.19 mac address-table static

To add a MAC-layer station source address to the MAC address table, use the mac
address-table static Global Configuration mode command. To delete the MAC
address, use the no form of this command.

Syntax

mac address-table static mac-addressvlan vian-idinterface interface-id
[permanent /delete-on-reset /delete-on-timeout /secure]l

no mac address-table static [mac-address] vian vian-id

Parameters

mac-address—MAC address (Range: Valid MAC address)
vian-id— Specify the VLAN

interface-id—Specify an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel (Range: valid ethernet port,
valid port-channel)

permanent—(Optional) The permanent static MAC address. The keyword is
applied by the default.

delete-on-reset—(Optional)The delete-on-reset static MAC address.
delete-on-timeout—(Optional) The delete-on-timeout static MAC address.

secure—(Optional)The secure MAC address. May be used only in a secure
mode.

SG550XG and Sx550X Ph. 2.2.5 Devices -

Command Line Interface Reference Guide 151



Address Table Commands

Default Configuration

No static addresses are defined. The default mode for an added address is
permanent.

Command Mode

Global Configuration mode

User Guidelines

Use the command to add a static MAC address with given time-to-live in any
mode or to add a secure MAC address in a secure mode.

Each MAC address in the MAC address table is assigned two attributes: type and
time-to-live.

The following value of time-of-live is supported:

= permanent—MAC address is saved until it is removed manually.

= delete-on-reset—MAC address is saved until the next reboot.

= delete-on-timeout—MAC address that may be removed by the aging timer.
The following types are supported:

= static— MAC address manually added by the command with the following
keywords specifying its time-of-live:

- permanent

- delete-on-reset

- delete-on-timeout

A static MAC address may be added in any port mode.

= secure— A MAC address added manually or learned in a secure mode. Use
the mac address-table static command with the secure keyword to add a
secure MAC address. The MAC address cannot be relearned.

A secure MAC address may be added only in a secure port mode.

= dynamic— a MAC address learned by the switch in non-secure mode. A
value of its time-to-live attribute is delete-on-timeout.
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Examples

Example 1 - The following example adds two permanent static MAC address:

switchxxxxxx(config)# mac address-table static 00:3f:bd:45:5a:bl vlan 1
interface tel/0/1

switchxxxxxx(config)# mac address-table static 00:3f:bd:45:5a:b2 vlan 1

interface tel/0/1 permanent

Example 2 - The following example adds a deleted-on-reset static MAC address:

switchxxxxxx(config)# mac address-table static 00:3f:bd:45:5a:b2 vlan 1
interface tel/0/1 delete-on-reset

Example 3 - The following example adds a deleted-on-timeout static MAC
address:

switchxxxxxx(config)# mac address-table static 00:3f:bd:45:5a:b2 vian 1
interface tel/0/1 delete-on-timeout

Example 4 - The following example adds a secure MAC address:

switchxxxxxx(config)# mac address-table static 00:3f:bd:45:5a:b2 vlan 1
interface tel/0/1 secure

4.20 clear mac address-table

To remove learned or secure entries from the forwarding database (FDB), use the
clear mac address-table Privileged EXEC mode command.

Syntax
clear mac address-table dynamic interface /nterface-id

clear mac address-table secure interface /interface-id
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Parameters

= dynamic interface /interface-id—Delete all dynamic (learned) addresses on
the specified interface.The interface ID can be one of the following types:
Ethernet port or port-channel. If interface ID is not supplied, all dynamic
addresses are deleted.

= secure interface /nterface-id—Delete all the secure addresses learned on
the specific interface. A secure address on a MAC address learned on
ports on which port security is defined.

Default Configuration

For dynamic addresses, if interface-id is not supplied, all dynamic entries are
deleted.

Command Mode

Privileged EXEC mode

Examples

Example 1 - Delete all dynamic entries from the FDB.

switchxxxxxx# clear mac address-table dynamic

Example 2 - Delete all secure entries from the FDB learned on secure port te 1/0/1.

switchxxxxxx# clear mac address-table secure interface tel/0/1

4.21 mac address-table aging-time

To set the aging time of the address table, use the mac address-table aging-time
Global configuration command. To restore the default, use the no form of this
command.

Syntax
mac address-table aging-time seconds

no mac address-table aging-time
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Parameters

seconds—Time is number of seconds. (Range:10-630)

Default Configuration

300

Command Mode

Global Configuration mode

Example

switchxxxxxx(config)# mac address-table aging-time 600

4.22 port security

To enable port security learning mode on an interface, use the port security
Interface (Ethernet, Port Channel) Configuration mode command. To disable port
security learning mode on an interface, use the no form of this command.

Syntax
port security [forward /discard /discard-shutdown] [trap seconds]

no port security

Parameters

= forward—(Optional) Forwards packets with unlearned source addresses,
but does not learn the address.

= discard—(Optional) Discards packets with unlearned source addresses.

= discard-shutdown—(Optional) Discards packets with unlearned source
addresses and shuts down the port.

= trap seconds—(Optional) Sends SNMP traps and specifies the minimum
time interval in seconds between consecutive traps. (Range: 1-1000000)
Default Configuration
The feature is disabled by default.

The default mode is discard.
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The default number of seconds is zero, but if traps is entered, a number of
seconds must also be entered.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

The command may be used only when the interface in the regular (non-secure
with unlimited MAC learning) mode.

See the mac address-table static command for information about MAC address
attributes (type and time-to-live) definitions.

When the port security command enables the lock mode on a port all dynamic
addresses learned on the port are changed to permanent secure addresses.

When the port security command enables a mode on a port differing from the lock
mode all dynamic addresses learned on the port are deleted.

When the no port security command cancels a secure mode on a port all secure
addresses defined on the port are changed to dynamic addresses.

Additionally to set a mode, use the port security command to set an action that the
switch should perform on a frame which source MAC address cannot be learned.

Example

The following example forwards all packets to port te 1/0/1 without learning
addresses of packets from unknown sources and sends traps every 100 seconds,
if a packet with an unknown source address is received.

switchxxxxxx(config)# interface tel/0/4
switchxxxxxx(config-if)# port security mode lock
switchxxxxxx(config-if)# port security forward trap 100

switchxxxxxx(config-if)# exit

4.23 port security mode

To configure the port security learning mode, use the port security mode Interface
(Ethernet, Port Channel) Configuration mode command. To restore the default
configuration, use the no form of this command.
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Syntax

port security mode {max-addresses |lock |secure permanent | secure
delete-on-reset}

no port security mode

Parameters

= max-addresses— Non-secure mode with limited learning dynamic MAC
addresses. The static MAC addresses may be added on the port manually
by the mac address-table static command.

= lock— Secure mode without MAC learning. The static and secure MAC
addresses may be added on the port manually by the mac address-table
static command.

= secure permanent—Secure mode with limited learning permanent secure
MAC addresses with the permanent time-of-live. The static and secure
MAC addresses may be added on the port manually by the mac
address-table static command.

= secure delete-on-reset—Secure mode with limited learning secure MAC
addresses with the delete-on-reset time-of-live. The static and secure MAC
addresses may be added on the port manually by the mac address-table
static command.
Default Configuration

The default port security mode is

lock.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

The default port mode is called regular. In this mode, the port allows unlimited
learning of dynamic addresses.

The static MAC addresses may be added on the port manually by the mac
address-table static command.

The command may be used only when the interface in the regular (non-secure
with unlimited MAC learning) mode.
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Use the port security mode command to change the default mode before the port
security command.

Example
The following example sets the port security mode to

Lock for te 1/0/4.

switchxxxxxx(config)# interface tel/0/4

switchxxxxxx(config-if)# port security mode
lock
switchxxxxxx(config-if)# port security

switchxxxxxx(config-if)# exit

4.24 port security max

To configure the maximum number of addresses that can be learned on the port
while the port is in port, max-addresses or secure mode, use the port security
max Interface (Ethernet, Port Channel) Configuration mode command. To restore
the default configuration, use the no form of this command.

Syntax
port security max max-adar

no port security max

Parameters

max-addr—Specifies the maximum number of addresses that can be learned on
the port. (Range: 0-256)

Default Configuration

This default maximum number of addresses is 1.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode
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User Guidelines

The command may be used only when the interface in the regular (non-secure
with unlimited MAC learning) mode.

Use this command to change the default value before the port security command.

Example

The following example sets the port to limited learning mode:

switchxxxxxx(config)# interface tel/0/4
switchxxxxxx(config-if)# port security mode max
switchxxxxxx(config-if)# port security max 20
switchxxxxxx(config-if)# port security

switchxxxxxx(config-if)# exit

4.25 show mac address-table

To display entries in the MAC address table, use the show mac address-table
Privileged EXEC mode command.

Syntax

show mac address-table [dynamic | static | secure] [vlan v/an] [interface
interface-id] [address mac-address]

Parameters
= dynamic—(Optional) Displays only dynamic MAC address table entries.
= static—(Optional) Displays only static MAC address table entries.
= secure—(Optional) Displays only secure MAC address table entries.
= vlan—(Optional) Displays entries for a specific VLAN.

= interface /interface-id—(Optional) Displays entries for a specific interface ID.
The interface ID can be one of the following types: Ethernet port or
port-channel.

= address mac-address—(Optional) Displays entries for a specific MAC
address.
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Default Configuration

If no parameters are entered, the entire table is displayed.

Command Mode

Privileged EXEC mode

User Guidelines

Internal usage VLANSs (VLANSs that are automatically allocated on routed ports) are
presented in the VLAN column by a port number and not by a VLAN ID.

Examples

Example 1 - Displays entire address table.

switchxxxxxx# show mac address-table

Aging time is 300 sec

VLAN MAC Address Port Type

1 00:00:26:08:13:23 0 self

1 00:3f:bd:45:5a:b1 tel/0/1 static
1 00:a1:b0:69:63:F3 tel/0/2 dynamic
2 00:a1:b0:69:63:13 tel/0/3 dynamic
tel/0/4 00:a1:b0:69:61:12 tel/0/4 dynamic

Example 2 - Displays address table entries containing the specified MAC address.
switchxxxxxx# show mac address-table address 00:3f:bd:45:5a:bl

Aging time is 300 sec

VLAN MAC Address Port Type

1 00:3f:bd:45:5a:bl static tel/0/4
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4.26 show mac address-table count

To display the number of addresses present in the Forwarding Database, use the
show mac address-table count Privileged EXEC mode command.

Syntax

show mac address-table count [vlan v/an|interface interface-ia)

Parameters
= vlan v/ian—(Optional) Specifies VLAN.

= interface-id interface-id—(Optional) Specifies an interface ID. The interface
ID can be one of the following types: Ethernet port or port-channel.

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show mac address-table count
This may take some time.

Capacity : 16384

Free : 16379
Used 5
Secure ]
Dynamic : 2
Static 2
Internal : 1
console#

4.27 show bridge multicast mode

To display the Multicast bridging mode for all VLANSs or for a specific VLAN, use
the show bridge multicast mode Privileged EXEC mode command.
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Syntax

show bridge multicast mode [v/an vian-id]

Parameters

vlan vian-id—(Optional) Specifies the VLAN ID.

Command Mode

Privileged EXEC mode

Example

The following example displays the Multicast bridging mode for all VLANs

switchxxxxxx# show bridge multicast mode

VLAN IPv4 Multicast Mode IPv6 Multicast Mode
Admin Oper Admin Oper

1 MAC-GROUP MAC-GROUP MAC-GROUP MAC-GROUP

11 1Pv4-GROUP 1Pv4-GROUP 1Pv6-GROUP 1Pv6-GROUP

12 I1Pv4-SRC- 1Pv4-SRC- I1Pv6-SRC- I1Pv6-SRC-
GROUP GROUP GROUP GROUP

4.28 show bridge multicast address-table

To display Multicast MAC addresses or IP Multicast address table information, use
the show bridge multicast address-table Privileged EXEC mode command.

Syntax
show bridge multicast address-table [vlan vian-id]

show bridge multicast address-table [vlan v/ian-ia] [address
mac-multicast-address] [format {ip | mac}]

show bridge multicast address-table [vlan v/an-ia] [address
ipv4-multicast-addressj[source jpv4-source-address]
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show bridge multicast address-table [vlan v/an-/a] [address
Ipv6-multicast-address] [source jpv6-source-address]

Parameters
= vlan-id v/an-id—(Optional) Display entries for specified VLAN ID.

= address—(Optional) Display entries for specified Multicast address. The
possible values are:

= mac-multicast-address—(Optional) Specifies the MAC Multicast
address.

= ipv4-multicast-address—(Optional) Specifies the IPv4 Multicast
address.

- ipv6-multicast-address—(Optional) Specifies the IPv6 Multicast
address.

= format—(Optional) Applies if mac-multicast-address was selected. In this
case either MAC or IP format can be displayed. Display entries for specified
Multicast address format. The possible values are:

= ip—Specifies that the Multicast address is an IP address.
= mac—Specifies that the Multicast address is a MAC address.

= source —(Optional) Specifies the source address. The possible values are:
- ipv4-address—(Optional) Specifies the source IPv4 address.

- ipv6-address—(Optional) Specifies the source IPv6 address.

Default Configuration

If the format is not specified, it defaults to mac (only if mac-multicast-address was
entered).

If VLAN ID is not entered, entries for all VLANSs are displayed.

If MAC or IP address is not supplied, entries for all addresses are displayed.

Command Mode

Privileged EXEC mode
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User Guidelines

A MAC address can be displayed in IP format only if it is within the range
0100.5e00.0000 through 0100.5e 71 ffff.

Multicast router ports (defined statically or discovered dynamically) are members
in all MAC groups.

Ports that were defined via the bridge multicast forbidden forward-all command
are displayed in all forbidden MAC entries.

Changing the Multicast mode can move static Multicast addresses that are written
in the device FDB to a shadow configuration because of FDB hash collisions.

Example

The following example displays bridge Multicast address information.

switchxxxxxx# show bridge multicast address-table
Multicast address table for VLANs in MAC-GROUP bridging mode:

Vlan MAC Address Type Ports

8 01:00:5e:02:02:03 Static 1-2
Forbidden ports for Multicast addresses:

Vlian MAC Address Ports

8 01:00:5e:02:02:03 tel/0/4

Multicast address table for VLANs in IPv4-GROUP bridging mode:

Vlan MAC Address Type Ports

1 224.0.0.251 Dynamic tel/0/2

Forbidden ports for Multicast addresses:

Vlan MAC Address Ports
1 232.5.6.5
1 233.22.2.6
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Multicast address table for VLANs in IPv4-SRC-GROUP bridging mode:
Vlan Group Address Source address Type Ports

1 224.2.2.251 11.2.2.3 Dynamic tel/0/1
Forbidden ports for Multicast addresses:

Vlan Group Address Source Address Ports

8 239.2.2.2 * tel/0/4

8 239.2.2.2 1.1.1.11 tel/0/4

Multicast address table for VLANs in IPv6-GROUP bridging mode:
VLAN IP/MAC Address Type Ports

8 f02::4:4:4 Static tel/0/1-2, tel/0/3, Pol
Forbidden ports for Multicast addresses:

VLAN IP/MAC Address Ports

8 102::4:4:4 tel/0/4

Multicast address table for VLANs in IPv6-SRC-GROUP bridging mode:

Vlan Group Address Source address Type Ports
8 102::4:4:4 * Static tel/0/1-2,tel/0/3,Pol
8 102::4:4:4 fe80::200:7ff: Static

fe00:200

Forbidden ports for Multicast addresses:

Vlan Group Address Source address Ports

8 102::4:4:4 * tel/0/4

8 f02::4:4:4 fe80::200:7FF:F tel/0/4
€00:200
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4.29 show bridge multicast address-table
static

To display the statically-configured Multicast addresses, use the show bridge
multicast address-table static Privileged EXEC mode command.

Syntax
show bridge multicast address-table static [vlan vian-id] [all]

show bridge multicast address-table static [vlan v/ian-ia] [address
mac-multicast-address] [maclip]

show bridge multicast address-table static [vlan v/an-ia] [address
ipv4-multicast-address] [source /[pv4-source-address]

show bridge multicast address-table static [vlan v/an-/d] [address
[pv6-multicast-address] [source ipv6-source-address]

Parameters
= vlan vian-id—(Optional) Specifies the VLAN ID.

= address—(Optional) Specifies the Multicast address. The possible values
are:

- mac-multicast-address—(Optional) Specifies the MAC Multicast
address.

= ipv4-multicast-address—(Optional) Specifies the IPv4 Multicast
address.

- ipvb6-multicast-address—(Optional) Specifies the IPv6 Multicast
address.

= source—(Optional) Specifies the source address. The possible values are:
= ipv4-address—(Optional) Specifies the source IPv4 address.

- ipv6-address—(Optional) Specifies the source IPv6 address.

Default Configuration

When all/mac/ip is not specified, all entries (MAC and IP) will be displayed.

Command Mode

Privileged EXEC mode
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User Guidelines

A MAC address can be displayed in IP format only if it is within the range
0100.5e00.0000-- 0100.5e 71 ffff.

Example

The following example displays the statically-configured Multicast addresses.

switchxxxxxx# show bridge multicast address-table static

MAC-GROUP table
Vlan MAC Address Ports

1 0100.9923.8787 tel/0/1, tel/0/2
Forbidden ports for multicast addresses:
Vlan MAC Address Ports

1Pv4-GROUP Table

Vlan IP Address Ports
1 231.2.2.3 tel/0/1, tel/0/2
19 231.2.2.8 tel/0/2-3

Forbidden ports for multicast addresses:

Vian IP Address Ports
1 231.2.2.3 tel/0/4
19 231.2.2.8 tel/0/3

1Pv4-SRC-GROUP Table:

Vlan Group Address Source address Ports
Forbidden ports for multicast addresses:

Vlan Group Address Source address Ports

IPv6-GROUP Table

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide

167



4 Address Table Commands

Vlan IP Address Ports

191 FF12::8 tel/0/1-4

Forbidden ports for multicast addresses:

Vlan IP Address Ports
11 FF12::3 tel/0/4
191 FF12:-8 tel/0/4

I1Pv6-SRC-GROUP Table:

Vlan Group Address Source address Ports
192 FF12::8 FE80::201:C9A9:FE40: tel/0/1-4
8988

Forbidden ports for multicast addresses:

Vlan Group Address Source address Ports
192 FF12::3 FE80::201:C9A9:FE40 tel/0/4
18988

4.30 show bridge multicast filtering

To display the Multicast filtering configuration, use the show bridge multicast
filtering Privileged EXEC mode command.

Syntax

show bridge multicast filtering vian-id

Parameters

vlan-id—Specifies the VLAN ID. (Range: Valid VLAN)

Default Configuration

None
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Command Mode

Privileged EXEC mode

Example

The following example displays the Multicast configuration for VLAN 1.

switchxxxxxx# show bridge multicast filtering 1

Filtering: Enabled

VLAN: 1

Forward-All
Port

tel/0/1
tel/0/2

tel/0/3

Static

Forbidden

Forward

Status

Filter
Forward(s)

Forward(d)

4.31 show bridge multicast unregistered

To display the unregistered Multicast filtering configuration, use the show bridge

multicast unregistered Privileged EXEC mode command.

Syntax

show bridge multicast unregistered [/nterface-id]

Parameters

Interface-id—(Optional) Specifies an interface ID. The interface ID can be one of

the following types: Ethernet port or Port-channel.

Default Configuration

Display for all interfaces.

Command Mode

Privileged EXEC mode
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Example

The following example displays the unregistered Multicast configuration.

switchxxxxxx# show bridge multicast unregistered

Port Unregistered
tel/0/1 Forward
tel/0/2 Filter
tel/0/3 Filter

4.32 show ports security

To display the port-lock status, use the show ports security Privileged EXEC mode
command.

Syntax

show ports security [/nterface-id| detailed]

Parameters

= jnterface-id—(Optional) Specifies an interface ID. The interface ID can be
one of the following types: Ethernet port or port-channel.

= detailed—(Optional) Displays information for non-present ports in addition
to present ports.

Default Configuration

Display for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

Example

The following example displays the port-lock status of all ports.

switchxxxxxx# show ports security
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Port Status Learning Action Maximum Trap Frequency

tel/0/1 Enabled Max- Discard 3 Enabled 100
Addresses

tel/0/2 Disabled Max- - 28 - -
Addresses

tel/0/3 Enabled Lock Discard 8 Disabled -

The following table describes the fields shown above.

Field Description
Port The port number.
Status The port security status. The possible values are:

Enabled or Disabled.

Action The action taken on violation.

Maximum The maximum number of addresses that can be
associated on this port in the Max-Addresses mode.

Trap The status of SNMP traps. The possible values are:
Enable or Disable.

Frequency The minimum time interval between consecutive
traps.

4.33 show ports security addresses

To display the current dynamic addresses in locked ports, use the show ports
security addresses Privileged EXEC mode command.
Syntax

show ports security addresses [/nterface-id| detailed]

Parameters

= jnterface-id—(Optional) Specifies an interface ID. The interface ID can be
one of the following types: Ethernet port or port-channel.

= detailed—(Optional) Displays information for non-present ports in addition
to present ports.
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Default Configuration

Display for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

Example

The following example displays dynamic addresses in all currently locked port:

Port Status Learning Current Max imum
te1/0/1 Disabled Lock 0 10
te1/0/2 Disabled Lock 0 1
Disabled Lock 0 1
te1/0/3
Disabled Lock 0 1
te1/0/4

4.34 bridge multicast reserved-address

To define the action on Multicast reserved-address packets, use the bridge
multicast reserved-address Global Configuration mode command. To revert to
default, use the no form of this command.

Syntax

bridge multicast reserved-address mac-multicast-address [ethernet-v2 ethtypel
llc sgplllc-snap pid] {discard | bridge}

no bridge multicast reserved-address mac-multicast-address [ethernet-v2
ethtypellic sap /lic-snap pid]
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Parameters

= mac-multicast-address—MAC Multicast address in the reserved MAC
addresses range. (Range: 01-80-C2-00-00-00, 01-80-C2-00-00-02-
01-80-C2-00-00-2F)

= ethernet-v2 ethtype—(Optional) Specifies that the packet type is Ethernet
v2 and the Ethernet type field (16 bits in hexadecimal format). (Range:
0x0600-0xFFFF)

= |lc sap—(Optional) Specifies that the packet type is LLC and the
DSAP-SSAP field (16 bits in hexadecimal format). (Range: OxFFFF)

= llc-snap piad—(Optional) Specifies that the packet type is LLC-SNAP and
the PID field (40 bits in hexadecimal format). (Range: 0x0000000000 -
OxFFFFFFFFFF)

= discard—Specifies discarding the packets.

= bridge—Specifies bridging (forwarding) the packets

Default Configuration

= [f the user-supplied MAC Multicast address, ethertype and encapsulation
(LLC) specifies a protocol supported on the device (called Peer), the default
action (discard or bridge) is determined by the protocol.

= |f not, the default action is as follows:

- For MAC addresses in the range 01-80-C2-00-00-00,
01-80-C2-00-00-02- 01-80-C2-00-00-0F, the default is discard.

= For MAC addresses in the range 00-80-C2-00-00-10-
01-80-C2-00-00-2F, the default is bridge.
Command Mode

Global Configuration mode

User Guidelines

If the packet/service type (ethertype/encapsulation) is not specified, the
configuration is relevant to all the packets with the configured MAC address.

Specific configurations (that contain service type) have precedence over less
specific configurations (contain only MAC address).

The packets that are bridged are subject to security ACLs.
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The actions define by this command has precedence over forwarding rules
defined by applications/protocols (STP, LLDP etc.) supported on the device.

Example

switchxxxxxx(config)# bridge multicast reserved-address 00:3f:bd:45:5a:bl

4.35 show bridge multicast
reserved-addresses

To display the Multicast reserved-address rules, use the show bridge multicast
reserved-addresses Privileged EXEC mode command.

Syntax

show bridge multicast reserved-addresses

Command Mode

Privileged EXEC mode

Example

switchxxxxxx # show bridge multicast reserved-addresses

MAC Address Frame Type Protocol Action

01-80-C2-00-00-00  LLC-SNAP 00-00-0C-01-29 Bridge
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5.1 aaa authentication login

Use the aaa authentication login Global Configuration mode command to set one
or more authentication methods to be applied during login. Use the no form of this
command to restore the default authentication method.

Syntax

aaa authentication login {default | /ist-name} method 7 [method?2..]

no aaa authentication login {default | /ist-name}

Parameters

= default—Uses the authentication methods that follow this argument as the
default method list when a user logs in (this list is unnamed).

= /ist-name—Specifies a name of a list of authentication methods activated
when a user logs in. (Length: 1-12 characters)

=  method1[methodZ2.]—Specifies a list of methods that the authentication
algorithm tries (in the given sequence). Each additional authentication
method is used only if the previous method returns an error, not if it fails. To
ensure that the authentication succeeds even if all methods return an error,
specify none as the final method in the command line. Select one or more
methods from the following list:

Keyword  Description

enable Uses the enable password for authentication.
line Uses the line password for authentication.
local Uses the locally-defined usernames for

authentication.

none Uses no authentication.
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Keyword  Description

radius Uses the list of all RADIUS servers for authentication.

Uses the list of all TACACS+ servers for

tacacs . .
authentication.

Default Configuration

If no methods are specified, the default are the locally-defined users and
passwords. This is the same as entering the command aaa authentication login
local.

Command Mode

Global Configuration mode

User Guidelines

Create a list of authentication methods by entering this command with the
list-name parameter where /ist-nameis any character string. The method
arguments identifies the list of methods that the authentication algorithm tries, in
the given sequence.

The default and list names created with this command are used with the login
authentication command.

The no aaa authentication login /ist-name command deletes a list-name only if it
has not been referenced by another command.

Example

The following example sets the authentication login methods for the console.

switchxxxxxx(config)# aaa authentication login authen-list radius local none
switchxxxxxx(config)# line console

switchxxxxxx(config-line)# login authentication authen-list

5.2 aaa authentication enable

The aaa authentication enable Global Configuration mode command sets one or
more authentication methods for accessing higher privilege levels. To restore the
default authentication method, use the no form of this command.
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Syntax
aaa authentication enable {default | /ist-name} method [method?...]}

no aaa authentication enable {default | /ist-name}

Parameters

= default—Uses the listed authentication methods that follow this argument
as the default method list, when accessing higher privilege levels.

= /ist-name —Specifies a name for the list of authentication methods
activated when a user accesses higher privilege levels. (Length: 1-12
characters)

= method[method2.]—Specifies a list of methods that the authentication
algorithm tries, in the given sequence. The additional authentication
methods are used only if the previous method returns an error, not if it fails.
Specify none as the final method in the command line to ensure that the
authentication succeeds, even if all methods return an error. Select one or
more methods from the following list:

Keyword  Description

enable Uses the enable password for authentication.

line Uses the line password for authentication.

none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.

Default Configuration

The enable password command defines the default authentication login method.
This is the same as entering the command aaa authentication enable default
enable.

On a console, the enable password is used if a password exists. If no password is
set, authentication still succeeds. This is the same as entering the command aaa
authentication enable default enable none.

Command Mode

Global Configuration mode
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User Guidelines

Create a list by entering the aaa authentication enable /ist-name method 1
[methodZ..]command where /ist-name is any character string used to name this
list. The method argument identifies the list of methods that the authentication
algorithm tries, in the given sequence.

The default and list names created by this command are used with the enable
authentication command.

All aaa authentication enable requests sent by the device to a RADIUS server
include the username Senabx$., where x is the requested privilege level.

All aaa authentication enable requests sent by the device to a TACACS+ server
include the username that is entered for login authentication.

The additional methods of authentication are used only if the previous method
returns an error, not if it fails. Specify none as the final method in the command line
to ensure that the authentication succeeds even if all methods return an error.

no aaa authentication enable /ist-name deletes list-name if it has not been
referenced.

Example

The following example sets the enable password for authentication for accessing
higher privilege levels.

switchxxxxxx(config)# aaa authentication enable enable-list radius none
switchxxxxxx(config)# line console

switchxxxxxx(config-line)# enable authentication enable-list

5.3 login authentication

The login authentication Line Configuration mode command specifies the login
authentication method list for a remote Telnet or console session. Use the no form
of this command to restore the default authentication method.

Syntax
login authentication {default | /ist-name}

no login authentication
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Parameters

= default—Uses the default list created with the aaa authentication login
command.

= /ist-name—Uses the specified list created with the aaa authentication login
command.
Default Configuration

default

Command Mode

Line Configuration Mode

Examples

Example 1 - The following example specifies the login authentication method as
the default method for a console session.

switchxxxxxx(config)# line console

switchxxxxxx(config-line)# login authentication default

zzzzzzz

Example 2 - The following example sets the authentication login methods for the
console as a list of methods.

switchxxxxxx(config)# aaa authentication login authen-list radius local none
switchxxxxxx(config)# line console

switchxxxxxx(config-line)# login authentication authen-list

5.4 enable authentication

The enable authentication Line Configuration mode command specifies the
authentication method for accessing a higher privilege level from a remote Telnet
or console. Use the no form of this command to restore the default authentication
method.

Syntax

enable authentication {default | /ist-name}
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no enable authentication

Parameters

= default—Uses the default list created with the aaa authentication enable
command.

= /ist-name—Uses the specified list created with the aaa authentication
enable command.
Default Configuration

default.

Command Mode

Line Configuration Mode

Examples

Example 1 - The following example specifies the authentication method as the
default method when accessing a higher privilege level from a console.

switchxxxxxx(config)# line console

switchxxxxxx(config-line)# enable authentication default

Example 2 - The following example sets a list of authentication methods for
accessing higher privilege levels.

switchxxxxxx(config)# aaa authentication enable enable-list radius none
switchxxxxxx(config)# line console

switchxxxxxx(config-line)# enable authentication enable-list

5.5 ip http authentication

The ip http authentication Global Configuration mode command specifies
authentication methods for HTTP server access. Use the no form of this command
to restore the default authentication method.
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Syntax
ip http authentication aaa login-authentication method 7 [method?Z..]

no ip http authentication aaa login-authentication

Parameters

= method [method2.]—Specifies a list of methods that the authentication
algorithm tries, in the given sequence. The additional authentication
methods are used only if the previous method returns an error, not if it fails.
Specify none as the final method in the command line to ensure that the
authentication succeeds, even if all methods return an error. Select one or
more methods from the following list:

Keyword Description

local Uses the local username database for authentication.

none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.

tacacs Uses the list of all TACACS+ servers for
authentication.

Default Configuration

The local user database is the default authentication login method. This is the
same as entering the ip http authentication local command.

Command Mode

Global Configuration mode

User Guidelines

The command is relevant for HTTP and HTTPS server users.

Example

The following example specifies the HTTP access authentication methods.

switchxxxxxx(config)# ip http authentication aaa login-authentication radius

local none
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5.6 show authentication methods

The show authentication methods Privileged EXEC mode command displays
information about the authentication methods.

Syntax

show authentication methods

Parameters

N/A

Default Configuration

N/A

Command Mode

Privileged EXEC mode

Example

The following example displays the authentication configuration:

switchxxxxxx# show

authentication methods
Login Authentication Method Lists
Default: Radius, Local, Line

Console_Login: Line, None

Enable Authentication Method Lists

Default: Radius, Enable

Console_Enable(with authorization): Enable, None
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Line Login Method List Enable Method List
Console Console_Login Console_Enable
Telnet Default Default

SSH Default Default

HTTP, HHTPS: Radius, local
Dotlx: Radius

5.7 password

Use the password Line Configuration mode command to specify a password on a
line (also known as an access method, such as a console or Telnet). Use the no
form of this command to return to the default password.

Syntax
password password [encrypted]

no password

Parameters
= password—Specifies the password for this line. (Length: 0- 159 characters)
= encrypted—Specifies that the password is encrypted and copied from
another device configuration.
Default Configuration

No password is defined.

Command Mode

Line Configuration Mode

Example

The following example specifies the password ‘secret’ on a console.

switchxxxxxx(config)# line console
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switchxxxxxx(config-line)# password secret

5.8 enable password

Use the enable password Global Configuration mode command to set a local
password to control access to normal and privilege levels. Use the no form of this
command to return to the default password.

Syntax

enable password [level privilege-level {unencrypted-password|encrypted
encrypted-password)

no enable password [level /evel]

Parameters

= level privilege-leve/—Level for which the password applies. If not specified,
the level is 15. (Range: 1-15)

= unencrypted-passworad—Password for this level. (Range: 0-159 chars)

= password encrypted encrypted-password—Specifies that the password
is encrypted. Use this keyword to enter a password that is already
encrypted (for instance that you copied from another the configuration file
of another device). (Range: 1-40)
Default Configuration

Default for level is 15.

Passwords are encrypted by default.

Command Mode

Global Configuration mode

User Guidelines

When the administrator configures a new enable password, this password is
encrypted automatically and saved to the configuration file. No matter how the
password was entered, it appears in the configuration file with the keyword
encrypted and the encrypted value.

If the administrator wants to manually copy a password that was configured on
one switch (for instance, switch B) to another switch (for instance, switch A), the
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administrator must add encrypted in front of this encrypted password when
entering the enable command in switch A. In this way, the two switches will have
the same password.

Passwords are encrypted by default. You only are required to use the encrypted
keyword when you are actually entering an encrypted keyword.

Examples

Example 1 - The command sets a password that has already been encrypted. It
will copied to the configuration file just as it is entered. To use it, the user must
know its unencrypted form.

switchxxxxxx(config)# enable password encrypted
4b529£21c93d4706090285b0c10172eb073Ffebc4

Example 2 - The command sets an unencrypted password for level 7 (it will be
encrypted in the configuration file).

switchxxxxxx(config)# enable password level 7 let-me-in

5.9 service password-recovery

Use the service password-recovery Global Configuration mode command to
enable the password-recovery mechanism. This mechanism allows an end user,
with physical access to the console port of the device, to enter the boot menu and
trigger the password recovery process. Use the no service password-recovery
command to disable the password-recovery mechanism. When the
password-recovery mechanism is disabled, accessing the boot menu is still
allowed and the user can trigger the password recovery process. The difference
is, that in this case, all the configuration files and all the user files are removed. The
following log message is generated to the terminal: “All the configuration and user
files were removed”.

Syntax
service password-recovery

no service password-recovery
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Parameters

N/A

Default Configuration

The service password recovery is enabled by default.

Command Mode

Global Configuration mode

User Guidelines

= |f password recovery is enabled, the user can access the boot menu and
trigger the password recovery in the boot menu. All configuration files and
user files are kept.

= [|f password recovery is disabled, the user can access the boot menu and
trigger the password recovery in the boot menu. The configuration files
and user files are removed.

= |f a device is configured to protect its sensitive data with a user-defined
passphrase for (Secure Sensitive Data), then the user cannot trigger the
password recovery from the boot menu even if password recovery is
enabled.

= [f a device is configured to protect its sensitive data with a user-defined
passphrase for (Secure Sensitive Data), then the user cannot trigger the
password recovery from the boot menu even if password recovery is
enabled.

Example

The following command disables password recovery:

switchxxxxxx(config)# no service password recovery

Note that choosing to use Password recovery option in the Boot Menu during
the boot process will remove the configuration files and the user files.
Would you like to continue ? Y/N.
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5.10 username

Use the username Global Configuration mode command to establish a
username-based authentication system. Use the no form to remove a user name.

Syntax

username name {nopassword | {password {unencrypted-password|{encrypted
encrypted-passworad}} | {privilege privilege-level{unencrypted-password|
{encrypted encrypted-passworal}}

NO username name

Parameters
= name—The name of the user. (Range: 1-20 characters)
= npopassword—No password is required for this user to log in.
= password—Specifies the password for this username. (Range: 1-64)

= unencrypted-password—The authentication password for the user. (Range:
1-159)

= encrypted encrypted-password—Specifies that the password is MD5
encrypted. Use this keyword to enter a password that is already encrypted
(for instance that you copied from another the configuration file of another
device). (Range: 1-40)

= privilege privilege-level —Privilege level for which the password applies. If
not specified the level is 1. (Range: 1-15).
Default Configuration

No user is defined.

Command Mode

Global Configuration mode

Usage Guidelines

The last level 15 user (regardless of whether it is the default user or any user)
cannot be removed and cannot be a remote user.
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Examples

Example 1 - Sets an unencrypted password for user tom (level 15). It will be
encrypted in the configuration file.

switchxxxxxx(config)# username tom password 1234

Example 2 - Sets a password for user jerry (level 15) that has already been
encrypted. It will be copied to the configuration file just as it is entered. To use it,
the user must know its unencrypted form.

switchxxxxxx(config)# username jerry privilege 15 encrypted
4b529121c93d4706090285b0c10172eb073Ffebc4

5.11 show users accounts

The show users accounts Privileged EXEC mode command displays information
about the users local database.

Syntax

show users accounts

Parameters

N/A

Default Configuration

N/A

Command Mode

Privileged EXEC mode

Example

The following example displays information about the users local database:
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switchxxxxxx# show users accounts

Password
Username Privilege Expiry date
Bob 15 Jan 18 2005
Robert 15 Jan 19 2005

Smith 15

The following table describes the significant fields shown in the display:

Field Description
Username The user name.
Privilege The user’s privilege level.

Password Expiry The user's password expiration date.
date

5.12 aaa accounting login

Use the aaa accounting login command in Global Configuration mode to enable
accounting of device management sessions. Use the no form of this command to
disable accounting.

Syntax
aaa accounting login start-stop group {radius | tacacs+}

no aaa accounting login start-stop

Parameters
= group radius—Uses a RADIUS server for accounting.

= group tacacs+—Uses a TACACS+ server for accounting.

Default Configuration

Disabled

Command Mode

Global Configuration mode
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User Guidelines

This command enables the recording of device management sessions (Telnet,
serial and WEB but not SNMP).

It records only users that were identified with a username (e.g. a user that was
logged in with a line password is not recorded).

If accounting is activated, the device sends a “start”/“stop” messages to a RADIUS
server when a user logs in / logs out respectively.

The device uses the configured priorities of the available RADIUS/TACACS+
servers in order to select the RADIUS/TACACS+ server.

The following table describes the supported RADIUS accounting attributes
values, and in which messages they are sent by the switch.

Name Start Stop Description
Messag Message
€

User-Name (1) Yes Yes User’s identity.

NAS-IP-Address (4) Yes Yes The switch IP address that is
used for the session with the
RADIUS server.

Class (25) Yes Yes Arbitrary value is included in all
accounting packets for a specific
session.

Called-Station-ID Yes Yes The switch IP address that is

(30) used for the management
session.

Calling-Station-ID Yes Yes The user IP address.

(31)

Acct-Session-ID Yes Yes A unique accounting identifier.

(44)

Acct-Authentic (45) Yes Yes Indicates how the supplicant was
authenticated.

Acct-Session-Time  No Yes Indicates how long the user was

(46) logged in.

Acct-Terminate-Cau No Yes Reports why the session was

se (49) terminated.
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The following table describes the supported TACACS+ accounting arguments
and in which messages they are sent by the switch.

Name Description Start Stop Message
Message

task_id A unique accounting session Yes Yes
identifier.

user username that is entered for Yes Yes
login authentication

rem-addr IP address.of the user Yes Yes

elapsed-time Indicates how long the user No Yes
was logged in.

reason Reports why the session was  No Yes
terminated.

Example

switchxxxxxx(config)# aaa accounting login start-stop group radius

5.13 aaa accounting dot1x

To enable accounting of 802.1x sessions, use the aaa accounting dot1x Global
Configuration mode command. Use the no form of this command to disable
accounting.

Syntax
aaa accounting dot1x start-stop group radius

no aaa accounting dot 1x start-stop group radius

Parameters

N/A

Default Configuration

Disabled

Command Mode

Global Configuration mode
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User Guidelines
This command enables the recording of 802.1x sessions.

If accounting is activated, the device sends start/stop messages to a RADIUS
server when a user logs in / logs out to the network, respectively.

The device uses the configured priorities of the available RADIUS servers in order
to select the RADIUS server.

If a new supplicant replaces an old supplicant (even if the port state remains
authorized), the software sends a stop message for the old supplicant and a start
message for the new supplicant.

In multiple sessions mode (dot1x multiple-hosts authentication), the software
sends start/stop messages for each authenticated supplicant.

In multiple hosts mode (dot 1x multiple-hosts), the software sends start/stop
messages only for the supplicant that has been authenticated.

The software does not send start/stop messages if the port is force-authorized.

The software does not send start/stop messages for hosts that are sending traffic
on the guest VLAN or on the unauthenticated VLANS.

The following table describes the supported Radius accounting Attributes Values
and when they are sent by the switch.

Name Start Stop  Description
User-Name (1) Yes Yes Supplicant’s identity.
NAS-IP-Address (4) Yes Yes The switch IP address

that is used for the
session with the
RADIUS server.

NAS-Port (D) Yes Yes The switch port from
where the supplicant
has logged in.

Class (25) Yes Yes The arbitrary value that

is included in all
accounting packets for
a specific session.

Called-Station-ID (30) Yes Yes The switch MAC

address.
Calling-Station-ID (31) Yes Yes The supplicant MAC
address.
Acct-Session-ID (44) Yes Yes A unique accounting
identifier.
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Name Start Stop  Description

Acct-Authentic (45) Yes Yes Indicates how the
supplicant was
authenticated.

Acct-Session-Time (46) No Yes Indicates how long the
supplicant was logged
in.

Acct-Terminate-Cause  No Yes Reports why the

(49) session was
terminated.

Nas-Port-Type (61) Yes Yes Indicates the supplicant

physical port type.

Example

switchxxxxxx(config)# aaa accounting dotlx start-stop group radius

5.14 show accounting

The show accounting EXEC mode command displays information as to which type
of accounting is enabled on the switch.

Syntax

show accounting

Parameters

N/A

Default Configuration

N/A

Command Mode

User EXEC mode

Example

The following example displays information about the accounting status.
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switchxxxxxx# show accounting
Login: Radius

802.1x: Disabled

5.15 passwords complexity enable

Use the passwords complexity enable Global Configuration mode command to
enforce minimum password complexity. The no form of this command disables
enforcing password complexity.

Syntax
passwords complexity enable

no passwords complexity enable

Parameters

N/A

Default Configuration

Enabled

Command Mode

Global Configuration mode

User Guidelines
If password complexity is enabled, the user is forced to enter a password that:
= Has a minimum length of 8 characters.

= Contains characters from at least 3 character classes (uppercase letters,
lowercase letters, numbers, and special characters available on a standard
keyboard).

= |s different from the current password.
= Contains no character that is repeated more than 3 times consecutively.

= Does not repeat or reverse the user name or any variant reached by
changing the case of the characters.
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= Does not repeat or reverse the manufacturer's name or any variant reached
by changing the case of the characters.

You can control the above attributes of password complexity with specific
commands described in this section.

If you have previously configured other complexity settings, then those settings
are used. This command does not wipe out the other settings. It works only as a
toggle.

Example

The following example configures requiring complex passwords that fulfill the
minimum requirements specified in the User Guidelines above.

switchxxxxxx(config)# passwords complexity enable
switchxxxxxx# show passwords configuration

Passwords aging is enabled with aging time 180 days.

Passwords complexity is enabled with the following attributes:
Minimal length: 3 characters

Minimal classes: 3

New password must be different than the current: Enabled

Maximum consecutive same characters: 3

New password must be different than the user name: Enabled

New password must be different than the manufacturer name: Enabled

SWiItChXXXXXX#

5.16 passwords complexity

Use the passwords complexity Global Configuration mode commands to control
the minimum requirements from a password when password complexity is
enabled. Use the no form of these commands to return to default.

Syntax

passwords complexity {min-length numben | {min-classes numbern | not-current |
{no-repeat numben | not-username | not-manufacturer-name
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no passwords complexity min-length | min-classes | not-current | no-repeat|
not-username | not-manufacturer-name

Parameters

= min-length number—Sets the minimal length of the password. (Range: O-
64)

= min-classes number—Sets the minimal character classes (uppercase
letters, lowercase letters, numbers, and special characters available on a
standard keyboard). (Range: 0-4)

= not-current—Specifies that the new password cannot be the same as the
current password.

= no-repeat number—Specifies the maximum number of characters in the
new password that can be repeated consecutively. Zero specifies that
there is no limit on repeated characters. (Range: 0-16)

= not-username—Specifies that the password cannot repeat or reverse the
user name or any variant reached by changing the case of the characters.

= not-manufacturer-name—Specifies that the password cannot repeat or
reverse the manufacturer’s name or any variant reached by changing the
case of the characters.
Default Configuration
The minimal length is 8.
The number of classes is 3.
The default for no-repeat is 3.

All the other controls are enabled by default.

Command Mode

Global Configuration mode

Example

The following example configures the minimal required password length to 8
characters.

switchxxxxxx(config)# passwords complexity min-length 8
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5.17 passwords aging

Use the passwords aging Global Configuration mode command to enforce
password aging. Use the no form of this command to return to default.

Syntax
passwords aging days

no passwords aging

Parameters
=  days—Specifies the number of days before a password change is forced.
You can use 0 to disable aging. (Range: 0-365).
Default Configuration

180

Command Mode

Global Configuration mode

User Guidelines

Aging is relevant only to users of the local database with privilege level 15 and to
enable a password of privilege level 15.

To disable password aging, use passwords aging O.

Using no passwords aging sets the aging time to the default.

Example

The following example configures the aging time to be 24 days.

switchxxxxxx(config)# passwords aging 24

5.18 show passwords configuration

The show passwords configuration Privilieged EXEC mode command displays
information about the password management configuration.
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Syntax

show passwords configuration

Parameters

N/A

Default Configuration

N/A

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show passwords configuration
Passwords aging is enabled with aging time 180 days.
Passwords complexity is enabled with the following attributes:
Minimal length: 3 characters
Minimal classes: 3
New password must be different than the current: Enabled
Maximum consecutive same characters: 3
New password must be different than the user name: Enabled
New password must be different than the manufacturer name: Enabled
Enable Passwords

Level

15

Line Passwords
Line

Console
Telnet

SSH
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6.1 boot host auto-config

Use the boot host auto-config Global Configuration mode command to enable
auto configuration via DHCP. Use the no form of this command to disable DHCP
auto configuration.

Syntax
boot host auto-config [tftp | scp | auto [extension]]

no boot host auto-config

Parameters
= tftp—Only the TFTP protocol is used by auto-configuration.
= scp—Only the SCP protocol is used by auto-configuration.

= auto—(Default) Auto-configuration uses the TFTP or SCP protocol depending
on the configuration file's extension. If this option is selected, the extension
parameter may be specified or, if not, the default extension is used.

= extension—The SCP file extension. When no value is specified, 'scp'is
used. (Range: 1-16 characters)

Default Configuration

Enabled by default with the auto option.

Command Mode

Global Configuration mode

User Guidelines

The TFTP or SCP protocol is used to download/upload a configuration file.
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Examples

Example 1. The following example specifies the auto mode and specifies "scon” as
the SCP extension:

switchxxxxxx(config)# boot host auto-config auto scon

Example 2. The following example specifies the auto mode and does not provide
an SCP extension.

In this case "scp" is used.
switchxxxxxx(config)# boot host auto-config auto

Example 3. The following example specifies that only the SCP protocol will be
used:

switchxxxxxx(config)# boot host auto-config scp

6.2 boot host auto-update

Use the boot host auto-update Global Configuration mode command to enable the
support of auto update via DHCP. Use the no form of this command to disable
DHCP auto configuration.

Syntax
boot host auto-update [tftp | scp | auto [extension]]

no boot host auto-update

Parameters
= tftp—Only the TFTP protocol is used by auto-update.
= scp—Only the SCP protocol is used by auto-update.

= auto (Default)—Auto-configuration uses the TFTP or SCP protocol
depending on the Indirect image file's extension. If this option is selected,
the extension parameter may be specified or, if not, the default extension is
used.
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= extension—The SCP file extension. When no value is specified, 'scp' is used.
(Range: 1-16 characters)
Default Configuration

Enabled by default with the auto option.

Command Mode

Global Configuration mode

User Guidelines

The TFTP or SCP protocol is used to download/upload an image file.

Examples

Example 1—The following example specifies the auto mode and specifies "scon”
as the SCP extension:

switchxxxxxx(config)# boot host auto-update auto scon

Example 2—The following example specifies the auto mode and does not provide
an SCP extension. In this case "scp" is used.

switchxxxxxx(config)# boot host auto-update auto

Example 3—The following example specifies that only the SCP protocol will be
used:

switchxxxxxx(config)# boot host auto-update scp

6.3 show boot

Use the show boot Privilege EXEC mode command to show the status of the IP
DHCP Auto Config process.

Syntax

show boot
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Parameters

N/A

Default Configuration

N/A

Command Mode

Privileged EXEC mode

Examples

switchxxxxxx# show boot
Auto Config
Config Download via DHCP: enabled
Download Protocol: auto
SCP protocol will be used for files with extension: scp
Configuration file auto-save: enabled
Auto Config State: Finished successfully
Server IP address: 1.2.20.2
Configuration filename: /config/configfilel.cfg
Auto Update

Image Download via DHCP: enabled

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enabled

Download Protocol: scp

Configuration file auto-save: enabled

Auto Config State: Opening <hostname>-config file

Auto Update

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide 203



6 Auto-Update and Auto-Configuration

Image Download via DHCP: enabled

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enabled

"Download Protocol: scp

Configuration file auto-save: enabled

Auto Config State: Downloading configuration file
Auto Update

Image Download via DHCP: enabled

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enabled

Download Protocol: tftp

Configuration file auto-save: enabled

Auto Config State: Searching device hostname in indirect file
Auto Update

Image Download via DHCP: enabled

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enabled
Download Protocol: tftp

Configuration file auto-save: enabled

Auto Update
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Image Download via DHCP: enabled
Auto Update State: Downloaded indirect image file

Indirect Image filename: /image/indirectimage.txt

6.4 ip dhcp tftp-server ip address

Use the ip dhcp tftp-server ip address Global Configuration mode command to
set the backup server’s IP address. This address server as the default address
used by a switch when it has not been received from the DHCP server. Use the no
form of the command to return to default.

Syntax
ip dhcp tftp-server ip address /jp-adar

no ip dhcp tftp-server ip address

Parameters

= jp-addr—IPv4 Address, or IPv6 Address or DNS name of TFTP or SCP
server.

Default Configuration

No IP address

Command Mode

Global Configuration mode

User Guidelines

The backup server can be a TFTP server or a SCP server.

Examples

Example 1. The example specifies the IPv4 address of TFTP server:

switchxxxxxx(config)# Ip dhcp tftp-server ip address 10.5.234.232
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Example 2. The example specifies the IPv6 address of TFTP server:

switchxxxxxx(config)# Ip dhcp tftp-server ip address 3000:1::12

Example 3. The example specifies the IPv6 address of TFTP server:

switchxxxxxx(config)# ip dhcp tftp-server ip address tftp-server.company.com

6.5 ip dhcp tftp-server file

Use the ip dhcp tftp-server file Global Configuration mode command to set the full
file name of the configuration file to be downloaded from the backup server when
it has not been received from the DHCP server. Use the no form of this command
to remove the name.

Syntax
ip dhcp tftp-server file file-path
no ip dhcp tftp-server file

Parameters

= file-path—Full file path and name of the configuration file on the server.

Default Configuration

No file name

Command Mode

Global Configuration mode

User Guidelines

The backup server can be a TFTP server or an SCP server.

Examples

switchxxxxxx(config)# ip dhcp tftp-server file conf/conf-file
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6.6 ip dhcp tftp-server image file

Use the ip dhcp tftp-server image file Global Configuration mode command to set
the indirect file name of the image file to be downloaded from the backup server
when it has not been received from the DHCP server. Use the no form of this
command to remove the file name.

Syntax
ip dhcp tftp-server image file file-path

no ip dhcp tftp-server image file

Parameters
= file-path—Full indirect file path and name of the configuration file on the
server.
Default Configuration

No file name

Command Mode

Global Configuration mode

User Guidelines

The backup server can be a TFTP server or a SCP server.

Examples

switchxxxxxx(config)# ip dhcp tftp-server image filei mag/ i mag-file

6.7 show ip dhcp tftp-server

Use the show ip dhcp tftp-server EXEC mode command to display information
about the backup server.

Syntax

show ip dhcp tftp-server
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Parameters

N/A

Default Configuration

N/A

Command Mode

User EXEC mode

User Guidelines

The backup server can be a TFTP server or a SCP server.

Example

show ip dhcp tftp-server

server address

active 1.1.1.1 from sname

manual 2.2.2.2

file path on server

active conf/conf-file from option 67

manual conf/conf-filel
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7.1 bonjour enable

To enable Bonjour globally, use the bonjour enable command in Global
Configuration mode. To disable Bonjour globally, use the no format of the
command.

Syntax
bonjour enable

no bonjour enable.

Default Configuration

Enable

Command Mode

Global Configuration mode

Examples

switchxxxxxx(config)# bonjour enable

7.2  bonjour interface range

To add L2 interfaces to the Bonjour L2 interface list, use the bonjour interface
range command in Global Configuration mode. To remove L2 interfaces from this
list, use the no format of the command.

Syntax
bonjour interface range /nterface-list

no bonjour interface range [/nterface-/is{
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Parameters

= jnterface-list—Specifies a list of interfaces. Only interfaces supporting L2
Multicast forwarding can be specified. The follow: LAN and point, which
support be of the following types: OOB, Ethernet port, Port-channel, and
VLAN.
Default Configuration

The list includes the Default VLAN and OOB.

Command Mode

Global Configuration mode

User Guidelines

The Bonjour L2 interface list specifies a set of interfaces on which Bonjour is
enabled.

Use the bonjour interface range /nterface-/ist command, to add the specified
interfaces to the Bonjour L2 interface list.

Use the no bonjour interface range /interface-/ist command, to remove the
specified interfaces from the Bonjour L2 interface list.

Use the no bonjour interface range command, to clear the Bonjour L2 interface list.

Examples

switchxxxxxx(config)# bonjour interface range VLAN 100-103

7.3 show bonjour

To display Bonjour information, use the show bonjour command in Privileged EXEC
mode.

Syntax

show bonjour [/interface-id]

Parameters

= nterface-id—Specifies an interface.
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Command Mode

Privileged EXEC mode

Examples

The example displays Bonjour status.

switchxxxxxx# show bonjour
Bonjour global status: enabled

Bonjour L2 interfaces list: vlans 1

Service Admin Status Oper Status
csco-sb enabled enabled
http enabled enabled
https enabled disabled
ssh enabled disabled
telnet enabled disabled
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8.1 cdp advertise-v2

To specify version 2 of transmitted CDP packets, use the cdp advertise-v2
command in Global Configuration mode. To specify version 1, use the no form of
this command.

Syntax
cdp advertise-v2

no cdp advertise-v2

Parameters

N/A

Default Configuration

Version 2.

Command Mode

Global Configuration mode

Example

switchxxxxxx(config)# cdp run

switchxxxxxx(config)# cdp advertise-v2

8.2 cdp appliance-tlv enable

To enable sending of the Appliance TLV, use the cdp appliance-tlv enable
command in Global Configuration mode. To disable the sending of the Appliance
TLV, use the no form of this command.
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Syntax
cdp appliance-tlv enable

no cdp appliance-tlv enable

Parameters

N/A

Default Configuration

Enabled

Command Mode

Global Configuration mode

User Guidelines
This MIB specifies the Voice Vlan ID (VVID) to which this port belongs:

= 0—The CDP packets transmitting through this port contain Appliance
VLAN-ID TLV with value of 0. VoIP and related packets are expected to be
sent and received with VLAN-ID=0 and an 802.1p priority.

= 1.4094—The CDP packets transmitting through this port contain Appliance
VLAN-ID TLV with N. VoIP and related packets are expected to be sent and
received with VLAN-ID=N and an 802.1p priority.

= 4095—The CDP packets transmitting through this port contain Appliance
VLAN-ID TLV with value of 4095. VolIP and related packets are expected to
be sent and received untagged without an 802.1p priority.

= 4096—The CDP packets transmitting through this port do not include
Appliance VLAN-ID TLV; or, if the VVID is not supported on the port, this MIB
object will not be configurable and will return 4096.

Example

switchxxxxxx(config)# cdp appliance-tlv enable
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8.3 cdp device-id format

To specify the format of the Device-ID TLV, use the cdp device-id format command
in Global Configuration mode. To return to default, use the no form of this
command.

Syntax
cdp device-id format {mac | serial-number | hostname}

no cdp device-id format

Parameters

=  mac—Specifies that the Device-ID TLV contains the device’s MAC address.

= serial-number—Specifies that Device-ID TLV contains the device’s
hardware serial number.

= hostname—Specifies that Device-ID TLV contains the device’s hostname.

Default Configuration

MAC address is selected by default.

Command Mode

Global Configuration mode

Example

switchxxxxxx(config)# cdp device-id format serial-number

8.4 cdp enable

Tp enable CDP on interface, use the cdp enable command in Interface (Ethernet)
Configuration mode. To disable CDP on an interface, use the no form of the CLI
command.

Syntax

cdp enable
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Parameters

N/A

Default Configuration

Enabled

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

For CDP to be enabled on an interface, it must first be enabled globally using cdp
advertise-v2.

Example

switchxxxxxx(config)# cdp run
switchxxxxxx(config-if)# interface tel/0/1

switchxxxxxx(config-if)# cdp enable

8.5 cdp holdtime

To specify a value of the Time-to-Live field into sent CDP messages, use the cdp
holdtime command in Global Configuration mode. To return to default, use the no
form of this command.

Syntax
cdp holdtime seconds

no cdp holdtime

Parameters

seconds—Value of the Time-to-Live field in seconds. The value should be greater
than the value of the Transmission Timer.

Parameters range

seconds— 10 - 255.
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Default Configuration

180 seconds.

Command Mode

Global Configuration mode

Example

switchxxxxxx(config)# cdp holdtime 100

8.6 cdp log mismatch duplex

To enable validating that the duplex status of a port received in a CDP packet
matches the ports actual configuration and generation the SYSLOG duplex
mismatch messages if they do not match, use the cdp log mismatch duplex
command in Global Configuration mode and Interface (Ethernet) Configuration
mode. To disable the generation of the SYSLOG messages, use the no form of the
CLI command.

Syntax
cdp log mismatch duplex

no cdp log mismatch duplex

Parameters

N/A

Default Configuration

The switch reports duplex mismatches from all ports.

Command Mode
Global Configuration mode

Interface (Ethernet) Configuration mode

Example

switchxxxxxx(config)# interface tel/0/1
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switchxxxxxx(config-if)# cdp log mismatch duplex

8.7 cdp log mismatch native

To enable validating that the native VLAN received in a CDP packet matches the
actual native VLAN of the port and generation the SYSLOG VLAN native mismatch
messages if they do not match, use the cdp log mismatch native Global and
Interface Configuration mode command in Global Configuration mode and
Interface (Ethernet) Configuration mode. To disable the generation of the SYSLOG
messages, use the no format of the CLI command.

Syntax
cdp log mismatch native

no cdp log mismatch native

Parameters

N/A

Default Configuration

The switch reports native VLAN mismatches from all ports.

Command Mode
Global Configuration mode

Interface (Ethernet) Configuration mode

Example

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# cdp log mismatch native

8.8 cdp log mismatch voip

To enable validating that the VolP status of the port received in a CDP packet
matches its actual configuration and generation the SYSLOG voip mismatch
messages if they do not match, use the cdp log mismatch voip Global and
Interface Configuration mode command in Global Configuration mode and
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Interface (Ethernet) Configuration mode. To disable the generation of the SYSLOG
messages, use the no format of the CLI command.

Syntax
cdp log mismatch voip

no cdp log mismatch voip

Parameters

N/A

Default Configuration

The switch reports VolP mismatches from all ports.

Command Mode
Global Configuration mode

Interface (Ethernet) Configuration mode

Example

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# cdp log mismatch voip

8.9 cdp mandatory-tlvs validation

To validate that all mandatory (according to the CDP protocol) TLVs are present in
received CDP frames, use the cdp mandatory-tlvs validation command in Global
Configuration mode. To disables the validation, use the no form of this command.

Syntax
cdp mandatory-tlvs validation

no cdp mandatory-tlvs validation

Parameters

N/A
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Default Configuration

Enabled.

Command Mode

Global Configuration mode

User Guidelines

Use the command to delete CDP packets not including all the mandatory TLVs.

Example

This example turns off mandatory TLV validation:

switchxxxxxx(config)# no cdp mandatory-tlvs validation

8.10 cdp pdu

To specify CDP packets handling when CDP is globally disabled, use the cdp pdu
command in Global Configuration mode. To return to default, use the no form of
this command.

Syntax
cdp pdu [filtering | bridging | flooding]
no cdp pdu

Parameters

= filtering—Specify that when CDP is globally disabled, CDP packets are
filtered (deleted).

= bridging—Specify that when CDP is globally disabled, CDP packets are
bridged as regular data packets (forwarded based on VLAN).

= flooding—Specify that when CDP is globally disabled, CDP packets are
flooded to all the ports in the product that are in STP forwarding state,
ignoring the VLAN filtering rules.

Default Configuration

bridging
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Command Mode

Global Configuration mode

User Guidelines

When CDP is globally enabled, CDP packets are filtered (discarded) on
CDP-disabled ports.

In the flooding mode, VLAN filtering rules are not applied, but STP rules are
applied. In case of MSTP, the CDP packets are classified to instance 0.

Example

switchxxxxxx(config)# cdp run

switchxxxxxx(config)# cdp pdu flooding

8.11 cdprun

To enable CDP globally, use the cdp run command in Global Configuration mode.
To disable CDP globally, use the no form of this command.

Syntax
cdp run

no cdp run

Parameters

N/A

Default Configuration

Enabled.

Command Mode

Global Configuration mode

User Guidelines

CDP is a link layer protocols for directly-connected CDP/LLDP-capable devices to
advertise themselves and their capabilities. In deployments where the CDP/LLDP
capable devices are not directly connected and are separated with CDP/LLDP
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8

incapable devices, the CDP/LLDP capable devices may be able to receive the
advertisement from other device(s) only if the CDP/LLDP incapable devices flood
the CDP/LLDP packets they receives. If the CDP/LLDP incapable devices perform
VLAN-aware flooding, then CDP/LLDP capable devices can hear each other only if
they are in the same VLAN. It should be noted that a CDP/LLDP capable device
may receive advertisement from more than one device if the CDP/LLDP incapable
devices flood the CDP/LLDP packets.

To learn and advertise CDP information, it must be globally enabled (it is so by
default) and also enabled on interfaces (also by default).

Example

switchxxxxxx(config)# cdp run

8.12 cdp source-interface

To specify the CDP source port used for source IP address selection, use the cdp
source-interface command in Global Configuration mode. To delete the source
interface, use the no form of this command.

Syntax
cdp source-interface /nterface-id

no cdp source-interface

Parameters

interface-id—Source port used for Source IP address selection.

Default Configuration

No CDP source interface is specified.

Command Mode

Global Configuration mode

User Guidelines

Use the cdp source-interface command to specify an interface whose minimal IP
address will be advertised in the TVL instead of the minimal IP address of the
outgoing interface.
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Example

switchxxxxxx(config)# cdp source-interface tel/0/1

8.13 cdp timer

To specify how often CDP packets are transmitted, use the cdp timer command in
Global Configuration mode. To return to default, use the no form of this command.

Syntax
cdp timer seconds

no cdp timer

Parameters

seconds—Value of the Transmission Timer in seconds. Range: 5-254 seconds.

Default Configuration

60 seconds.

Command Mode

Global Configuration mode

Example

switchxxxxxx(config)# cdp timer 100

8.14 clear cdp counters

To reset the CDP traffic counters to 0O, use the clear cdp counters command in
Privileged EXEC mode.

Syntax

clear cdp counters [global | interface-ia]
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Parameters
= global—Clear only the global counters.
= jnterface-id—Specifies the interface identifier of the counters that should
be cleared.
Command Mode

Privileged EXEC mode

User Guidelines
Use the command clear cdp counters without parameters to clear all the counters.
Use the clear cdp counters global to clear only the global counters.

Use the clear cdp counters /nterface-id command to clear the counters of the
given interface.

Example

Example 1. The example clears all the CDP counters:

switchxxxxxx# clear cdp couters

Example 2. The example clears the CDP global counters.

switchxxxxxx# clear cdp couters global

Example 3. The example clears the CDP counters of Ethernet port te1/0/1:

switchxxxxxx# clear cdp couters interface tel/0/1

8.15 clear cdp table

To delete the CDP Cache tables, use the clear cdp table command in Privileged
EXEC mode.
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Syntax

clear cdp table

Parameters

N/A

Command Mode

Privileged EXEC mode

Example The example deletes all entries from the CDP Cache tables:

switchxxxxxx# clear cdp table

8.16 show cdp

To display the interval between advertisements, the number of seconds the
advertisements are valid and version of the advertisements, use the show cdp
Privileged EXEC mode command in Privileged EXEC mode.

Syntax

show cdp

Parameters

N/A

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show cdp

Global CDP information:
cdp is globally enabled
cdp log duplex mismatch is globally enabled
cdp log voice VLAN mismatch is globally enabled
cdp log native VLAN mismatch is globally disabled
Mandatory TLVs are
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Device-ID TLV (0x0001
Address TLV (0x0002)
Port-1D TLV (0x0003)
Capabilities TLV (0x0004)
Version TLV (0x0005)
Platform TLV (0x0006)

Sending CDPv2 advertisements is enabled

Sending Appliance TLV is enabled

Device ID format is Serial Number

Sending CDP packets every 60 seconds

Sending a holdtime value of 180 seconds

8.17 show cdp entry

To display information about specific neighbors, use the show cdp entry

command in Privileged EXEC mode.

Syntax

show cdp entry {* | device-name} [protocol | version]

Parameters

= *—Specifies all neighbors

= device-name—Specifies the name of the neighbor.

= protocol—Limits the display to information about the protocols enabled on

neighbors.

= version—Limits the display to information about the version of software

running on the neighbors.

Default Configuration

Version

Command Mode

Privileged EXEC mode

Example
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switchxxxxxx# show cdp entry

device.cisco.com
Device ID: device.cisco.com
Advertisement version: 2
Entry address(es):
IP address: 192.168.68.18
CLNS address: 490001.1111.1111.1111.00
DECnet address: 10.1
Platform: cisco 4500, Capabilities: Router
Interface: tel/0/1, Port ID (outgoing port): EthernetO
Holdtime: 125 sec
Version:
Cisco Internetwork Operating System Software
10S (tm) 4500 Software (C4500-J-M), Version 11.1(10.4), MAINTENANCE INTERIM
SOFTWARE
Copyright (c) 1986-1997 by cisco Systems, Inc.
Compiled Mon 07-Apr-97 19:51 by dschwart

switchxxxxxx# show cdp entry device.cisco.com protocol
Protocol information for device.cisco.com:

IP address: 192.168.68.18

CLNS address: 490001.1111.1111.1111.00

DECnet address: 10.1

switchxxxxxx# show cdp entry device.cisco.com version

Version information for device.cisco.com:

Cisco Internetwork Operating System Software

10S (tm) 4500 Software (C4500-J-M), Version 11.1(10.4), MAINTENANCE INTERIM
SOFTWARE

Copyright (c) 1986-1997 by cisco Systems, Inc.

Compiled Mon 07-Apr-97 19:51 by dschwart

8.18 show cdp interface

To display information about ports on which CDP is enabled, use the show cdp
interface command in Privileged EXEC mode.

226

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide



CDP Commands 8

Syntax

show cdp interface interface-id

Parameters

interface-id—Port ID.

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show cdp interface tel/0/1
CDP is globally enabled
CDP log duplex mismatch
Globally is enabled
Per interface is enabled
CDP log voice VLAN mismatch
Globally is enabled
Per interface is enabled
CDP log native VLAN mismatch
Globally is disabled
Per interface is enabled
tel/0/1 is Down, CDP is enabled
Sending CDP packets every 60 seconds

Holdtime is 180 seconds

8.19 show cdp neighbors

To display information about neighbors kept in the main or secondary cache, use
the show cdp neighbors command in Privileged EXEC mode.

Syntax

show cdp neighbors [/interface-id] [detail | secondary]

Parameters

= interface-id—Displays the neighbors attached to this port.
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= detail—Displays detailed information about a neighbor (or neighbors) from
the main cache including network address, enabled protocols, hold time,
and software version.

= secondary—Displays information about neighbors from the secondary
cache.

Default Configuration

If an interface ID is not specified, the command displays information for the
neighbors of all ports.

If detail or secondary are not specified, the default is secondary.

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, 1 - IGMP, r - Repeater,P - VolP Phone,

M - Remotely-Managed Device, C - CAST Phone Port, W - Two-Port MAC Relay
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - VolP Phone
M - Remotely-Managed Device, C - CAST Phone Port,
W - Two-Port MAC Relay
Device ID Local Adv Time To Capability Platform Port 1D

Interface Ver. Live

PTK-SW-A-86.company  gi48 2 147 S Company gi3/39
1.com XX-10R-E
ESW-520-8P gi48 2 153 SIM ESW-520-8P gl
ESW-540-8P gi48 2 146 SIM ESW-540-8P g9
003106131611 gi48 2 143 S Company fa2/1
XX-23R-E
001828100211 gi48 2 173 S Company fa2/2
XX-23R-E
c47d4Ted9302 gi48 2 137 S Company fa2/5
XX-23R-E

switchxxxxxx# show cdp neighbors detail
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Device ID: lab-7206
Advertisement version: 2
Entry address(es):
IP address: 172.19.169.83
Platform: company x5660, Capabilities: Router
Interface: EthernetO, Port ID (outgoing port): tel/0/0
Time To Live : 123 sec
Version :

Company Network Operating System Software

NOS (tm) x5660 Software (D5660-1-N), Version 18.1(10.4), MAINTENANCE INTERIM

SOFTWARE
Copyright (c) 1986-1997 by company Systems, Inc.
Compiled Mon 07-Apr-97 19:51 by xxdeeert
Duplex: half
Device ID: lab-as5300-1
Entry address(es):
IP address: 172.19.169.87
Platform: company TD6780, Capabilities: Router
Device ID: SEP000427D400ED
Advertisement version: 2
Entry address(es):
IP address: 1.6.1.81
Platform: Company IP Phone x8810, Capabilities: Host
Interface: tel/0/1, Port ID (outgoing port): Port 1
Time To Live: 150 sec
Version :
P00303020204
Duplex: full

sysName: a-switch
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Power drawn: 6.300 Watts

switchxxxxxx# show cdp neighbors secondary
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, 1 - IGMP, r - Repeater,
P - VolP Phone,M - Remotely-Managed Device,
C - CAST Phone Port, W - Two-Port MAC Relay
Local Interface tel/0/1, MAC Address: 00:00:01:23:86:9c
TimeToLive: 157
Capabilities: R S
VLAN-1D: 10
Platform: 206VXRYC
Local Interface tel/0/1, MAC Address: 00:00:01:53:86:9c
TimeToLive: 163
Capabilities: R S
VLAN-ID: 10
Platform: ABCD-VSD
Power Available TLV: Request-ID is 1
Power management-ID is 1;
Available-Power is 15.4;
Management-Power-Level is OxFFFFFFFF
Local Interface tel/0/2, MAC Address: 00:00:01:2b:86:9c
TimeToLive: 140
Capabilities: R S
VLAN-1D: 1210
Platform: QACSZ
4-wire Power-via-MDI (UPOE) TLV:
4-pair PoE Supported: Yes
Spare pair Detection/Classification required: Yes
PD Spare Pair Desired State: Disabled

PSE Spare Pair Operational State: Disabled
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Request-ID is 1 Power management-ID is 1;

Local

Available-Power is 15.4;
Management-Power-Level is OxFFFFFFFF

Interface tel/0/2, MAC Address: 00:00:01:2c:86:9c

TimeToLive: 132

Capabilities: T

VLAN-

ID: 1005

Platform: CAT-3000

Field Definitions:

Advertisement version—The version of CDP being used for CDP
advertisements.

Capabilities—The device type of the neighbor. This device can be a router,
a bridge, a transparent bridge, a source-routing bridge, a switch, a host, an
IGMP device, or a repeater.

COS for Untrusted Ports—The COS value with which all packets received
on an untrusted port should be marked by a simple switching device which
cannot itself classify individual packets.

Device ID—The name of the neighbor device and either the MAC address
or the serial number of this device.

Duplex—The duplex state of connection between the current device and
the neighbor device.

Entry address(es)—A list of network addresses of neighbor devices.
Extended Trust—The Extended Trust.

External Port-ID—Identifies the physical connector port on which the CDP
packet is transmitted. It is used in devices, such as those with optical ports,
in which signals from multiple hardware interfaces are multiplexed through
a single physical port. It contains the name of the external physical port
through which the multiplexed signal is transmitted.

Interface—The protocol and port number of the port on the current device.

IP Network Prefix—It is used by On Demand Routing (ODR). When
transmitted by a hub router, it is a default route (an IP address). When
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transmitted by a stub router, it is a list of network prefixes of stub networks
to which the sending stub router can forward IP packets.

Management Address—When present, it contains a list of all the addresses
at which the device will accept SNMP messages, including those it will only
accept when received on interface(s) other than the one over which the
CDP packet is being sent.

MTU—The MTU of the interface via which the CDP packet is sent.
Native VLAN—The ID number of the VLAN on the neighbor device.

Physical Location—A character string indicating the physical location of a
connector which is on, or physically connected to, the interface over which
the CDP packet containing this TLV is sent.

Platform—The product name and number of the neighbor device. In the
case of the Secondary Cache only the 8 last characters of the value are
printed.

Power Available—Every switch interface transmits information in the Power
Available TLV, which permits a device which needs power to negotiate and
select an appropriate power setting. The Power Available TLV includes four
fields.

Power Consumption—The maximum amount of power, in milliwatts,
expected to be obtained and consumed from the interface over which the
CDP packet is sent.

Power Drawn—The maximum requested power.

Note: For IP Phones the value shown is the maximum requested power (6.3
Watts). This value can be different than the actual power supplied by the
routing device (generally 5 watts; shown using the show power command).

Protocol-Hello—Specifies that a particular protocol has asked CDP to
piggyback its "hello" messages within transmitted CDP packets.

Remote Port_ID—Identifies the port the CDP packet is sent on

sysName—An ASCII string containing the same value as the sending
device's sysName MIB object.

sysObjectiD—The OBJECT-IDENTIFIER value of the sending device's
sysObjectID MIB object.
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= Time To Live—The remaining amount of time, in seconds, the current device
will hold the CDP advertisement from a transmitting router before
discarding it.

= Version—The software version running on the neighbor device.
= Voice VLAN-ID—The Voice VLAN-ID.

= VTP Management Domain—A string that is the name of the collective group
of VLANSs associated with the neighbor device.

8.20 show cdp tlv

To display information about TLVs sent by CDP on all ports or on a specific port,
use the show cdp tlv command in Privileged EXEC mode.

Syntax

show cdp tlv [/nterface-id]

Parameters

interface-id—Port ID.

Default Configuration

TLVs for all ports.

Command Mode

Privileged EXEC mode

User Guidelines

You can use the show cdp tlv command to verify the TLVs configured to be sent in
CDP packets. The show cdp tlv command displays information for a single port if
specified or for all ports if not specified. Information for a port is displayed if only
CDP is really running on the port, i.e. CDP is enabled globally and on the port,
which is UP.

Examples:

Example 1 - In this example, CDP is disabled and no information is displayed.

switchxxxxxx# show cdp tlv
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cdp globally is disabled

Example 2 - In this example, CDP is globally enabled but disabled on the port and
no information is displayed.

switchxxxxxx# show cdp tlv tel/0/2

cdp globally is enabled

Capability Codes: R - Router,T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, 1 - IGMP, r - Repeater,

P - VolP Phone,M - Remotely-Managed Device,

C - CAST Phone Port, W - Two-Port MAC Relay

Interface TLV: tel/0/2

CDP is disabled on tel/0/2

Example 3 - In this example, CDP is globally enabled and enabled on the port, but
the port is down and no information is displayed.

switchxxxxxx# show cdp tlv interface tel/0/2

cdp globally is enabled

Capability Codes: R - Router,T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, 1 - IGMP, r - Repeater,

P - VolP Phone,M - Remotely-Managed Device,

C - CAST Phone Port, W - Two-Port MAC Relay

Interface TLV: tel/0/3

CDP is enabled on tel/0/3

Ethernet tel/0/3 is down

Example 4 - In this example, CDP is globally enabled, and no ports are specified,
so information is displayed for all ports on which CDP is enabled who are up.

switchxxxxxx# show cdp tlv interface
cdp globally is enabled

Capability Codes: R - Router,T - Trans Bridge, B - Source Route Bridge
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S - Switch, H - Host, 1 - IGMP, r - Repeater,

P - VolP Phone,M - Remotely-Managed Device,

C - CAST Phone Port, W - Two-Port MAC Relay

Interface TLV: tel/0/1

CDP is enabled

Ethernet tel/0/1 is up,

Device ID TLV: type is MAC address; Value is 00:11:22:22:33:33:44:44

Address TLV: IPv4: 1.2.2.2 IPv6:

Port _ID TLV: tel/0/1

Capabilities: S, |

Version TLV: 1 and 2

Platform TLV: VSD Ardd

Native VLAN TLV: 1

Full/Half Duplex TLV: full-duplex

Appliance VLAN_ID TLV: Appliance-ID is 1; VLAN-ID is 100

COS for Untrusted Ports TLV: 1

sysName: a-switch

4-wire Power-via-MDI (UPOE) TLV:

4-pair PoE Supported: No

Power Available TLV: Request-ID is 1 Power management-ID is 1;
Available-Power is 15.4;
Management-Power-Level is OxFFFFFFFF

Interface TLV: tel/0/2

CDP is disabled on tel/0/2

Interface TLV: tel/0/3

CDP is enabled on tel/0/3

Ethernet tel/0/3 is down

Example 5 - In this example, CDP is globally enabled and enabled on the PSE PoE
port, which is up and information is displayed.

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide 235



Eg CDP Commands

switchxxxxxx# show cdp tlv interface tel/0/1
cdp globally is enabled
Capability Codes: R - Router,T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, 1 - IGMP, r - Repeater,
P - VolP Phone,M - Remotely-Managed Device,
C - CAST Phone Port, W - Two-Port MAC Relay
Interface TLV: tel/0/1
CDP is enabled
Ethernet tel/0/1 is up,
Device ID TLV: type is MAC address; Value is 00:11:22:22:33:33:44:44
Address TLV: IPv4: 1.2.2.2 IPv6:
Port _ID TLV: tel/0/1
Capabilities: S, |
Version TLV: 1 and 2
Platform TLV: VSD Ardd
Native VLAN TLV: 1
Full/Half Duplex TLV: full-duplex
Appliance VLAN_ID TLV: Appliance-ID is 1; VLAN-ID is 100
COS for Untrusted Ports TLV: 1
sysName: a-switch
Power Available TLV: Request-ID is 1 Power management-ID is 1;
Available-Power is 15.4;
Management-Power-Level is OxFFFFFFFF
4-wire Power-via-MDI (UPOE) TLV:
4-pair PoE Supported: Yes
Spare pair Detection/Classification required: Yes
PD Spare Pair Desired State: Disabled
PSE Spare Pair Operational State: Disabled
Request-ID is 1 Power management-ID is 1;
Available-Power is 15.4;

Management-Power-Level is OxFFFFFFFF
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8.21 show cdp traffic

To display the CDP counters, including the number of packets sent and received
and checksum errors, use the show cdp traffic command in Privileged EXEC
mode.

Syntax

show cdp traffic [global | /interface-id]

Parameters
= global—Display only the global counters

= jnteraface-id—Port for which counters should be displayed.

Command Mode

Privileged EXEC mode

User Guidelines

Use the command show cdp traffic without parameters to display all the counters.
Use the show cdp traffic global to display only the global counters.

Use the show cdp traffic /interface-id command to display the counters of the

given port.

Example

switchxxxxxx# show cdp traffic
CDP Global counters:
Total packets output: 81684, Input: 81790
Hdr syntax: 0, Chksum error: 0, Invalid packet: 0
No memory in main cache: 0, in secondary cache: 0
CDP version 1 advertisements output: 100, Input O
CDP version 2 advertisements output: 81784, Input O
tel/0/1
Total packets output: 81684, Input: 81790

Hdr syntax: 0, Chksum error: 0, Invalid packet: 0
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No memory in main cache: 0, in secondary cache: 0
CDP version 1 advertisements output: 100, Input O

CDP version 2 advertisements output: 81784, Input O

tel/0/2

Total packets output: 81684, Input: 81790

Hdr syntax: 0, Chksum error: O, Invalid packet: O

No memory in main cache: 0, in secondary cache: 0

CDP version 1 advertisements output: 100, Input O

CDP version 2 advertisements output: 81784, Input O

Field Definition:

Total packets output—The number of CDP advertisements sent by the local
device. Note that this value is the sum of the CDP Version 1 advertisements
output and CDP Version 2 advertisements output fields.

Input—The number of CDP advertisements received by the local device.
Note that this value is the sum of the CDP Version 1 advertisements input
and CDP Version 2 advertisements input fields.

Hdr syntax—The number of CDP advertisements with bad headers,
received by the local device.

Chksum error—The number of times the checksum (verifying) operation
failed on incoming CDP advertisements.

No memory—The number of times the local device did not have enough
memory to store the CDP advertisements in the advertisement cache table
when the device was attempting to assemble advertisement packets for
transmission and parse them when receiving them.

Invalid—The number of invalid CDP advertisements received.

CDP version 1 advertisements output The number of CDP Version 1
advertisements sent by the local device.

CDP version 1 advertisements Input—The number of CDP Version 1
advertisements received by the local device.

CDP version 2 advertisements output—The number of CDP Version 2
advertisements sent by the local device.

CDP version 2 advertisements Input—The number of CDP Version 2
advertisements received by the local device.
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9.1 absolute

To specify an absolute time when a time range is in effect, use the absolute
command in Time-range Configuration mode. To restore the default configuration,
use the no form of this command.

Syntax

absolute start Ah:mm day month year
no absolute start

absolute end hh:mm day month year
no absolute end

Parameters

= start—Absolute time and date that the permit or deny statement of the
associated function going into effect. If no start time and date are specified,
the function is in effect immediately.

=  end—Absolute time and date that the permit or deny statement of the
associated function is no longer in effect. If no end time and date are
specified, the function is in effect indefinitely.

= hh:mm—Time in hours (military format) and minutes (Range: 0-23, mm: 0-5)
= gay—Day (by date) in the month. (Range: 1-31)

= month—Month (first three letters by name). (Range: Jan...Dec)

= year—Year (no abbreviation) (Range: 2000-2097)

Default Configuration

There is no absolute time when the time range is in effect.

Command Mode

Time-range Configuration mode
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Example

switchxxxxxx(config)# time-range http-allowed
switchxxxxxx(config-time-range)# absolute start 12:00 1 jan 2005

switchxxxxxx(config-time-range)# absolute end 12:00 31 dec 2005

9.2 clock dhcp timezone

To specify that the timezone and the Summer Time (Daylight Saving Time) of the
system can be taken from the DHCP Timezone option, use the clock dhcp
timezone command in Global Configuration mode. To restore the default
configuration, use the no form of this command.

Syntax
clock dhcp timezone

no clock dhcp timezone

Parameters

N/A

Default Configuration

Disabled

Command Mode

Global Configuration mode

User Guidelines

The TimeZone taken from the DHCP server has precedence over the static
TimeZone.

The Summer Time taken from the DHCP server has precedence over static
SummerTime.

The TimeZone and SummerTime remain effective after the IP address lease time
has expired.

The TimeZone and SummerTime that are taken from the DHCP server are cleared
after reboot.
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The no form of the command clears the dynamic Time Zone and Summer Time
from the DHCP server are cleared.

In case of multiple DHCP-enabled interfaces, the following precedence is applied:

- information received from DHCPv6 precedes information received from
DHCPv4

- information received from DHCP client running on lower interface precedes
information received from DHCP client running on higher interfac

Disabling the DHCP client from where the DHCP-TimeZone option was taken,
clears the dynamic Time Zone and Summer Time configuration.

Example

switchxxxxxx(config)# clock dhcp timezone

9.3 clock set

To set the system clock manually, use the clock set command in Privileged EXEC
mode.

Syntax

clock set Afrmm.ss {{day month] | [month da)l} year

Parameters

= hh:mm:ss—Specifies the current time in hours (military format), minutes, and
seconds. (Range: hh: 0-23, mm: 0-59, ss: 0-59)

= day—Specifies the current day of the month. (Range: 1-31)

= month—Specifies the current month using the first three letters of the
month name. (Range: Jan-Dec)

= year—Specifies the current year. (Range: 2000-2037)

Default Configuration

The time of the image creation.

Command Mode

Privileged EXEC mode
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User Guidelines

After boot the system clock is set to the time of the image creation.

Example

The following example sets the system time to 13:32:00 on March 7th, 2005.

switchxxxxxx# clock set 13:32:00 7 Mar 2005

9.4 clock source

To configure an external time source for the system clock, use the clock source
command in Global Configuration mode. To disable the external time source, use
the no form of this command.

Syntax
clock source {sntp | browser}

no clock source {sntp | browser}

Parameters
= sntp—(Optional) Specifies that an SNTP server is the external clock source.

= browser—(Optional) Specifies that if the system clock is not already set
(either manually or by SNTP) and a user login to the device using a WEB
browser (either via HTTP or HTTPS), the system clock will be set according
to the browser’s time information.

Default Configuration

SNTP

Command Mode

Global Configuration mode

User Guidelines
After boot the system clock is set to the time of the image creation.

If no parameter is specified, SNTP will be configured as the time source.
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if the command is executed twice, each time with a different clock source, both
sources will be operational, SNTP has higher priority than time from browser.

Example

The following example configures an SNTP server as an external time source for
the system clock.

switchxxxxxx(config)# clock source sntp
switchxxxxxx(config)# clock source browser
switchxxxxxx(config)# exit

switchxxxxxx# show clock

*10:46:48 UTC May 28 2013

Time source is sntp

Time from Browser is enabled

9.5 clock summer-time

To configure the system to automatically switch to summer time (Daylight Saving
Time), use the clock summer-time command in Global Configuration mode. To
restore the default configuration, use the no form of this command.

Syntax

clock summer-time zone recurring {usa /eu /{week day month hh:mm week day
month hh:mmi} [offsef]

clock summer-time zone date day month year hh.mm date month year hh.mm
[offsef

clock summer-time zone date month day year hh.mm month day year hh:mm
[offsef

no clock summer-time

Parameters

= zone—The acronym of the time zone to be displayed when summer time is
in effect. (Range: up to 4 characters)
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= recurring—Indicates that summer time starts and ends on the
corresponding specified days every year.

= date—Indicates that summer time starts on the first date listed in the
command and ends on the second date in the command.

= usa—The summer time rules are the United States rules.

= eu—The summer time rules are the European Union rules.

= week—Week of the month. Can be 1-5, first to last.

= gay—Day of the week (first three characters by name, such as Sun).
= date—Date of the month. (Range: 1-31)

= month—Month (first three characters by name, such as Feb).

= year—year (no abbreviation). (Range: 2000-2097)

= hh:mm—Time (military format) in hours and minutes. (Range: hhimmhh: 0-23,
mm: 0-59)

= offset—(Optional) Number of minutes to add during summer time (default is
60). (Range: 1440)
Default Configuration

Summer time is disabled.

Command Mode

Global Configuration mode

User Guidelines

In both the date and recurring forms of the command, the first part of the command
specifies when summer time begins, and the second part specifies when it ends.
All times are relative to the local time zone. The start time is relative to standard
time. The end time is relative to summer time. If the starting month is
chronologically after the ending month, the system assumes that you are in the
southern hemisphere.

USA rules for Daylight Saving Time:
= From 2007:
- Start: Second Sunday in March

= End: First Sunday in November
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- Time: 2 AM local time
= Before 2007:
- Start: First Sunday in April
= End: Last Sunday in October
- Time: 2 AM local time
EU rules for Daylight Saving Time:
= Start: Last Sunday in March
= End: Last Sunday in October
= Time: 1.00 am (01:00) Greenwich Mean Time (GMT)

Example

switchxxxxxx(config)# clock summer-time abc date apr 1 2010 09:00 aug 2 2010
09:00

9.6 clock timezone

To set the time zone for display purposes, use the clock timezone command in
Global Configuration mode. To restore the default configuration, use the no form of
this command.

Syntax
clock timezone zone hours-offset | minutes-offsef

no clock timezone

Parameters
= zone—The acronym of the time zone. (Range: Up to 4 characters)
= hours-offset—Hours difference from UTC. (Range: (-12)-(+13))

= minutes-offset—(Optional) Minutes difference from UTC. (Range: 0-59)
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Default Configuration

Coordinated Universal Time (UTC) or Greenwich Mean Time (GMT), which is the
same:

= Offsets are 0.

= Acronym is empty.

Command Mode

Global Configuration mode

User Guidelines

The system internally keeps time in UTC, so this command is used only for display
purposes and when the time is manually set.

Example

switchxxxxxx(config)# clock timezone abc +2 minutes 32

9.7 periodic

To specify a recurring (weekly) time range for functions that support the
time-range feature, use the periodic command in Time-range Configuration mode.
To restore the default configuration, use the no form of this command.

Syntax
periodic day-of-the-week hh.mm to day-of-the-week hh.mm
no periodic day-of-the-week hh.mm to day-of-the-week hh.mm

periodic list hh:mm to hh:mm day-of-the-week 1 [day-of-the-week?2...
day-of-the-week/)

no periodic list hh:mm to hh:mm day-of-the-week 1 [day-of-the-week?...
day-of-the-week/)

periodic list Ah:mm to hh:mm al/

no periodic list hh.mm to hh.mm al/
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Parameters

= gay-of-the-week—The starting day that the associated time range is in
effect. The second occurrence is the ending day the associated statement
is in effect. The second occurrence can be the following week (see
description in the User Guidelines). Possible values are: mon, tue, wed, thu,
fri, sat, and sun.

= hh:mm—The first occurrence of this argument is the starting hours:minutes
(military format) that the associated time range is in effect. The second
occurrence is the ending hours:minutes (military format) the associated
statement is in effect. The second occurrence can be at the following day
(see description in the User Guidelines). (Range: 0-23, mm: 0-59)

= list day-of-the-week 7—Specifies a list of days that the time range is in
effect.

Default Configuration

There is no periodic time when the time range is in effect.

Command Mode

Time-range Configuration mode

User Guidelines

The second occurrence of the day can be at the following week, e.g. Thursday-
Monday means that the time range is effective on Thursday, Friday, Saturday,
Sunday, and Monday.

The second occurrence of the time can be on the following day, e.g. “22:00-2:00".

Example

switchxxxxxx(config)# time-range http-allowed

switchxxxxxx(config-time-range)# periodic mon 12:00 to wed 12:00

9.8 sntp anycast client enable

To enable the SNTP Anycast client, use the sntp anycast client enable command in
Global Configuration mode. To restore the default configuration, use the no form of
this command.
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Syntax

sntp anycast client enable [both lipv4 |ipv6]

Parameters

= both—(Optional) Specifies the IPv4 and IPv6 SNTP Anycast clients are
enabled. If the parameter is not defined it is the default value.

= jpv4—(Optional) Specifies the IPv4 SNTP Anycast clients are enabled.
= jpv6—(Optional) Specifies the IPv6 SNTP Anycast clients are enabled.

Default Configuration

The SNTP anycast client is disabled.

Command Mode

Global Configuration mode

User Guidelines

Use this command to enable the SNTP Anycast client.

Example

The following example enables SNTP Anycast clients.

switchxxxxxx(config)# sntp anycast client enable

9.9 sntp authenticate

To enable authentication for received SNTP traffic from servers, use the sntp
authenticate command in Global Configuration mode. To restore the default
configuration, use the no form of this command.

Syntax
sntp authenticate

no sntp authenticate
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Parameters

N/A

Default Configuration

Authentication is disabled.

Command Mode

Global Configuration mode

Examples

The following example enables authentication for received SNTP traffic and sets
the key and encryption key.

switchxxxxxx(config)# sntp authenticate
switchxxxxxx(config)# sntp authentication-key 8 md5 ClkKey

switchxxxxxx(config)# sntp trusted-key 8

9.10 sntp authentication-key

To define an authentication key for Simple Network Time Protocol (SNTP), use the
sntp authentication-key command in Global Configuration mode. To restore the
default configuration, use the no form of this command.

Syntax
sntp authentication-key key-numbermdS key-value
encrypted sntp authentication-key key-numbermdb encrypted-key-value

no sntp authentication-key key-number

Parameters
= key-number—Specifies the key number. (Range: 1-4294967295)
= key-value—Specifies the key value. (Length: 1-8 characters)

= encrypted-key-value—Specifies the key value in encrypted format.
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Default Configuration

No authentication key is defined.

Command Mode

Global Configuration mode

Examples

The following example defines the authentication key for SNTP.

switchxxxxxx(config)# sntp authentication-key 8 md5 ClkKey
switchxxxxxx(config)# sntp authentication-key 8 md5 ClkKey
switchxxxxxx(config)# sntp trusted-key 8

switchxxxxxx(config)# sntp authenticate

9.11 sntp broadcast client enable

To enable SNTP Broadcast clients, use the sntp broadcast client enable command
in Global Configuration mode. To restore the default configuration, use the no form
of this command.

Syntax
sntp broadcast client enable [both | ipv4 | ipv6]

no sntp broadcast client enable

Parameters

= both—(Optional) Specifies the IPv4 and IPv6 SNTP Broadcast clients are
enabled. If the parameter is not defined it is the default value.

= jpv4—(Optional) Specifies the IPv4 SNTP Broadcast clients are enabled.

= jpv6—(Optional) Specifies the IPv6 SNTP Broadcast clients are enabled.

Default Configuration

The SNTP Broadcast client is disabled.
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Command Mode

Global Configuration mode

User Guidelines

Use the sntp broadcast client enable Interface Configuration mode command to
enable the SNTP Broadcast client on a specific interface.

After entering this command, you must enter the clock source command with the
sntp keyword for the command to be run. If this command is not run, the switch will
not synchronize with Broadcast servers.

Example

The following example enables SNTP Broadcast clients.

switchxxxxxx(config)# sntp broadcast client enable

9.12 sntp client enable

To enable the SNTP Broadcast and Anycast client, use the sntp client enable
command in Global Configuration mode. To restore the default configuration, use
the no form of this command.

Syntax
sntp client enable interface-id

no sntp client enable /nterface-id

Parameters
= jnterface-id—Specifies an interface ID, which can be one of the following
types: Ethernet port, Port-channel or VLAN.
Default Configuration

The SNTP client is disabled.

Command Mode

Global Configuration mode

252

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide



Clock Commands

User Guidelines

Use the sntp client enable command to enable SNTP Broadcast and Anycast
clients.

Example

The following example enables the SNTP Broadcast and Anycast clients on VLAN

100:

switchxxxxxx(config)# sntp client enable vlan 100

9.13 sntp client enable (interface)

To enable the SNTP Broadcast and Anycast client on an interface, use the sntp
client enable command in Interface Configuration mode. To restore the default
configuration, use the no form of this command.

Syntax
sntp client enable

no sntp client enable

Parameters

N/A

Default Configuration

The SNTP client is disabled on an interface.

Command Mode

Interface Configuration mode

User Guidelines

This command enables the SNTP Broadcast and Anycast client on an interface.

Use the no form of this command to disable the SNTP client.
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Example

The following example enables the SNTP broadcast and anycast client on an
interface.

switchxxxxxx(config)# interface vlan 100
switchxxxxxx(config-if)# sntp client enable

switchxxxxxx(config-if)# exit

9.14 sntp server

To configure the device to use the SNTP to request and accept Network Time
Protocol (NTP) traffic from a specified server (meaning to accept system time from
an SNTP server), use the sntp server command in Global Configuration mode. To
remove a server from the list of SNTP servers, use the no form of this command.

Syntax
sntp server {default | {{/p-address| hostname} [poll] [key keyidl}}

no sntp server [jp-address| hostname]

Parameters
= default—Default defined SNTP servers.

= jp-address—Specifies the server IP address. This can be an IPv4, IPv6 or
IPv6z address.

= hostname—Specifies the server hostname. Only translation to IPv4
addresses is supported. (Length: 1-158 characters. Maximum label length
for each part of the hostname: 63 characters)

= poll—(Optional) Enables polling.
= key keyid—(Optional) Specifies the Authentication key to use when sending
packets to this peer. (Range:1-4294967295)
Default Configuration
The following servers with polling and without authentication are defined:

= time-a.timefreq.bldrdoc.gov
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= time-b.timefreqg.bldrdoc.gov

= time-c.timefreq.bldrdoc.gov

Command Mode

Global Configuration mode

User Guidelines

Use the sntp server {/p-address| hostname} [poll] [key keyidl command to define a
SNTP server. The switch supports up to 8 SNTP servers.

Use the sntp server default command to return to the default configuration.

Use the no sntp server jp-address| hostname command to remove one SNTP
server.

Use the no sntp server to remove all SNTP servers.

Example

The following example configures the device to accept SNTP traffic from the
server on 192.1.1.1 with polling.

switchxxxxxx(config)# sntp server 192.1.1.1 poll

9.15 sntp source-interface

To specify the source interface whose IPv4 address will be used as the source
IPv4 address for communication with IPv4 SNTP servers, use the sntp
source-interface command in Global Configuration mode. To restore the default
configuration, use the no form of this command.

Syntax
sntp source-interface /nterface-id

no sntp source-interface

Parameters

= jnterface-id—Specifies the source interface.
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Default Configuration

The source IPv4 address is the IPv4 address defined on the outgoing interface
and belonging to next hop IPv4 subnet.

Command Mode

Global Configuration mode

User Guidelines

If the source interface is the outgoing interface, the interface IP address belonging
to next hop IPv4 subnet is applied.

If the source interface is not the outgoing interface, the minimal IPv4 address
defined on the interface is applied.

If there is no available IPv4 source address, a SYSLOG message is issued when
attempting to communicate with an IPv4 SNTP server.

OOB cannot be defined as a source interface.

Example

The following example configures the VLAN 10 as the source interface.

switchxxxxxx(config)# sntp source-interface vlan 10

9.16 sntp source-interface-ipv6

To specify the source interface whose IPv6 address will be used ad the Source
IPv6 address for communication with IPv6 SNTP servers, use the sntp
source-interface-ipv6 command in Global Configuration mode. To restore the
default configuration, use the no form of this command.

Syntax
sntp source-interface-ipv6 /nterface-id

no sntp source-interface-ipv6

Parameters

= /nterface-id—Specifies the source interface.
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Default Configuration

The IPv6 source address is the IPv6 address defined of the outgoing interface and
selected in accordance with RFC6724.

Command Mode

Global Configuration mode

User Guidelines

The outgoing interface is selected based on the SNTP server's IP address. If the
source interface is the outgoing interface, the IPv6 address defined on the
interfaces and selected in accordance with RFC 6724.

If the source interface is not the outgoing interface, the minimal IPv4 address
defined on the interface and with the scope of the destination IPv6 address is
applied.

If there is no available IPv6 source address, a SYSLOG message is issued when
attempting to communicate with an IPv6 SNTP server.

Example

The following example configures the VLAN 10 as the source interface.

switchxxxxxx(config)# sntp source-interface-ipv6 vlan 10

9.17 sntp trusted-key

To define the trusted key, use the sntp trusted-key command in Global
Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
sntp trusted-key key-number

no sntp trusted-key key-number

Parameters

= key-number—Specifies the key number of the authentication key to be
trusted. (Range: 1-4294967295).
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Default Configuration

No keys are trusted.

Command Mode

Global Configuration mode

User Guidelines

The trusted key is used for authentication of all servers not having personal keys
assigned by the sntp server command.

Examples

The following example authenticates key 8.

switchxxxxxx(config)# sntp trusted-key 8
switchxxxxxx(config)# sntp authentication-key 8 md5 ClkKey
switchxxxxxx(config)# sntp trusted-key 8

switchxxxxxx(config)# sntp authenticate

9.18 sntp unicast client enable

To enable the device to use Simple Network Time Protocol (SNTP) Unicast clients,
use the sntp unicast client enable command in Global Configuration mode. To
disable the SNTP Unicast clients, use the no form of this command.

Syntax
sntp unicast client enable

no sntp unicast client enable

Parameters

N/A

Default Configuration

The SNTP unicast clients are disabled.

258

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide



Clock Commands 9

Command Mode

Global Configuration mode

User Guidelines

Use the sntp server Global Configuration mode command to define SNTP servers.

Example

The following example enables the device to use SNTP Unicast clients.

switchxxxxxx(config)# sntp unicast client enable

9.19 sntp unicast client poll

To enable polling for the SNTP Unicast clients, use the sntp unicast client poll
command in Global Configuration mode. To disable the polling, use the no form of
this command.

Syntax
sntp unicast client poll

no sntp unicast client poll

Parameters

N/A

Default Configuration

Polling is enabled.

Command Mode

Global Configuration mode

User Guidelines

The polling interval is 1024 seconds.
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Example

The following example enables polling for SNTP unicast clients.

switchxxxxxx(config)# sntp unicast client poll

9.20 show clock

To display the time and date from the system clock, use the show clock command
in User EXEC mode.

Syntax

show clock [detail]

Parameters

= detail—(Optional) Displays the time zone and summer time configuration.

Command Mode

User EXEC mode

User Guidelines

Before the time, there is displayed either a star (*), period (.), or blank:
= star (*)—The clock is invalid.
= period ()—The clock was set manually or by Browser.

= blank—The clock was set by SNTP.

Examples

Example 1 - The following example displays the system time and date.

switchxxxxxx# show clock
15:29:03 PDT(UTC-7) Jun 17 2002
Time source is SNTP

Time from Browser is enabled
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Example 2 - The following example displays the system time and date along with

the time zone and summer time configuration.

switchxxxxxx# show clock detail
15:22:55 SUN Apr 23 2012

Time source is sntp

Time from Browser is enabled

Time zone (DHCPv4 on VLAN1):

Acronym is RAIN

Offset is UTC+2

Time zone (Static):

Offset is UTC+0

Summertime (DHCPv4 on VLAN1):

Acronym is SUN

Recurring every year.

Begins at first Sunday of Apr at 02:00.

Ends at first Tuesday of Sep at 02:00.
Offset is 60 minutes.

Summertime (Static):

Acronym is GMT

Recurring every year.

Begins at first Sunday of Mar at 10:00.

Ends at first Sunday of Sep at 10:00.
Offset is 60 minutes.

DHCP timezone: Enabled

9.21 show sntp configuration

To display the SNTP configuration on the device, use the show sntp configuration

command in Privileged EXEC mode.
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Syntax

show sntp configuration

Parameters

N/A

Default Configuration

N/A

Command Mode

Privileged EXEC mode

Examples

The following example displays the device’s current SNTP configuration.

switchxxxxxx# show sntp configuration
SNTP port : 123
Polling interval: 1024 seconds
MD5 Authentication Keys
2 Johnl123
3 Alice456
Authentication is not required for synchronization.
No trusted keys
Unicast Clients: enabled
Unicast Clients Polling: enabled
Server: 1.1.1.121
Polling: disabled
Encryption Key: disabled
Server: 3001:1:1::1

Polling: enabled

262 SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide



Clock Commands 9

Encryption Key: disabled
Server: dns_serverl.comapany.com
Polling: enabled
Encryption Key: disabled
Server: dns_server2.comapany.com
Polling: enabled
Encryption Key: disabled
Broadcast Clients: enabled for IPv4 and 1Pv6
Anycast Clients: disabled
No Broadcast Interfaces
Source IPv4 interface: vlan 1

Source IPv6 interface: vlan 10

9.22 show sntp status

To display the SNTP servers status, use the show sntp status command in
Privileged EXEC mode.

Syntax

show sntp status

Parameters

N/A

Default Configuration

N/A

Command Mode

Privileged EXEC mode

Example

The following example displays the SNTP servers status:

SWITChXXXXXX# show sntp status
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Clock is synchronized, stratum 4, reference is 176.1.1.8, unicast
Reference time is afe2525e.70597b34 (00:10:22.438 PDT Jul 5 1993)

Unicast servers:

Server:

176.1.1.8

Source: DHCPv4 on VLAN 1

Status: Up
Last response: 19:58:22.289 PDT Feb 19 2005

Stratum Level: 1
Offset: 7.33mSec
Delay: 117.79mSec
Server: dns_server.comapany.com

Source: static

Status: Unknown
Last response: 12:17.17.987 PDT Feb 19 2005

Stratum Level: 1
Offset: 8.98mSec
Delay: 189.19mSec

Server: 3001:1:1::1

Source: DHCPv6 on VLAN 2

Status: Unknown

Last response:

Offset: mSec

Delay: mSec

Server: dnsl.company.com
Source: DHCPv6 on VLAN 20

Status: Unknown

Last response:

Offset: mSec

Delay: mSec

Anycast servers:

Server: 176.1.11.8
Interface: VLAN 112
Status: Up

Last response: 9:53:21.789 PDT Feb 19 2005
Stratum Level: 10
Offset: 9.98mSec

Delay: 289.19mSec

Broadcast servers:

Server:

3001:1::12
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Interface: VLAN 101
Last response: 9:53:21.789 PDT Feb 19 2005
Stratum Level: 255

9.23 show time-range

To display the time range configuration, use the show time-range command in
User EXEC mode.

Syntax

show time-range time-range-name

Parameters

= time-range-name—Specifies the name of an existing time range.

Command Mode

User EXEC mode

Example

SWitchxxxxxx# show time-range

http-allowed

absolute start 12:00 1 Jan 2005 end 12:00 31 Dec 2005

periodic Monday 12:00 to Wednesday 12:00

9.24 time-range

To define time ranges and to enter to Time-range Configuration mode, use the
time-range command to define time ranges and to enter to Time-range
Configuration mode in Global Configuration mode. To restore the default
configuration, use the no form of this command.

Syntax

time-range time-range-name

no time-range time-range-name
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Parameters
= time-range-name—Specifies the name for the time range. (Range: 1-32
characters).
Default Configuration

No time range is defined

Command Mode

Global Configuration mode

User Guidelines

After entering to Time-range Configuration mode with this command, use the
absolute and periodic commands to actually configure the time-range. Multiple
periodic commands are allowed in a time range. Only one absolute command is
allowed.

If a time-range command has both absolute and periodic values specified, then
the periodic items are evaluated only after the absolute start time is reached, and
are not evaluated again after the absolute end time is reached.

All time specifications are interpreted as local time.

To ensure that the time range entries take effect at the desired times, the software
clock should be set by the user or by SNTP. If the software clock is not set by the
user or by SNTP, the time range is not activated.

Example

switchxxxxxx(config)# time-range http-allowed

switchxxxxxx(config-time-range)# periodic mon 12:00 to wed 12:00
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10.1 security-suite deny fragmented

To discard IP fragmented packets from a specific interface, use the security-suite
deny fragmented Interface (Ethernet, Port Channel) Configuration mode
command.

To permit IP fragmented packets, use the no form of this command.

Syntax

security-suite deny fragmented {/add {ip-address | any} {mask | /prefix-lengthj}] /
[remove {ip-address | any} {mask | /prefix-length}]}

no security-suite deny fragmented

Parameters

= add jp-address| any—Specifies the destination IP address. Use any to
specify all IP addresses.

= mask—Specifies the network mask of the IP address.
= prefix-length—Specifies the number of bits that comprise the IP address
prefix. The prefix length must be preceded by a forward slash (/).
Default Configuration
Fragmented packets are allowed from all interfaces.
If mask is unspecified, the default is 255.255.255.255.

If prefix-length is unspecified, the default is 32.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode
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User Guidelines

For this command to work, show security-suite configuration must be enabled
both globally and for interfaces.

Example

The following example attempts to discard IP fragmented packets from an
interface.

switchxxxxxx(config)# security-suite enable global-rules-only
switchxxxxxx(config)# interface tel/0/1
switchxxxxxx(config-if)# security-suite deny fragmented add any /32

To perform this command, DoS Prevention must be enabled in the per-interface mode.

10.2 security-suite deny icmp

To discard ICMP echo requests from a specific interface (to prevent attackers from
knowing that the device is on the network), use the security-suite deny icmp
Interface (Ethernet, Port Channel) Configuration mode command.

To permit echo requests, use the no form of this command.

Syntax

security-suite deny icmp ffadd {ip-address | any} {mask | /prefix-length}] | [remove
{ip-address | any} {mask | /prefix-length}}

no security-suite deny icmp

Parameters

= jp-address|any—Specifies the destination IP address. Use any to specify
all IP addresses.

= mask—Specifies the network mask of the IP address.

= prefix-length—Specifies the number of bits that comprise the IP address
prefix. The prefix length must be preceded by a forward slash (/).

Default Configuration

Echo requests are allowed from all interfaces.
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If mask is not specified, it defaults to 255.255.255.255.

If prefix-length is not specified, it defaults to 32.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

For this command to work, show security-suite configuration must be enabled
both globally and for interfaces.

This command discards ICMP packets with "ICMP type= Echo request" that
ingress the specified interface.

Example

The following example attempts to discard echo requests from an interface.

switchxxxxxx(config)# security-suite enable global-rules-only
switchxxxxxx(config)# interface tel/0/1
switchxxxxxx(config-if)# security-suite deny icmp add any /32

To perform this command, DoS Prevention must be enabled in the per-interface mode.

10.3 security-suite deny martian-addresses

To deny packets containing system-reserved IP addresses or user-defined IP
addresses, use the security-suite deny martian-addresses Global Configuration
mode command.

To restore the default, use the no form of this command.

Syntax

security-suite deny martian-addresses {add {ip-address {mask | /prefix-length}} /
remove {ip-address {mask | /prefix-length})} (Add/remove user-specified IP
addresses)

security-suite deny martian-addresses reserved {add /remove} (Add/remove
system-reserved IP addresses, see tables below)

no security-suite deny martian-addresses (This command removes addresses
reserved by security-suite deny martian-addresses /add {ip-address {mask/
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/prefix-length}} | remove {ip-address {mask | /prefix-length}}, and removes all
entries added by the user. The user can remove a specific entry by using remove
[p-address {mask | /prefix-length} parameter.

There is no no form of the security-suite deny martian-addresses reserved fadd /
remove}command. Use instead the security-suite deny martian-addresses
reserved remove command to remove protection (and free up hardware
resources).

Parameters

reserved add/remove—Add or remove the table of reserved addresses
below.

ip-address—Adds/discards packets with the specified IP source or
destination address.

mask—Specifies the network mask of the IP address.

prefix-length—Specifies the number of bits that comprise the IP address
prefix. The prefix length must be preceded by a forward slash (/).

reserved—Discards packets with the source or destination IP address in
the block of the reserved (Martian) IP addresses. See the User Guidelines
for a list of reserved addresses.

Default Configuration

Martian addresses are allowed.

Command Mode

Global Configuration mode

User Guidelines

For this command to work, show security-suite configuration must be enabled
globally.
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security-suite deny martian-addresses reserved adds or removes the addresses

in the following table:

Address Block

Present Use

2 is the destination
address)

0.0.0.0/8 (except Addresses in this block refer to source hosts

when 0.0.0.0/32 is on "this" network.

the source

address)

127.0.0.0/8 This block is assigned for use as the Internet
host loopback address.

192.0.2.0/24 This block is assigned as "TEST-NET" for use
in documentation and example code.

224.0.0.0/4 as This block, formerly known as the Class D

source address space, is allocated for use in IPv4
multicast address assignments.

240.0.0.0/4 (except  This block, formerly known as the Class E

when address space, is reserved.

255.255.255.255/3

Note that if the reserved addresses are included, individual reserved addresses

cannot be removed.

Example

The following example discards all packets with a source or destination addressin
the block of the reserved IP addresses.

switchxxxxxx(config)# security-suite deny martian-addresses reserved add

10.4 security-suite deny syn

To block the creation of TCP connections from a specific interface, use the
security-suite deny syn Interface (Ethernet, Port Channel) Configuration mode
command. This a complete block of these connections.

To permit creation of TCP connections, use the no form of this command.
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Syntax

security-suite deny syn {/add {icp-port/any} fip-address | any) {mask /
/prefix-length}]/
[remove {tcp-port/any} {ip-address | any} {mask | /prefix-length}]}

no security-suite deny syn

Parameters

= jp-address|any—Specifies the destination IP address. Use any to specify
all IP addresses.

= mask— Specifies the network mask of the destination IP address.

= prefix-length—Specifies the number of bits that comprise the destination IP
address prefix. The prefix length must be preceded by a forward slash (/).

= tcp-portlany—Specifies the destination TCP port. The possible values are:
http, ftp-control, ftp-data, ssh, telnet, smtp, or port number. Use any to
specify all ports.
Default Configuration
Creation of TCP connections is allowed from all interfaces.

If the mask is not specified, it defaults to 255.255.255.255.

If the prefix-lengthis not specified, it defaults to 32.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

For this command to work, show security-suite configuration must be enabled
both globally and for interfaces.

The blocking of TCP connection creation from an interface is done by discarding
ingress TCP packets with "SYN=1", "ACK=0" and "FIN=0" for the specified
destination IP addresses and destination TCP ports.

Example

The following example attempts to block the creation of TCP connections from an
interface. It fails because security suite is enabled globally and not per interface.
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switchxxxxxx(config)# security-suite enable global-rules-only
switchxxxxxx(config)# interface tel/0/1
switchxxxxxx(config-if)# security-suite deny syn add any /32 any

To perform this command, DoS Prevention must be enabled in the per-interface mode.

10.5 security-suite deny syn-fin

To drop all ingressing TCP packets in which both SYN and FIN are set, use the
security-suite deny syn-fin Global Configuration mode command.

To permit TCP packets in which both SYN and FIN are set, use the no form of this
command.

Syntax
security-suite deny syn-fin

no security-suite deny syn-fin
Parameters

This command has no arguments or keywords.

Default Configuration

The feature is disabled by default.

Command Mode

Global Configuration mode

Example

The following example blocks TCP packets in which both SYN and FIN flags are
set.

switchxxxxxx(config)# security-suite deny sin-fin
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10.6 security-suite dos protect

To protect the system from specific well-known Denial of Service (DoS) attacks,
use the security-suite dos protect Global Configuration mode command. There
are three types of attacks against which protection can be supplied (see
parameters below).

To disable DoS protection, use the no form of this command.

Syntax
security-suite dos protect /add attack /remove attack

no security-suite dos protect

Parameters

add/remove attack—Specifies the attack type to add/remove. To add an attack is
to provide protection against it; to remove the attack is to remove protection.

The possible attack types are:
= stacheldraht—Discards TCP packets with source TCP port 16660.

= invasor-trojan—Discards TCP packets with destination TCP port 2140 and
source TCP port 1024.

= back-orifice-trojan—Discards UDP packets with destination UDP port
31337 and source UDP port 1024.
Default Configuration

No protection is configured.

Command Mode

Global Configuration mode

User Guidelines

For this command to work, show security-suite configuration must be enabled
globally.

Example

The following example protects the system from the Invasor Trojan DOS attack.
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switchxxxxxx(config)# security-suite dos protect add invasor-trojan

10.7 security-suite dos syn-attack

To rate limit Denial of Service (DoS) SYN attacks, use the security-suite dos
syn-attack Interface Configuration mode command. This provides partial blocking
of SNY packets (up to the rate that the user specifies).

To disable rate limiting, use the no form of this command.

Syntax
security-suite dos syn-attack syn-rate {any /jp-address} {mask| prefix-length}

no security-suite dos syn-attack {any /jp-address} {mask| prefix-length}

Parameters

= syn-rate—Specifies the maximum number of connections per second.
(Range: 199-1000)

= any|ip-address—Specifies the destination IP address. Use any to specify
all IP addresses.

=  mask—Specifies the network mask of the destination IP address.
= prefix-length—Specifies the number of bits that comprise the destination IP
address prefix. The prefix length must be preceded by a forward slash (/).
Default Configuration
No rate limit is configured.
If ip-address is unspecified, the default is 255.255.255.255

If prefix-length is unspecified, the default is 32.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

For this command to work, show security-suite configuration must be enabled
both globally and for interfaces.
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This command rate limits ingress TCP packets with "SYN=1", "ACK=0" and "FIN=0"
for the specified destination IP addresses.

SYN attack rate limiting is implemented after the security suite rules are applied to
the packets. The ACL and QoS rules are not applied to those packets.

Since the hardware rate limiting counts bytes, it is assumed that the size of “SYN”
packets is short.

Example

The following example attempts to rate limit DoS SYN attacks on a port. It fails
because security suite is enabled globally and not per interface.

switchxxxxxx(config)# security-suite enable global-rules-only
switchxxxxxx(config)# interface tel/0/1
switchxxxxxx(config-if)# security-suite dos syn-attack 199 any /10

To perform this command, DoS Prevention must be enabled in the per-interface mode.

10.8 security-suite enable

To enable the security suite feature, use the security-suite enable Global
Configuration mode command. This feature supports protection against various
types of attacks.

When this command is used, hardware resources are reserved. These hardware
resources are released when the no security-suite enable command is entered.

The security-suite feature can be enabled in one of the following ways:

= Global-rules-only—This enables the feature globally but per-interface
features are not enabled.

= All (no keyword)—The feature is enabled globally and per-interface.
To disable the security suite feature, use the no form of this command.

When security-suite is enabled, you can specify the types of protection required.
The following commands can be used:

= show security-suite configuration
= show security-suite configuration

= show security-suite configuration
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= show security-suite configuration
= show security-suite configuration
= show security-suite configuration

= show security-suite configuration

show security-suite configuration

Syntax
security-suite enable /global-rules-only]

no security-suite enable

Parameters

global-rules-only—(Optional) Specifies that all the security suite commands are
global commands only (they cannot be applied per-interface). This setting saves
space in the Ternary Content Addressable Memory (TCAM). If this keyword is not
used, security-suite commands can be used both globally on per-interface.

Default Configuration
The security suite feature is disabled.

If global-rules-only is not specified, the default is to enable security-suite globally
and per interfaces.

Command Mode

Global Configuration mode

User Guidelines

MAC ACLs must be removed before the security-suite is enabled. The rules can
be re-entered after the security-suite is enabled.

If ACLs or policy maps are assigned on interfaces, per interface security-suite
rules cannot be enabled.

Examples

Example 1—The following example enables the security suite feature and
specifies that security suite commands are global commands only. When an
attempt is made to configure security-suite on a port, it fails.
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switchxxxxxx(config)# security-suite enable global-rules-only
switchxxxxxx(config)# interface tel/0/1
switchxxxxxx(config-if)# security-suite dos syn-attack 199 any /10

To perform this command, DoS Prevention must be enabled in the per-interface mode.

Example 2—The following example enables the security suite feature globally and
on interfaces. The security-suite command succeeds on the port.

switchxxxxxx(config)# security-suite enable
switchxxxxxx(config)# interface tel/0/1
switchxxxxxx(config-if)# security-suite dos syn-attack 199 any /10

switchxxxxxx(config-if)#

10.9 security-suite syn protection mode

To set the TCP SYN protection mode, use the security-suite syn protection mode
Global Configuration mode command.

To set the TCP SYN protection mode to default, use the no form of this command.

Syntax
security-suite syn protection mode {disabled | report | block}

no security-suite syn protection mode

Parameters
= disabled—Feature is disabled

= report—Feature reports about TCP SYN traffic per port (including
rate-limited SYSLOG message when an attack is identified)

= block—TCP SYN traffic from attacking ports destined to the local system is
blocked, and a rate-limited SYSLOG message (one per minute) is generated

Default Configuration
The default mode is block.

Command Mode

Global Configuration mode

278

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide



Denial of Service (DoS) Commands 1 O

User Guidelines

On ports in which an ACL is defined (user-defined ACL etc.), this feature cannot block TCP SYN
packets. In case the protection mode is block but SYN Traffic cannot be blocked, a relevant
SYSLOG message will be created, e.g.: “port te1/0/1 is under TCP SYN attack. TCP SYN traffic
cannot be blocked on this port since the port is bound to an ACL.”

Examples

Example 1: The following example sets the TCP SYN protection feature to report
TCP SYN attack on ports in case an attack is identified from these ports.

switchxxxxxx(config)# security-suite syn protection mode report

01-Jan-2012 05:29:46: A TCP SYN Attack was identified on port tel/0/1

Example 2: The following example sets the TCP SYN protection feature to block
TCP SYN attack on ports in case an attack is identified from these ports.

switchxxxxxx(config)# security-suite syn protection mode block

01-Jan-2012 05:29:46: A TCP SYN Attack was identified on port tel/0/1. TCP SYN
traffic destined to the local system is automatically blocked for 100
seconds.

10.10 security-suite syn protection recovery

To set the time period for the SYN Protection feature to block an attacked
interface, use the security-suite syn protection period Global Configuration mode
command.

To set the time period to its default value, use the no form of this command.

Syntax
security-suite syn protection recovery timeout

no security-suite syn protection recovery
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Parameters

timeout—Defines the timeout (in seconds) by which an interface from which SYN packets are blocked
gets unblocked. Note that if a SYN attack is still active on this interface it might become blocked again.
(Range: 10-600)

Default Configuration
The default timeout is 60 seconds.

Command Mode

Global Configuration mode

User Guidelines

If the timeout is modified, the new value will be used only on interfaces which are
not currently under attack.

Example
The following example sets the TCP SYN period to 100 seconds.

switchxxxxxx(config)# security-suite syn protection recovery 100

10.11 security-suite syn protection threshold

To set the threshold for the SYN protection feature, use the security-suite syn
protection threshold Global Configuration mode command.

To set the threshold to its default value, use the no form of this command.

Syntax
security-suite syn protection threshold syn-packet-rate

no security-suite syn protection threshold

Parameters
syn-packet-rate—defines the rate (number of packets per second) from each specific port that triggers
identification of TCP SYN attack. (Range: 20-200)

Default Configuration
The default threshold is 80pps (packets per second).

Command Mode

Global Configuration mode
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Example

The following example sets the TCP SYN protection threshold to 40 pps.

switchxxxxxx(config)# security-suite syn protection threshold 40

10.12 show security-suite configuration

To display the security-suite configuration, use the show security-suite
configuration switchxxxxxx> command.

Syntax

show security-suite configuration

Command Mode

User EXEC mode

Example

The following example displays the security-suite configuration.

SWItChxxxxxx# show security-suite configuration

Security suite is enabled (Per interface rules are enabled).
Denial Of Service Protect: stacheldraht, invasor-trojan,
back-office-trojan.

Denial Of Service SYN-FIN Attack is enabled

Denial Of Service SYN Attack

Interface IP Address SYN Rate (pps)
te1/0/1 176.16.23.0\24 100
Martian addresses filtering

Reserved addresses: enabled.

Configured addresses: 10.0.0.0/8, 192.168.0.0/16

SYN filtering

Interface IP Address TCP port
te1/0/2 176.16.23.0\24 FTP

ICMP filtering
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Interface IP Address

te1/0/2 176.16.23.0\24
Fragmented packets filtering

Interface IP Address

te1/0/2 176.16.23.0\24

10.13 show security-suite syn protection

To display the SYN Protection feature configuration and the operational status per interface-id, including
the time of the last attack per interface, use the show security-suite syn protection switChxxxxxx>
command.

Syntax

show security-suite syn protection [interface-id]

Parameters

interface-id—(Optional) Specifies an interface-ID. The interface-ID can be one of the following types:
Ethernet port of Port-Channel.

Command Mode

User EXEC mode

User Guidelines

Use the Interface-ID to display information on a specific interface.

Example

The following example displays the TCP SYN protection feature configuration and current status on all
interfaces. In this example, port te1/0/2 is attacked but since there is a user-ACL on this port, it cannot
become blocked so its status is Reported and not Blocked and Reported.

switchxxxxxx# show security-suite syn protection

Protection Mode: Block

Threshold: 40 Packets Per Second
Period: 100 Seconds

Interface Name Current Status Last Attack

tel/0/1 Attacked 19:58:22.289 PDT Feb 19 2012 Blocked and Reported
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te1/0/2 Attacked 19:58:22.289 PDT Feb 19 2012 Reported
te1/0/3 Attacked 19:58:22.289 PDT Feb 19 2012 Blocked and Reported
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11.1 ip dhcp relay enable (Global)

Use the ip dhcp relay enable Global Configuration mode command to enable the
DHCP relay feature on the device. Use the no form of this command to disable the
DHCP relay feature.

Syntax
ip dhcp relay enable

no ip dhcp relay enable

Parameters

N/A

Default Configuration

DHCP relay feature is disabled.

Command Mode

Global Configuration mode

Example

The following example enables the DHCP relay feature on the device.

switchxxxxxx(config)# ip dhcp relay enable
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11.2 ip dhcp relay enable (Interface)

Use the ip dhcp relay enable Interface Configuration mode command to enable
the DHCP relay feature on an interface. Use the no form of this command to disable
the DHCP relay agent feature on an interface.

Syntax
ip dhcp relay enable

no ip dhcp relay enable

Parameters

N/A

Default Configuration

Disabled

Command Mode

Interface Configuration mode

User Guidelines

The operational status of DHCP Relay on an interface is active if one of the
following conditions exist:

= DHCP Relay is globally enabled, and there is an IP address defined on the
interface.

Or
= DHCP Relay is globally enabled, there is no IP address defined on the
interface, the interface is a VLAN, and option 82 is enabled.
Example

The following example enables DHCP Relay on VLAN 21.

switchxxxxxx(config)# interface vlan 21

switchxxxxxx(config-if)# ip dhcp relay enable
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11.3 ip dhcp relay address (Global)

Use the ip dhcp relay address Global Configuration mode command to define the
DHCP servers available for the DHCP relay. Use the no form of this command to
remove the server from the list.

Syntax
ip dhcp relay address /jp-address
no ip dhcp relay address [/jp-address]

Parameters
= /p-address—Specifies the DHCP server IP address. Up to 8 servers can be
defined.
Default Configuration

No server is defined.

Command Mode

Global Configuration mode

User Guidelines

Use the ip dhcp relay address command to define a global DHCP Server IP
address. To define a few DHCP Servers, use the command a few times.

To remove a DHCP Server, use the no form of the command with the jp-address
argument.

The no form of the command without the jp-address argument deletes all global
defined DHCP servers.

Example

The following example defines the DHCP server on the device.

switchxxxxxx(config)# ip dhcp relay address 176.16.1.1
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11.4 ip dhcp relay address (Interface)

Use the ip dhcp relay address Interface Configuration (VLAN, Ethernet,
Port-channel) command to define the DHCP servers available by the DHCP relay
for DHCP clients connected to the interface. Use the no form of this command to
remove the server from the list.

Syntax
ip dhcp relay address /jp-address
no ip dhcp relay address [/jp-address]

Parameters
= jp-address—Specifies the DHCP server IP address. Up to 8 servers can be
defined.
Default Configuration

No server is defined.

Command Mode

Interface Configuration mode

User Guidelines

Use the ip dhcp relay address command to define a DHCP Server IP address per
the interface. To define multiple DHCP Servers, use the command multiple times.

To remove a DHCP server, use the no form of the command with the jp-address
argument.

The no form of the command without the jp-address argument deletes all DHCP
servers.

Example

The following example defines the DHCP server on the device.

switchxxxxxx(config)# interface vlan 21

switchxxxxxx(config-if)# ip dhcp relay address 176.16.1.1
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11.5 show ip dhcp relay

Use the show ip dhcp relay EXEC mode command to display the DHCP relay
information.

Syntax
show ip dhcp relay

Command Mode

User EXEC mode

Examples
Example 1. Option 82 is not supported:

switchxxxxxx# show ip dhcp relay

DHCP relay is globally enabled

Option 82 is Disabled

Maximum number of supported VLANs without IP Address is 256
Number of DHCP Relays enabled on VLANs without IP Address is 0O
DHCP relay is not configured on any port.

DHCP relay is not configured on any vlan.

No servers configured

Example 2. Option 82 is supported (disabled):

switchxxxxxx# show ip dhcp relay

DHCP relay is globally disabled

Option 82 is disabled

Maximum number of supported VLANs without IP Address: 0O
Number of DHCP Relays enabled on VLANs without IP Address: 4
DHCP relay is enabled on Ports: tel/0/1,pol-2

Active:

Inactive: tel/0/1, pol-4
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DHCP relay is enabled on VLANs: 1, 2, 4, 5
Active:
Inactive: 1, 2, 4, 5

Global Servers: 1.1.1.1 , 2.2.2.2

Example 3. Option 82 is supported (enabled):

switchxxxxxx# show ip dhcp relay
DHCP relay is globally enabled
Option 82 is enabled
Maximum number of supported VLANs without IP Address is 4
Number of DHCP Relays enabled on VLANs without IP Address: 2
DHCP relay is enabled on Ports: tel/0/1,pol-2

Active: tel/0/1

Inactive: pol-2
DHCP relay is enabled on VLANs: 1, 2, 4, 5

Active: 1, 2, 4, 5

Inactive:

Global Servers: 1.1.1.1 , 2.2.2.2

Example 3. Option 82 is supported (enabled) and there DHCP Servers defined per
interface:

switchxxxxxx# show ip dhcp relay

DHCP relay is globally enabled

Option 82 is enabled

Maximum number of supported VLANs without IP Address is 4
Number of DHCP Relays enabled on VLANs without IP Address: 2
DHCP relay is enabled on Ports: tel/0/1,pol-2

Active: tel/0/1

Inactive: pol-2
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DHCP relay is enabled on VLANs: 1, 2, 4, 5
Active: 1, 2, 4, 5

Inactive:

Global Servers: 1.1.1.1 , 2.2.2.2

VLAN 1: 1.1.1.1, 100.10.1.1

VLAN 2: 3.3.3.3, 4.4.4.4, 5.5.5.5

VLAN 10: 6.6.6.6

11.6 ip dhcp information option

Use the ip dhcp information option Global Configuration command to enable
DHCP option-82 data insertion. Use the no form of this command to disable DHCP
option-82 data insertion.

Syntax
ip dhcp information option

no ip dhcp information option

Parameters

N/A

Default Configuration

DHCP option-82 data insertion is disabled.

Command Mode

Global Configuration mode

User Guidelines

DHCP option 82 would be enabled only if DHCP snooping or DHCP relay are
enabled.

Example

switchxxxxxx(config)# ip dhcp information option
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11.7 show ip dhcp information option

The show ip dhcp information option EXEC mode command displays the DHCP
Option 82 configuration.

Syntax

show ip dhcp information option

Parameters

N/A

Default Configuration

N/A

Command Mode

User EXEC mode

Example

The following example displays the DHCP Option 82 configuration.

switchxxxxxx# show ip dhcp information option

Relay agent Information option is Enabled
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12.1 address (DHCP Host)

To manually bind an IP address to a DHCP client, use the address command in
DHCP Pool Host Configuration mode. To remove the IP address binding to the
client, use the no form of this command.

Syntax

address /jp-address{mask| prefix-length} {client-identifier unique-identifier|
hardware-address mac-address}

no address

Parameters

address—Specifies the client IP address.
mask—Specifies the client network mask.

prefix-length—Specifies the number of bits that comprise the address
prefix. The prefix is an alternative way of specifying the client network
mask. The prefix length must be preceded by a forward slash (/).

unique-identifie—Specifies the distinct client identification in dotted
hexadecimal notation. Each byte in a hexadecimal character string is two
hexadecimal digits. Bytes are separated by a period or colon. For example,
01b7.0813.8811.66.

mac-address—Specifies the client MAC address.

Default Configuration

No address are bound.

Command Mode

DHCP Pool Host Configuration mode
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User Guidelines

To classify the DHCP client, DHCP server uses either the client identifier passed in
Option 61, if the client-identifier keyword is configured or the client MAC address,
if the hardware-address keyword is configured.

Example

The following example manually binds an IP address to a DHCP client.

switchxxxxxx(config)# ip dhcp pool host aaaa

switchxxxxxx(config-dhcp)# address 10.12.1.99 255.255.255.0 client-identifier
01b7.0813.8811.66

switchxxxxxx(config-dhcp)# exit
switchxxxxxx(config)# ip dhcp pool host bbbb

switchxxxxxx(config-dhcp)# address 10.12.1.88 255.255.255.0 hardware-address
00:01:b7:08:13:88

switchxxxxxx(config-dhcp)# exit

switchxxxxxx(config)#

12.2 address (DHCP Network)

To configure the subnet number and mask for a DHCP address pool on a DHCP
server, use the address command in DHCP Pool Network Configuration mode. To
remove the subnet number and mask, use the no form of this command.

Syntax

address {network-numberl|low low-address high high-address} {mask]|
prefix-length}

no address

Parameters
= network-number—Specifies the IP address of the DHCP address pool.

= mask—Specifies the pool network mask.
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= prefix-length—Specifies the number of bits that comprise the address
prefix. The prefix is an alternative way of specifying the client network
mask. The prefix length must be preceded by a forward slash (/).

= low Jow-address—Specifies the first IP address to use in the address
range.

= high high-address—Specifies the last IP address to use in the address
range.
Default Configuration
DHCP address pools are not configured.
If the low address is not specified, it defaults to the first IP address in the network.

If the high address is not specified, it defaults to the last IP address in the network.

Command Mode

DHCP Pool Network Configuration mode

Example

The following example configures the subnet number and mask for a DHCP
address pool on a DHCP server.

switchxxxxxx(config-dhcp)# address 10.12.1.0 255.255.255.0

12.3 auto-default-router

To enable auto default router, use the auto-default-router command in DHCP Pool
Network Configuration mode or in DHCP Pool Host Configuration mode. To disable
auto default router, use the no form of this command.

Syntax
auto-default-router

no auto-default-router

Parameters

N/A
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Command Mode
DHCP Pool Network Configuration mode

DHCP Pool Host Configuration mode

Default Configuration

Enabled.

User Guidelines

If the feature is enabled then the DHCP server returns an IP address defined on the input
interface as a default router when an default router is not configured in the following case:

m  Default router is not configurable.

m  DHCP client is directly connected.

= |P Routing is enabled.

m  Default router was required by the client.

Example

The following example disable auto default router sending.

switchxxxxxx(config-dhcp)# no auto-default-router

12.4 Dbootfile

To specify the default boot image file name for a DHCP client, use the bootfile
command in DHCP Pool Network Configuration mode or in DHCP Pool Host
Configuration mode. To delete the boot image file name, use the no form of this
command.

Syntax
bootfile filename

no bootfile

Parameters

= filename—Specifies the file name used as a boot image. (Length: 1-128
characters).
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Command Mode
DHCP Pool Network Configuration mode

DHCP Pool Host Configuration mode

Example

The following example specifies boot_image_file as the default boot image file
name for a DHCP client.

switchxxxxxx(config-dhcp)# bootfile boot_image file

12.5 clear ip dhcp binding

To delete the dynamic address binding from the DHCP server database, use the
clear ip dhcp binding command in Privileged EXEC mode.

Syntax
clear ip dhcp binding {address| *}

Parameters

= address —Specifies the binding address to delete from the DHCP
database.

= * —Clears all dynamic bindings.

Command Mode

Privileged EXEC mode

User Guidelines

Typically, the address supplied denotes the client IP address. If the asterisk (*)
character is specified as the address parameter, DHCP clears all dynamic
bindings.

Use the no ip dhcp pool Global Configuration mode command to delete a manual
binding.
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Example

The following example deletes the address binding 10.12.1.99 from a DHCP
server database:

switchxxxxxx# clear ip dhcp binding 10.12.1.99

12.6 client-name

To define the name of a DHCP client, use the client-name command in DHCP Pool
Host Configuration mode. To remove the client name, use the no form of this
command.

Syntax
client-name name

no client-name

Parameters

= name—Specifies the client name, using standard ASCII characters. The
client name should not include the domain name. For example, the .name
Mars should not be specified as mars.yahoo.com. (Length: 1-32 characters).

Command Mode

DHCP Pool Host Configuration mode

Default Configuration

No client name is defined.

Example

The following example defines the string client1 as the client name.

switchxxxxxx(config-dhcp)# client-name clientl
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12.7 default-router

To configure the default router list for a DHCP client, use the default-router
command in DHCP Pool Network Configuration mode or in DHCP Pool Host
Configuration mode. To remove the default router list, use the no form of this
command.

Syntax
default-router jp-address [jp-address? ... p-address8)

no default-router

Parameters

= jp-address|ijp-address? .. jp-address8—Specifies the IP addresses of
default routers. Up to eight addresses can be specified in one command
line.
Command Mode

DHCP Pool Network Configuration mode

DHCP Pool Host Configuration mode

Default Configuration

No default router is defined.

User Guidelines

The router IP address should be on the same subnet as the client subnet.

If the auto-default-router command is configured then the DHCP server returns an
IP address defined on the input interface as a default router when an default router is not configured in
the following case:

m  Default router is not configurable.

m  DHCP client is directly connected.

= |P Routing is enabled.

m  Default router was required by the client.
Example

The following example specifies 10.12.1.99 as the default router IP address.

switchxxxxxx(config-dhcp)# default-router 10.12.1.99
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12.8 dns-server

To configure the Domain Name System (DNS) IP server list available to a DHCP
client, use the dns-server command in DHCP Pool Network Configuration mode or
in DHCP Pool Host Configuration mode. To remove the DNS server list, use the no
form of this command.

Syntax
dns-server jp-address [jp-address? ... jp-address8]

no dns-server

Parameters
= jp-address|ijp-address? .. jp-address8—Specifies the IP addresses of
DNS servers. Up to eight addresses can be specified in one command line.
Command Mode
DHCP Pool Network Configuration mode

DHCP Pool Host Configuration mode

Default Configuration

No DNS server is defined.

User Guidelines

If DNS IP servers are not configured for a DHCP client, the client cannot correlate
host names to IP addresses.

Example

The following example specifies 10.12.1.99 as the client domain name server IP
address.

switchxxxxxx(config-dhcp)# dns-server 10.12.1.99
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12.9 domain-name

To specify the domain name for a DHCP client, use the domain-name command in
DHCP Pool Network Configuration mode or in DHCP Pool Host Configuration
mode. To remove the domain name, use the no form of this command.

Syntax
domain-name domain

no domain-name

Parameters

= domain—Specifies the DHCP client domain name string. (Length: 1-32
characters).

Command Mode
DHCP Pool Network Configuration mode

DHCP Pool Host Configuration mode

Default Configuration

No domain name is defined.

Example

The following example specifies yahoo.com as the DHCP client domain name
string.

switchxxxxxx(config-dhcp)# domain-name yahoo.com

12.10 ip dhcp excluded-address

To specify IP addresses that a DHCP server must not assign to DHCP clients, use
the ip dhcp excluded-address command in Global Configuration mode. To remove
the excluded IP addresses, use the no form of this command.

Syntax
ip dhcp excluded-address /ow-address [high-address]

300

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide



DHCP Server Commands 1 2

no ip dhcp excluded-address /ow-address [ high-address]

Parameters

= Jow-address—Specifies the excluded IP address, or first IP address in an
excluded address range.

= high-address—(Optional) Specifies the last IP address in the excluded
address range.
Default Configuration

All'IP pool addresses are assignable.

Command Mode

Global Configuration mode

User Guidelines

The DHCP server assumes that all pool addresses can be assigned to clients. Use
this command to exclude a single IP address or a range of IP addresses.

Example

The following example configures an excluded IP address range from
172.16.1.100 through 172.16.1.199.

switchxxxxxx(config)# ip dhcp excluded-address 172.16.1.100 172.16.1.199

12.11 ip dhcp pool host

To configure a DHCP static address on a DHCP server and enter the DHCP Pool
Host Configuration mode, use the ip dhcp pool host command in Global
Configuration mode. To remove the address pool, use the no form of this
command.

Syntax
ip dhcp pool host name

no ip dhcp pool host name
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Parameters

= name—Specifies the DHCP address pool name. It can be either a symbolic
string (such as Engineering) or an integer (such as 8). (Length: 1-32
characters).

Default Configuration

DHCP hosts are not configured.

Command Mode

Global Configuration mode

User Guidelines

During execution of this command, the configuration mode changes to the DHCP
Pool Configuration mode. In this mode, the administrator can configure host
parameters, such as the IP subnet number and default router list.

Example

The following example configures station as the DHCP address pool:

switchxxxxxx(config)# ip dhcp pool host station

switchxxxxxx(config-dhcp)#

12.12 ip dhcp pool network

To configure a DHCP address pool on a DHCP Server and enter DHCP Pool
Network Configuration mode, use the ip dhcp pool network command in Global
Configuration mode. To remove the address pool, use the no form of this
command.

Syntax
ip dhcp pool network name

no ip dhcp pool network name
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Parameters

= name—Specifies the DHCP address pool name. It can be either a symbolic
string (such as ‘engineering’) or an integer (such as 8). (Length: 1-32
characters).

Default Configuration

DHCP address pools are not configured.

Command Mode

Global Configuration mode

User Guidelines

During execution of this command, the configuration mode changes to DHCP Pool
Network Configuration mode. In this mode, the administrator can configure pool
parameters, such as the IP subnet number and default router list.

Example

The following example configures Pool1 as the DHCP address pool.

switchxxxxxx(config)# ip dhcp pool network Pooll

switchxxxxxx(config-dhcp)#

12.13 ip dhcp server

To enable the DHCP server features on the device, use the ip dhcp server
command in Global Configuration mode. To disable the DHCP server, use the no
form of this command.

Syntax
ip dhcp server

no ip dhcp server

Default Configuration

The DHCP server is disabled.
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Command Mode

Global Configuration mode

Example

The following example enables the DHCP server on the device:

switchxxxxxx(config)# ip dhcp server

12.14 lease

To configure the time duration of the lease for an IP address that is assigned from a
DHCP server to a DHCP client, use the lease command in DHCP Pool Network
Configuration mode. To restore the default value, use the no form of this command.

Syntax
lease days [hours [minutes]] | infinite

no lease

Parameters
= days—Specifies the number of days in the lease.

= hours—(Optional) Specifies the number of hours in the lease. A daysvalue
must be supplied before configuring an Aours value.

= minutes—(Optional) Specifies the number of minutes in the lease. A days
value and an hours value must be supplied before configuring a minutes
value.

= infinite—Specifies that the duration of the lease is unlimited.

Default Configuration

The default lease duration is 1 day.

Command Mode

DHCP Pool Network Configuration mode
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Examples

The following example shows a 1-day lease.

switchxxxxxx(config-dhcp)# lease 1

The following example shows a one-hour lease.

switchxxxxxx(config-dhcp)# lease 0 1

The following example shows a one-minute lease.

switchxxxxxx(config-dhcp)# lease 0 0 1

The following example shows an infinite (unlimited) lease.

switchxxxxxx(config-dhcp)# lease infinite

12.15 netbios-name-server

To configure the NetBIOS Windows Internet Naming Service (WINS) server list that
is available to Microsoft DHCP clients, use the netbios-name-server in DHCP Pool
Network Configuration mode or in DHCP Pool Host Configuration mode. To
remove the NetBIOS name server list, use the no form of this command.

Syntax
netbios-name-server jp-address [jp-address?2 ... jp-address8]

no netbios-name-server

Parameters

= jp-address|ijp-address? .. jp-address8—Specifies the IP addresses of
NetBIOS WINS name servers. Up to eight addresses can be specified in
one command line.
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Command Mode
DHCP Pool Network Configuration mode

DHCP Pool Host Configuration mode

Default Configuration

No bios server is defined.

Example

The following example specifies the IP address of a NetBIOS name server
available to the DHCP client.

switchxxxxxx(config-dhcp)# netbios-name-server 10.12.1.90

12.16 netbios-node-type

To configure the NetBIOS node type for Microsoft DHCP clients, use the
netbios-node-type command in DHCP Pool Network Configuration mode or in
DHCP Pool Host Configuration mode. To return to default, use the no form of this
command.

Syntax
netbios-node-type {b-node | p-node | m-node | h-node}

no netbios-node-type

Parameters
= b-node—Specifies the Broadcast NetBIOS node type.
=  p-node—Specifies the Peer-to-peer NetBIOS node type.
=  m-node—Specifies the Mixed NetBIOS node type.
= h-node—Specifies the Hybrid NetBIOS node type.

Command Mode
DHCP Pool Network Configuration mode

DHCP Pool Host Configuration mode
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Default Configuration

h-node (Hybrid NetBIOS node type).

Example

The following example specifies the client's NetBIOS type as mixed.

switchxxxxxx(config-dhcp)# netbios node-type m-node

12.17 next-server

To configure the next server (siaddr) in the boot process of a DHCP client, use the
next-server command in DHCP Pool Network Configuration mode or in DHCP Pool
Host Configuration mode. To remove the next server, use the no form of this
command.

Syntax
next-server jp-address

no next-server

Parameters
= jp-address—Specifies the IP address of the next server in the boot
process.
Default Configuration

If the next-server command is not used to configure a boot server list, the DHCP
server uses inbound interface helper addresses as boot servers.

Command Mode
DHCP Pool Network Configuration mode

DHCP Pool Host Configuration mode

User Guidelines

The client will connect, using the SCP/TFTP protocol, to this server in order to
download the configuration file.
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Example

The following example specifies 10.12.1.99 as the IP address of the next server:

switchxxxxxx(config-dhcp)# next-server 10.12.1.99

12.18 next-server-name

To configure the next server name (sname) in the boot process of a DHCP client,
use the next-server-name command in DHCP Pool Network Configuration mode or
in DHCP Pool Host Configuration mode. To remove the boot server name, use the
no form of this command.

Syntax
next-server-name name

no next-server-name

Parameters
= name—Specifies the name of the next server in the boot process. (Length:
1-64 characters).
Command Mode
DHCP Pool Network Configuration mode

DHCP Pool Host Configuration mode

Default Configuration

No next server name is defined.

User Guidelines

The client will connect, using the SCP/TFTP protocol, to this server in order to
download the configuration file.

Example

The following example specifies www.bootserver.com as the name of the next
server in the boot process of a DHCP client.
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switchxxxxxx(config-dhcp)# next-server www.bootserver.com

12.19 option

To configure the DHCP server options, use the option command in DHCP Pool
Network Configuration mode or in DHCP Pool Host Configuration mode. To
remove the options, use the no form of this command.

Syntax

option code {boolean {false | true} | integer valuel ascii string| hex {string| none} | ip
{address} | ip-list {jp-address 1 [ijp-address?...]}} [description fex{

no option code

Parameters

code—Specifies the DHCP option code. The supported values are defined
in the User Guidelines.

boolean {false | true}—Specifies a boolean value. The values are coded by
integer values of one octet: O = false and 1 = true.

integer value—Specifies an integer value. The option size depends on the
option code.

ascii string—Specifies a network virtual terminal (NVT) ASCII character
string. ASCII character strings that contain white spaces must be delimited
by quotation marks. The ASCII value is truncated to the first 160 characters
entered.

ip address—Specifies an IP address.
ip-list {{p-address 1[ip-address2..]}—Specifies up to 8 IP addresses.

hex string—Specifies dotted hexadecimal data. The hexadecimal value is
truncated to the first 320 characters entered. Each byte in hexadecimal
character strings is two hexadecimal digits. Each byte can be separated by
a period, colon, or white space.

hex none—Specifies the zero-length hexadecimal string.

description fext—User description
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Command Mode
DHCP Pool Network Configuration mode

DHCP Pool Host Configuration mode

User Guidelines

The option command enables defining any option that cannot be defined by other
special CLI commands. A new definition of an option overrides the previous
definition of this option.

The boolean keyword may be configured for the following options: 19, 20, 27,
29-31, 34, 36, and 39.

The integer keyword may be configured for the following options: 2, 13, 22-26, 35,
37-38, 132-134, and 211. The switch checks the value range and builds the value
field of the size in accordance with the option definition.

The ascii keyword may be configured for the following options: 14, 17-18, 40, 64,
130, 209, and 210.

The ip keyword may be configured for the following options: 16, 28, 32, 128-129,
131, 135, and 136.

The ip-list keyword may be configured for the following options: 5, 7-11, 33, 41, 42,
45, 48, 49, 65, 68-76, and 150.

The hex keyword may be configured for any option in the range 1-254 except for
the following: 1, 3-4, 6, 12, 15, 44, 46, 50-51, 53-54, 56, 66-67, 82, and 255. The
switch does not validate the syntax of an option defined by this format.

Examples

Example 1. The following example configures DHCP option 19, which specifies
whether the client should configure its IP layer for packet forwarding:

switchxxxxxx(config-dhcp)# option 19 boolean true description "IP Forwarding
Enable/Disable Option"

Example 2. The following example configures DHCP option 2, which specifies the
offset of the client in seconds from Coordinated Universal Time (UTC):

switchxxxxxx(config-dhcp)# option 2 integer 3600
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Example 3. The following example configures DHCP option 72, which specifies the
World Wide Web servers for DHCP clients. World Wide Web servers 172.16.3.252
and 172.16.3.253 are configured in the following example:

switchxxxxxx(config-dhcp)# option 72 ip-list 172.16.3.252 172.16.3.253

12.20 show ip dhcp

To display the DHCP configuration, use the show ip dhcp command in User EXEC
mode.

Syntax
show ip dhcp

Command Mode

User EXEC mode

Example

The following example displays the DHCP configuration.

switchxxxxxx# show ip dhcp

DHCP server is enabled.

12.21 show ip dhcp allocated

To display the allocated address or all the allocated addresses on the DHCP
server, use the show ip dhcp allocated command in User EXEC mode.

Syntax
show ip dhcp allocated [jp-address]

Parameters

= jp-address —(Optional) Specifies the IP address.
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Command Mode

User EXEC mode

Example

The following example displays the output of various forms of this command:

switchxxxxxx# show ip dhcp allocated
DHCP server enabled

The number of allocated entries is 3

IP address Hardware address Lease expiration Type
172.16.1.11 00a0.9802.32de Feb 01 1998 12:00 AM Dynamic
172.16.3.253 02c7.1800.0422 Infinite Automatic
172.16.3.254 02c7.1800.0422 Infinite Static
switchxxxxxx# show ip dhcp allocated 172.16.1.11

DHCP server enabled

The number of allocated entries is 2

IP address Hardware address Lease expiration Type
172.16.1.11 00a0.9802.32de Feb 01 1998 12:00 AM Dynamic
switchxxxxxx# show ip dhcp allocated 172.16.3.254

DHCP server enabled

The number of allocated entries is 2

IP address Hardware address Lease expiration Type
172.16.3.254 02c7.¥800.0422 Infinite Static
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The following table describes the significant fields shown in the display.

Field Description

IP address The host IP address as recorded on the DHCP
Server.

Hardware The MAC address or client identifier of the host as

address recorded on the DHCP Server.

Lease The lease expiration date of the host IP address.

expiration

Type The manner in which the IP address was assigned
to the host.

12.22 show ip dhcp binding

To display the specific address binding or all the address bindings on the DHCP
server, use the show ip dhcp binding command in User EXEC mode.

Syntax
show ip dhcp binding [jp-address]

Parameters

= jp-address—(Optional) Specifies the IP address.

Command Mode

User EXEC mode

Examples

The following examples display the DHCP server binding address parameters.

switchxxxxxx# show ip dhcp binding

DHCP server enabled

The number of used (all types) entries is 6
The number of pre-allocated entries is 1
The number of allocated entries is 1

The number of expired entries is 1
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The number of declined entries is 2
The number of static entries is 1
The number of dynamic entries is 2
The number of automatic entries is 1

IP address Client ldentifier Lease Expiration Type State

1.16.1.11 00a0.9802.32de Feb 01 1998 dynamic allocated
1.16.3.23 02c7.1801.0422 12:00AM dynamic expired
1.16.3.24 02c7.1802.0422 dynamic declined
1.16.3.25 02c7.1803.0422 dynamic pre-allocated
1.16.3.26 02c7.1804.0422 dynamic declined

switchxxxxxx# show ip dhcp binding 1.16.1.11

DHCP server enabled

IP address Client ldentifier Lease Expiration Type State
1.16.1.11 00a0.9802.32de Feb 01 1998 dynamic allocated
12:00 AM

switchxxxxxx# show ip dhcp binding 1.16.3.24

IP address Client ldentifier Lease Expiration Type State

1.16.3.24 02c7.1802.0422 dynamic declined

The following table describes the significant fields shown in the display.

Field Description
IP address The host IP address as recorded on the DHCP
Server.

Client Identifier | The MAC address or client identifier of the host as
recorded on the DHCP Server.

Lease The lease expiration date of the host IP address.
expiration
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Field Description

Type The manner in which the IP address was assigned
to the host.

State The IP Address state.

12.23 show ip dhcp declined

To display the specific declined address or all of the declined addresses on the
DHCP server, use the show ip dhcp declined command in User EXEC mode.

Syntax
show ip dhcp declined [/jp-address]

Parameters

= /p-address—(Optional) Specifies the IP address.

Command Mode

User EXEC mode

Example

The following example displays the output of various forms of this command:

switchxxxxxx# show ip dhcp declined
DHCP server enabled

The number of declined entries is 2
IP address Hardware address
172.16.1.11 00a0.9802.32de

172.16.3.254 02c7.¥800.0422

switchxxxxxx# show ip dhcp declined 172.16.1.11
DHCP server enabled
The number of declined entries is 2

IP address Hardware address
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172.16.1.11 00a0.9802.32de

12.24 show ip dhcp excluded-addresses

To display the excluded addresses, use the show ip dhcp excluded-addresses
command in User EXEC mode.

Syntax

show ip dhcp excluded-addresses

Command Mode

User EXEC mode

Example

The following example displays excluded addresses.

switchxxxxxx# show ip dhcp excluded-addresses
The number of excluded addresses ranges is 2
Excluded addresses:

10.1.1.212- 10.1.1.219, 10.1.2.212- 10.1.2.219

12.25 show ip dhcp expired

To display the specific expired address or all of the expired addresses on the
DHCP server, use the show ip dhcp expired command in User EXEC mode.

Syntax
show ip dhcp expired [jp-address]

Parameters

= jp-address—(Optional) Specifies the IP.

Command Mode

User EXEC mode
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Example

switchxxxxxx# show ip dhcp expired
DHCP server enabled

The number of expired entries is 1
IP address Hardware address
172.16.1.11 00a0.9802.32de

172.16.3.254 02c7.¥800.0422

switchxxxxxx# show ip dhcp expired 172.16.1.11
DHCP server enabled

The number of expired entries is 1

IP address Hardware address

172.16.1.13 00a0.9802.32de

12.26 show ip dhcp pool host

To display the DHCP pool host configuration, use the show ip dhcp pool host
command in User EXEC mode.

Syntax

show ip dhcp pool host [address| name]

Parameters
= address—(Optional) Specifies the client IP address.

= name—(Optional) Specifies the DHCP pool name. (Length: 1-32 characters)

Command Mode

User EXEC mode
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Examples

Example 1. The following example displays the configuration of all DHCP host
pools:

switchxxxxxx# show ip dhcp pool host
The number of host pools is 1

Name IP Address Hardware Address Client ldentifier

station 172.16.1.11 01b7.0813.8811.66

Example 2. The following example displays the DHCP pool host configuration of
the pool named station:

switchxxxxxx# show ip dhcp pool host station

Name IP Address Hardware Address Client ldentifier

station 172.16.1.11 01b7.0813.8811.66
Mask: 255.255.0.0

Auto Default router: enabled
Default router: 172.16.1.1
Client name: clientl

DNS server: 10.12.1.99

Domain name: yahoo.com

NetBIOS name server: 10.12.1.90
NetBIOS node type: h-node

Next server: 10.12.1.99
Next-server-name: 10.12.1.100
Bootfile: Bootfile

Time server 10.12.1.99

Options:
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Code Type Len Value Description
2 integer 4 3600
14  ascii 16 gg/aaaa/bbb.txt
19 boolean 1 false "IP Forwarding Enable/Disable
Option”
21 ip 4 134.14.14.1
31 ip-list 8 1.1.1.1, 12.23.45.2
47  hex 5 02af00aa00

12.27 show ip dhcp pool network

To display the DHCP network configuration, use the show ip dhcp pool network
command in User EXEC mode.

Syntax

show ip dhcp pool network [name]

Parameters

name—(Optional) Specifies the DHCP pool name. (Length: 1-32 characters).

Command Mode

User EXEC mode

Examples

Example 1—The following example displays configuration of all DHCP network
pools:

switchxxxxxx# show ip dhcp pool network

The number of network pools is 2

Name Address range mask Lease

marketing 10.1.1.17-10.1.1.178 255.255.255.0 0d:12h:0m
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finance 10.1.2.8-10.1.2.178 255.255.255.0 0d:12h:0m

Example 2—The following example displays configuration of the DHCP network
pool marketing:

switchxxxxxx# show ip dhcp pool network marketing
Name Address range mask Lease

marketing 10.1.1.17-10.1.1.178 255.255.255.0 0d:12h:0m
Statistics:

All-range Available Free Pre-allocated Allocated Expired Declined
162 150 68 50 20 3 9

Auto Default router: enabled

Default router: 10.1.1.1

DNS server: 10.12.1.99

Domain name: yahoo.com

NetBIOS name server: 10.12.1.90

NetBIOS node type: h-node

Next server: 10.12.1.99

Next-server-name: 10.12.1.100

Bootfile: Bootfile

Time server 10.12.1.99

Options:

Code Type Len Value Description

2 integer 4 3600

14  ascii 16 qg/aaaa/bbb.txt

19 boolean 1 false "IP Forwarding Enable/Disable
Option™

21 ip 4 134.14.14.1

31 ip-list 8 1.1.1.1, 12.23.45.2
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47  hex 5 02af00aa00

12.28 show ip dhcp pre-allocated

To display the specific pre-allocated address or all the pre-allocated addresses
on the DHCP server, use the show ip dhcp pre-allocated command in User EXEC
mode.

Syntax

show ip dhcp pre-allocated [/jp-address]

Parameters

= jp-address—(Optional) Specifies the IP.

Command Mode

User EXEC mode

Examples

switchxxxxxx# show ip dhcp pre-allocated
DHCP server enabled

The number of pre-allocated entries is 1
IP address Hardware address

172.16.1.11 00a0-9802.32de

172.16.3.254 02c7.1800.0422

switchxxxxxx# show ip dhcp pre-allocated 172.16.1.11
DHCP server enabled

The number of pre-allocated entries is 1

IP address Hardware address

172.16.1.15 00a0.9802.32de
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12.29 show ip dhcp server statistics

To display DHCP server statistics, use the show ip dhcp server statistics
command in User EXEC mode.

Syntax

show ip dhcp server statistics

Command Mode

User EXEC mode

Example

The following example displays DHCP server statistics

switchxxxxxx# show ip dhcp server statistics

DHCP server enabled

The number of

The
The
The
The
The
The
The
The

The

number
number
number
number
number
number
number
number

number

of
of
of
of
of
of
of
of

of

network pools is 7

excluded pools is 2

used (all types) entries is 7
pre-allocated entries is 1
allocated entries is 3
expired entries is 1

declined entries is 2

static entries is 1

dynamic entries is 2

automatic entries is 1

12.30 time-server

To specify the time servers list for a DHCP client, use the time-server command in
DHCP Pool Network Configuration mode or in DHCP Pool Host Configuration
mode. To remove the time servers list, use the no form of this command.
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Syntax
time-server jp-address[ijp-address? ... [p-addressé]

no time-server

Parameters

= jp-address|ip-address? .. jp-address8—Specifies the IP addresses of
Time servers. Up to eight addresses can be specified in one command line.

Command Mode
DHCP Pool Network Configuration mode

DHCP Pool Host Configuration mode

Default Configuration

No time server is defined.

User Guidelines

The time server’s IP address should be on the same subnet as the client subnet.

Example

The following example specifies 10.12.1.99 as the time server IP address.

switchxxxxxx(config-dhcp)# time-server 10.12.1.99
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13.1 ip dhcp shooping

Use the ip dhcp snooping Global Configuration mode command to enable
Dynamic Host Configuration Protocol (DHCP) Snooping globally. Use the no form
of this command to restore the default configuration.

Syntax
ip dhcp snooping

no ip dhcp snooping

Parameters

N/A

Default Configuration

DHCP snooping is disabled.

Command Mode

Global Configuration mode

User Guidelines

For any DHCP Snooping configuration to take effect, DHCP Snooping must be
enabled globally. DHCP Snooping on a VLAN is not active until DHCP Snooping on
a VLAN is enabled by using the ip dhcp snooping vlan Global Configuration mode
command.

Example

The following example enables DHCP Snooping on the device.

switchxxxxxx(config)# ip dhcp snooping
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13.2 ip dhcp snooping vian

Use the ip dhcp snooping vlan Global Configuration mode command to enable
DHCP Snooping on a VLAN. Use the no form of this command to disable DHCP
Snooping on a VLAN.

Syntax
ip dhcp snooping vlan v/an-id

no ip dhcp snooping vlan vian-id

Parameters

= v/an-id—Specifies the VLAN ID.

Default Configuration

DHCP Snooping on a VLAN is disabled.

Command Mode

Global Configuration mode

User Guidelines

DHCP Snooping must be enabled globally before enabling DHCP Snooping on a
VLAN.

Example

The following example enables DHCP Snooping on VLAN 21.

switchxxxxxx(config)# ip dhcp snooping vlan 21

13.3 ip dhcp shooping trust

Use the ip dhcp snhooping trust Interface Configuration (Ethernet, Port-channel)
mode command to configure a port as trusted for DHCP snooping purposes. Use
the no form of this command to restore the default configuration.
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Syntax
ip dhcp snooping trust

no ip dhcp snooping trust

Parameters

N/A

Default Configuration

The interface is untrusted.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

Configure as trusted the ports that are connected to a DHCP server or to other
switches or routers. Configure the ports that are connected to DHCP clients as
untrusted.

Example

The following example configures te 1/0/4 as trusted for DHCP Snooping.

switchxxxxxx(config)# interface tel/0/4

switchxxxxxx(config-if)# ip dhcp snooping trust

13.4 ip dhcp shooping information option
allowed-untrusted

Use the ip dhcp snooping information option allowed-untrusted Global
Configuration mode command to allow a device to accept DHCP packets with
option-82 information from an untrusted port. Use the no form of this command to
drop these packets from an untrusted port.

Syntax
ip dhcp snooping information option allowed-untrusted

no ip dhcp snooping information option allowed-untrusted
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Parameters

N/A

Default Configuration

DHCP packets with option-82 information from an untrusted port are discarded.

Command Mode

Global Configuration mode

Example

The following example allows a device to accept DHCP packets with option-82
information from an untrusted port.

switchxxxxxx(config)# ip dhcp snooping information option allowed-untrusted

13.5 ip dhcp shooping verify

Use the ip dhcp snooping verify Global Configuration mode command to
configure a device to verify that the source MAC address in a DHCP packet
received on an untrusted port matches the client hardware address. Use the no
form of this command to disable MAC address verification in a DHCP packet
received on an untrusted port.

Syntax
ip dhcp snooping verify

no ip dhcp snooping verify

Default Configuration

The switch verifies that the source MAC address in a DHCP packet received on an
untrusted port matches the client hardware address in the packet.

Command Mode

Global Configuration mode
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Example

The following example configures a device to verify that the source MAC address
in a DHCP packet received on an untrusted port matches the client hardware
address.

switchxxxxxx(config)# ip dhcp snooping verify

13.6 ip dhcp snhooping database

Use the ip dhcp snooping database Global Configuration mode command to
enable the DHCP Snooping binding database file. Use the no form of this
command to delete the DHCP Snooping binding database file.

Syntax
ip dhcp snooping database

no ip dhcp snooping database

Parameters

N/A

Default Configuration

The DHCP Snooping binding database file is not defined.

Command Mode

Global Configuration mode

User Guidelines
The DHCP Snooping binding database file resides on Flash.

To ensure that the lease time in the database is accurate, the Simple Network Time
Protocol (SNTP) must be enabled and configured.

The device writes binding changes to the binding database file only if the device
system clock is synchronized with SNTP.
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Example

The following example enables the DHCP Snooping binding database file.

switchxxxxxx(config)# ip dhcp snooping database

13.7 ip dhcp snooping binding

Use the ip dhcp shooping binding Privileged EXEC mode command to configure
the DHCP Snooping binding database and add dynamic binding entries to the
database. Use the no form of this command to delete entries from the binding
database.

Syntax

ip dhcp snooping binding mac-address vian-id ip-address interface-id expiry
{seconds /infinite}

no ip dhcp snooping binding mac-address vian-id

Parameters
= mac-address—Specifies a MAC address.
= v/an-id—Specifies a VLAN number.
= /p-address—Specifies an IP address.

= jnterface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or Port-channel.

= expiry

= seconds—Specifies the time interval, in seconds, after which the
binding entry is no longer valid. (Range: 10-4294967294).

- infinite—Specifies infinite lease time.

Default Configuration

No static binding exists.

Command Mode

Privileged EXEC mode
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User Guidelines

Use the ip dhcp shooping binding command to add manually a dynamic entry to
the DHCP database.

After entering this command, an entry is added to the DHCP Snooping database. If
the DHCP Snooping binding file exists, the entry is also added to that file.

The entry would not be added to the configuration files. The entry would be
displayed in the show commands as a “DHCP Snooping” entry.

An entry added by this command can override the existed dynamic entry.

An entry added by this command cannot override the existed static entry added
by the ip source-guard binding command.

The entry is displayed in the show commands as a DHCP Snooping entry.

Use the no ip dhcp snooping binding command to delete manually a dynamic
entry from the DHCP database.

A dynamic temporary entries for which the IP address is 0.0.0.0 cannot be deleted.

Example

The following example adds a binding entry to the DHCP Snooping binding
database.

switchxxxxxx# ip dhcp snooping binding 0060.704C.73FF 23 176.10.1.1 tel/0/4
expiry 900

13.8 clear ip dhcp snooping database

Use the clear ip dhcp snooping database Privileged EXEC mode command to
clear the DHCP Snooping binding database.

Syntax

clear ip dhcp snooping database

Parameters

N/A
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Command Mode

Privileged EXEC mode

Example

The following example clears the DHCP Snooping binding database.

switchxxxxxx# clear ip dhcp snooping database

13.9 show ip dhcp shooping

Use the show ip dhcp snooping EXEC mode command to display the DHCP
snooping configuration for all interfaces or for a specific interface.

Syntax

show ip dhcp snooping finterface-id]

Parameters
= jnterface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or Port-channel.
Command Mode

User EXEC mode

Example

The following example displays the DHCP snooping configuration.

switchxxxxxx# show ip dhcp snooping

DHCP snooping is Enabled

DHCP snooping is configured on following VLANs: 21
DHCP snooping database is Enabled

Relay agent Information option 82 is Enabled
Option 82 on untrusted port is allowed

Verification of hwaddr field is Enabled
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DHCP snooping file update frequency is configured to: 6666 seconds

Interface Trusted
tel/0/1 Yes
tel/0/2 Yes

13.10 show ip dhcp snooping binding

Use the show ip dhcp snooping binding User EXEC mode command to display the
DHCP Snooping binding database and configuration information for all interfaces
or for a specific interface.

Syntax

show ip dhcp shooping binding [mac-address mac-address] [ip-address
[p-address] [vlan vian-id] [interface-id]

Parameters
= mac-address mac-address—Specifies a MAC address.
= jp-address /jp-address—Specifies an IP address.
= vlan vian-id—Specifies a VLAN ID.

= jnterface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or Port-channel.

Command Mode

User EXEC mode
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Example

The following examples displays the DHCP snooping binding database and
configuration information for all interfaces on a device.-

switchxxxxxx# show ip dhcp snooping binding

Update frequency: 1200
Total number of binding: 2

Mac Address IP Address Lease Type VLAN Interface
(sec)
0060.704C.73FF 10.1.8.1 7983 snooping 3 tel/0/1
0060.704C.7BC1 10.1.8.2 92332 snooping 3 tel/0/2
)

13.11 ip source-guard

Use the ip source-guard command in Configuration mode or Interface
Configuration mode to enable IP Source Guard globally on a device or in Interface
Configuration (Ethernet, Port-channel) mode to enable IP Source Guard on an
interface.

Use the no form of this command to disable IP Source Guard on the device or on
an interface.

Syntax
ip source-guard

no ip source-guard

Parameters

N/A

Default Configuration

IP Source Guard is disabled.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode
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User Guidelines

IP Source Guard must be enabled globally before enabling IP Source Guard on an
interface.

IP Source Guard is active only on DHCP snooping untrusted interfaces, and if at
least one of the interface VLANs are DHCP snooping enabled.

Example

The following example enables IP Source Guard on te1/0/4.

switchxxxxxx(config)# interface tel/0/4

switchxxxxxx(config-if)# ip source-guard

13.12 ip source-guard binding

Use the ip source-guard binding Global Configuration mode command to
configure the static IP source bindings on the device. Use the no form of this
command to delete the static bindings.

Syntax
ip source-guard binding mac-address vian-id jp-address interface-id

no ip source-guard binding mac-address vian-id

Parameters
= mac-address—Specifies a MAC address.
= v/an-id—Specifies a VLAN number.
= jp-address—Specifies an IP address.
= /nterface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or Port-channel.
Default Configuration

No static binding exists.

Command Mode

Global Configuration mode
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User Guidelines

Use the ip source-guard binding command to add a static entry to the DHCP
database.

An entry added by this command can override the existed entry.

Use the no ip source-guard binding command to delete an entry from the DHCP
database.

Example

The following example configures the static IP source bindings.

switchxxxxxx(config)# ip source-guard binding 0060.704C.73FF 23 176.10.1.1
tel/0/4

13.13 ip source-guard tcam retries-freq

Use the ip source-guard tcam retries-freq Global Configuration mode command to
set the frequency of retries for TCAM resources for inactive IP Source Guard
addresses. Use the no form of this command to restore the default configuration.

Syntax
ip source-guard tcam retries-freq {seconds /never}

no ip source-guard tcam retries-freq

Parameters
= seconds—Specifies the retries frequency in seconds. (Range: 10-600)

= never—Disables automatic searching for TCAM resources.

Default Configuration

The default retries frequency is 60 seconds.

Command Mode

Global Configuration mode
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User Guidelines

Since the IP Source Guard uses the Ternary Content Addressable Memory
(TCAM) resources, there may be situations when IP Source Guard addresses are
inactive because of a lack of TCAM resources.

By default, once every minute the software conducts a search for available space
in the TCAM for the inactive IP Source Guard addresses. Use this command to
change the search frequency or to disable automatic retries for TCAM space.

The ip source-guard tcam locate command manually retries locating TCAM
resources for the inactive IP Source Guard addresses.

The show ip source-guard inactive EXEC mode command displays the inactive IP
Source Guard addresses.

Example

The following example sets the frequency of retries for TCAM resources to 2
minutes.

switchxxxxxx(config)# ip source-guard tcam retries-freq 120

13.14 ip source-guard tcam locate

Use the ip source-guard tcam locate Privileged EXEC mode command to manually
retry to locate TCAM resources for inactive IP Source Guard addresses.

Syntax

ip source-guard tcam locate

Parameters

N/A

Command Mode

Privileged EXEC mode

User Guidelines

Since the IP Source Guard uses the Ternary Content Addressable Memory
(TCAM) resources, there may be situations when IP Source Guard addresses are
inactive because of a lack of TCAM resources.
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By default, once every 60 seconds the software conducts a search for available
space in the TCAM for the inactive IP Source Guard addresses.

Execute the ip source-guard tcam retries-freq command with the never keyword
to disable automatic retries for TCAM space, and then execute this command to
manually retry locating TCAM resources for the inactive IP Source Guard
addresses.

The show ip source-guard inactive EXEC mode command displays the inactive IP
source guard addresses.

Example

The following example manually retries to locate TCAM resources.

switchxxxxxx# ip source-guard tcam locate

13.15 show ip source-guard configuration

Use the show ip source-guard configuration EXEC mode command to display the
IP source guard configuration for all interfaces or for a specific interface.

Syntax

show ip source-guard configuration [interface-ia)

Parameters
= jnterface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or Port-channel.
Command Mode

User EXEC mode
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Example

The following example displays the IP Source Guard configuration.

switchxxxxxx# show ip source-guard configuration

IP source guard is globally enabled.

Interface State

tel/0/1 Enabled
tel/0/2 Enabled
tel/0/3 Enabled
tel/0/4 Enabled

13.16 show ip source-guard status

Use the show ip source-guard status EXEC mode command to display the IP
Source Guard status.

Syntax

show ip source-guard status [mac-address mac-address] [ip-address jp-address]
[vlan vian)] [interface-id]

Parameters
= mac-address mac-address—Specifies a MAC address.
= jp-address /jp-address—Specifies an IP address.
= vlan vian-id—Specifies a VLAN ID.
= jnterface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or Port-channel.
Command Mode

User EXEC mode
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Example

The following examples display the IP Source Guard status.

SwWitchxxxxxx# show ip source-guard status

IP source guard is globally enaabled.

Interface Filter Status IP Address MAC Address VLAN Type
tel/0/1 1P Active 10.1.8.1 0060.704C.73FF 3 DHCP
tel/0/2 1P Active 10.1.8.2 0060.704C.7BC1 3 Static
tel/0/3 1P Active Deny all 0060.704C.7BC3 4 DHCP
tel/0/4 1P Inactive

13.17 show ip source-guard inactive

Use the show ip source-guard inactive EXEC mode command to display the IP
Source Guard inactive addresses.

Syntax

show ip source-guard inactive

Parameters

N/A

Command Mode

User EXEC mode

User Guidelines

Since the IP Source Guard uses the Ternary Content Addressable Memory
(TCAM) resources, there may be situations when IP Source Guard addresses are
inactive because of a lack of TCAM resources.

By default, once every minute the software conducts a search for available space
in the TCAM for the inactive IP Source Guard addresses.

Use the ip source-guard tcam retries-freq command to change the retry
frequency or to disable automatic retries for TCAM space.

Use the ip source-guard tcam locate command to manually retry locating TCAM
resources for the inactive IP Source Guard addresses.
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This command displays the inactive IP source guard addresses.

Example

The following example displays the IP source guard inactive addresses.

Switchxxxxxx# show ip source-guard inactive

TCAM resources search frequency: 60 seconds

Interface Filter 1P MAC Address VLAN Type Reason
Address

tel/0/2 1P 10.1.8.32 0060.704C.8 3 DHCP Resource

tel/0/3 1P 3FF Problem

tel/0/4 1 Trust port

13.18 show ip source-guard statistics

Use the show ip source-guard statistics EXEC mode command to display the
Source Guard dynamic information (permitted stations).

Syntax

show ip source-guard statistics [v/an v/ian-id]

Parameters

= v/an-id—Display the statistics on this VLAN.

Command Mode

User EXEC mode

Example
switchxxxxxx# show ip source-guard statistics

VLAN Statically Permitted Stations DHCP Snooping Permitted Stations
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13.19 ip arp inspection

Use the ip arp inspection Global Configuration mode command globally to enable
Address Resolution Protocol (ARP) inspection. Use the no form of this command to
disable ARP inspection.

Syntax
ip arp inspection

no ip arp inspection

Parameters

N/A

Default Configuration

ARP inspection is disabled.

Command Mode

Global Configuration mode

User Guidelines

Note that if a port is configured as an untrusted port, then it should also be
configured as an untrusted port for DHCP Snooping, or the
IP-address-MAC-address binding for this port should be configured statically.
Otherwise, hosts that are attached to this port cannot respond to ARPs.

Example

The following example enables ARP inspection on the device.

switchxxxxxx(config)# ip arp inspection

13.20 ip arp inspection vian

Use the ip arp inspection vlan Global Configuration mode command to enable
ARP inspection on a VLAN, based on the DHCP Snooping database. Use the no
form of this command to disable ARP inspection on a VLAN.
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Syntax
ip arp inspection vlan vian-id

no ip arp inspection vlan vian-id

Parameters

= y/an-id—Specifies the VLAN ID.

Default Configuration

DHCP Snooping based ARP inspection on a VLAN is disabled.

Command Mode

Global Configuration mode

User Guidelines

This command enables ARP inspection on a VLAN based on the DHCP snooping
database. Use the ip arp inspection list assign command to enable static ARP
inspection.

Example

The following example enables DHCP Snooping based ARP inspection on VLAN
23.

switchxxxxxx(config)# ip arp inspection vlan 23

13.21 ip arp inspection trust

Use the ip arp inspection trust Interface Configuration (Ethernet, Port-channel)
mode command to configure an interface trust state that determines if incoming
Address Resolution Protocol (ARP) packets are inspected. Use the no form of this
command to restore the default configuration.

Syntax
ip arp inspection trust

no ip arp inspection trust
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Parameters

N/A

Default Configuration

The interface is untrusted.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

The device does not check ARP packets that are received on the trusted interface;
it only forwards the packets.

For untrusted interfaces, the device intercepts all ARP requests and responses. It
verifies that the intercepted packets have valid IP-to-MAC address bindings
before updating the local cache and before forwarding the packet to the
appropriate destination. The device drops invalid packets and logs them in the log
buffer according to the logging configuration specified with the ip arp inspection
logging interval command.

Example

The following example configures te1/0/3 as a trusted interface.

switchxxxxxx(config)# interface tel/0/3

switchxxxxxx(config-if)# ip arp inspection trust

13.22 ip arp inspection validate

Use the ip arp inspection validate Global Configuration mode command to
perform specific checks for dynamic Address Resolution Protocol (ARP)
inspection. Use the no form of this command to restore the default configuration.

Syntax
ip arp inspection validate

no ip arp inspection validate
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Parameters

N/A

Default Configuration

ARP inspection validation is disabled.

Command Mode

Global Configuration mode

User Guidelines
The following checks are performed:

= Source MAC address: Compares the source MAC address in the Ethernet
header against the sender MAC address in the ARP body. This check is
performed on both ARP requests and responses.

= Destination MAC address: Compares the destination MAC address in the
Ethernet header against the target MAC address in the ARP body. This
check is performed for ARP responses.

= |P addresses: Compares the ARP body for invalid and unexpected IP
addresses. Addresses include 0.0.0.0, 255.255.255.255, and all IP multicast

addresses.

Example

The following example executes ARP inspection validation.

switchxxxxxx(config)# ip arp inspection validate

13.23 ip arp inspection list create

Use the ip arp inspection list create Global Configuration mode command to
create a static ARP binding list and enters the ARP list configuration mode. Use the
no form of this command to delete the list.

Syntax

ip arp inspection list create name

no ip arp inspection list create name
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Parameters
= name—Specifies the static ARP binding list name. (Length: 1-32
characters).
Default Configuration

No static ARP binding list exists.

Command Mode

Global Configuration mode

User Guidelines

Use the ip arp inspection list assigh command to assign the list to a VLAN.

Example

The following example creates the static ARP binding list ‘servers’ and enters the
ARRP list configuration mode.

switchxxxxxx(config)# ip arp inspection list create servers

13.24 ip mac

Use the ip mac ARP-list Configuration mode command to create a static ARP
binding. Use the no form of this command to delete a static ARP binding.

Syntax
ip /jp-address mac mac-address

no ip /jp-address mac mac-address

Parameters
= jp-address—Specifies the IP address to be entered to the list.

=  mac-address—Specifies the MAC address associated with the IP address.

Default Configuration

No static ARP binding is defined.
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Command Mode

ARP-list Configuration mode

Example

The following example creates a static ARP binding.

switchxxxxxx(config)# ip arp inspection list create servers
switchxxxxxx(config-arp-list)# ip 172.16.1.1 mac 0060.704C.7321

switchxxxxxx(config-arp-list)# ip 172.16.1.2 mac 0060.704C.7322

13.25 ip arp inspection list assign

Use the ip arp inspection list assign Global Configuration mode command to
assign a static ARP binding list to a VLAN. Use the no form of this command to
delete the assignment.

Syntax
ip arp inspection list assign vian-id name

no ip arp inspection list assign v/an-id

Parameters
= y/an-id—Specifies the VLAN ID.

= name—Specifies the static ARP binding list name.

Default Configuration

No static ARP binding list assignment exists.

Command Mode

Global Configuration mode

Example

The following example assigns the static ARP binding list Servers to VLAN 37.

switchxxxxxx(config)# ip arp inspection list assign 37 servers
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13.26 ip arp inspection logging interval

Use the ip arp inspection logging interval Global Configuration mode command to
set the minimum time interval between successive ARP SYSLOG messages. Use
the no form of this command to restore the default configuration.

Syntax
ip arp inspection logging interval {seconds /infinite}

no ip arp inspection logging interval

Parameters

= seconds—Specifies the minimum time interval between successive ARP
SYSLOG messages. A 0 value means that a system message is
immediately generated. (Range: 0-86400)

= infinite—Specifies that SYSLOG messages are not generated.

Default Configuration

The default minimum ARP SYSLOG message logging time interval is 5 seconds.

Command Mode

Global Configuration mode

Example

The following example sets the minimum ARP SYSLOG message logging time
interval to 60 seconds.

switchxxxxxx(config)# ip arp inspection logging interval 60

13.27 show ip arp inspection

Use the show ip arp inspection EXEC mode command to display the ARP
inspection configuration for all interfaces or for a specific interface.

Syntax

show ip arp inspection [/nterface-id]
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Parameters

= jnterface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or Port-channel.

Command Mode

User EXEC mode

Example

The following example displays the ARP inspection configuration.

switchxxxxxx# show ip arp inspection

IP ARP inspection is Enabled

IP ARP inspection is configured on following VLANs: 1

Verification of packet header is Enabled

IP ARP inspection logging interval is: 222 seconds
Interface Trusted

tel/0/1 Yes

tel/0/2 Yes

13.28 show ip arp inspection list

Use the show ip arp inspection list Privileged EXEC mode command to display the
static ARP binding list.

Syntax

show ip arp inspection list

Parameters

N/A

Command Mode

Privileged EXEC mode
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Example

The following example displays the static ARP binding list.

switchxxxxxx# show ip arp inspection list
List name: servers

Assigned to VLANs: 1,2
1P ARP

172.16.1.1 0060.704C.7322

172.16.1.2 0060.704C.7322

13.29 show ip arp inspection statistics

Use the show ip arp inspection statistics EXEC command to display statistics for
the following types of packets that have been processed by this feature:
Forwarded, Dropped, IP/MAC Validation Failure.

Syntax

show ip arp inspection statistics [vian vian-id]

Parameters

= v/an-id—Specifies VLAN ID.

Command Mode

User EXEC mode

User Guidelines

To clear ARP Inspection counters use the clear ip arp inspection statistics
command. Counters values are kept when disabling the ARP Inspection feature.

Example

switchxxxxxx# show ip arp inspection statistics

Vlan  Forwarded Packets Dropped Packets IP/MAC Failures
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2 1500100 80

13.30 clear ip arp inspection statistics

Use the clear ip arp inspection statistics Privileged EXEC mode command to clear
statistics ARP Inspection statistics globally.

Syntax

clear ip arp inspection statistics [vlan v/an-id]

Parameters

= v/an-id—Specifies VLAN ID.

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# clear ip arp inspection statistics
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14.1 clear ipv6 dhcp client

To restart DHCP for an IPv6 client on an interface, use the clear ipv6 dhcp client
command in Privileged EXEC mode.

Syntax

clear ipv6 dhcp client /nterface-id

Parameters

= jnterface-id—Interface identifier.

Default Configuration

N/A

Command Mode

Privileged EXEC mode

User Guidelines

This command restarts DHCP for an IPv6 client on a specified interface after first
releasing and unconfiguring previously-acquired prefixes and other configuration
options (for example, Domain Name System [DNS] servers).

Example

The following example restarts the DHCP for IPv6 client on VLAN 100:

switchxxxxxx# clear ipv6 dhcp client vlan 100
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14.2 ipv6 dhcp client information refresh

To configure the refresh time for IPv6 client information refresh time on a specified
interface if the DHCPv6 server reply does not include the Information Refresh
Time, use the ipv6 dhcp client information refresh command in Interface
Configuration mode. To return to the default value of the refresh time, use the no
form of this command.

Syntax
ipv6 dhcp client information refresh seconds /infinite

no ipv6 dhcp client information refresh

Parameters

= seconds—The refresh time, in seconds. The value cannot be less than the
minimal acceptable refresh time configured by the ipv6 dhcp client
information refresh command. The maximum value that can be used is
4,294967,294 seconds (OxFFFFFFFE).

= infinite—Infinite refresh time.

Default Configuration

The default is 86,400 seconds (24 hours).

Command Mode

Interface Configuration mode

User Guidelines

The ipv6 dhcp client information refresh command specifies the information
refresh time. If the server does not sends an information refresh time option then a
value configured by the command is used.

Use the infinite keyword, to prevent refresh, if the server does not send an
information refresh time option.

Example

The following example configures an upper limit of 2 days:

switchxxxxxx(config)# interface vlan 100
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switchxxxxxx(config-if)# ipv6e dhcp client information refresh 172800

switchxxxxxx(config-if)# exit

14.3 ipv6 dhcp client information refresh
minimum

To configure the minimum acceptable refresh time on the specified interface, use
the ipv6 dhcp client information refresh minimum command in Interface
Configuration mode. To remove the configured refresh time, use the no form of this
command.

Syntax
ipv6 dhcp client information refresh minimum seconds /infinite

no ipv6 dhcp client information refresh minimum

Parameters

= seconds—The refresh time, in seconds. The minimum value that can be
used is 600 seconds. The maximum value that can be used is 4,294,967,294
seconds (OxFFFFFFFE).

= infinite—Infinite refresh time.

Default Configuration

The default is 86,400 seconds (24 hours).

Command Mode

Interface Configuration mode

User Guidelines

The ipv6 dhcp client information refresh minimum command specifies the
minimum acceptable information refresh time. If the server sends an information
refresh time option of less than the configured minimum refresh time, the
configured minimum refresh time will be used instead.

This command may be configured in the following situations:

= In unstable environments where unexpected changes are likely to occur.
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= For planned changes, including renumbering. An administrator can gradually
decrease the time as the planned event nears.

= Limit the amount of time before new services or servers are available to the
client, such as the addition of a new Simple Network Time Protocol (SNTP)
server or a change of address of a Domain Name System (DNS) server.

If you configure the infinite keyword client never refreshes the information.

Example

The following example configures an upper limit of 2 days:

switchxxxxxx(config)# interface vlan 100
switchxxxxxx(config-if)# ipv6e dhcp client information refresh 172800

switchxxxxxx(config-if)# exit

14.4 ipv6 dhcp client stateless

To enable DHCP for an IPv6 client process and to enable request for stateless
configuration through the interface on which the command is run, use the ipv6
dhcp client stateless command in Interface Configuration mode. To disable
requests for stateless configuration, use the no form of this command.

Syntax
ipv6 dhcp client stateless

no ipv6 dhcp client stateless

Parameters

This command has no arguments or keywords.

Default Configuration

Information request is disabled on an interface.

Command Mode

Interface Configuration mode
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User Guidelines

Enabling this command starts the DHCPVG6 client process if this process is not yet
running and IPv6 interface is enabled on the interface.

This command enables the DHCPv6 Stateless service on the interface. The
service allows to receive the configuration from a DHCP server, passed in the
following options:

= Option 7: OPTION_PREFERENCE - The preference value for the server in
this message

= Option 12: OPTION_UNICAST - The IP address to which the client should
send messages delivered using unicast

= Option 23: OPTION_DNS_SERVERS - List of DNS Servers IPv6 Addresses
= Option 24: OPTION_DOMAIN_LIST - Domain Search List

= Option 31: OPTION_SNTP_SERVERS - List of SNTP Servers IPv6
Addresses

= Option 32: OPTION_INFORMATION_REFRESH_TIME - Information Refresh
Time Option

= Option 41: OPTION_NEW_POSIX_TIMEZONE - New Timezone Posix String
= Option 59: OPT_BOOTFILE_URL - Configuration Server URL

= Option 60: OPT_BOOTFILE_PARAM, the first parameter - Configuration File
Path Name

DHCPv6 client and relay functions are mutually exclusive on an interface.

Example

The following example enables the Stateless service:

switchxxxxxx(config)# interface vlan 100
switchxxxxxx(config-if)# ipv6 dhcp client stateless

switchxxxxxx(config-if)# exit
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14.5 ipv6 dhcp duid-en

To set the Vendor Based on Enterprise Number DHVPv6 Unique Identified
(DUID-EN) format, use the ipv6 dhcp duid-en command in Global Configuration
mode.

To return to the default value, use the no form of this command.

Syntax
ipv6 dhcp duid-en enterprise-number identifier

no ipv6 dhcp duid-en

Parameters

= enterprise-number—The vendor’s registered Private Enterprise number as
maintained by IANA.

= jdentifie—The vendor-defined non-empty hex string (up to 64 hex
characters). If the number of the character is not even ’0’ is added at the
right. Each 2 hex characters can be separated by a period or colon.

Default Configuration

DUID Based on Link-layer Address (DUID-LL) is used. The base MAC Address is
used as a Link-layer Address.

Command Mode

Global Configuration mode

User Guidelines

By default, the DHCPv6 uses the DUID Based on Link-layer Address (see
RFC3315) with the Base MAC Address as a Link-layer Address.

Use this command to change the DUID format to the Vendor Based on Enterprise
Number.

Examples

Example 1. The following sets the DIID-EN format:
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ipv6 dhcp duid-en 9 0CC084D303000912

Example 2. The following sets the DIID-EN format using colons as delimiter:

switchxxxxxx(config)# ipv6 dhcp duid-en 9 0C:C0:84:D3:03:00:09:12

14.6 ipv6 dhcp relay destination (Global)

To specify a globally-defined relay destination address to which client messages
are forwarded, use the ipv6 dhcp relay destination command in Global
Configuration mode. To remove a relay destination address, use the no form of this
command.

Syntax
ipv6 dhcp relay destination {jpv6-address [interface-idl} | interface-id

no ipv6 dhcp relay destination [{/jov6-address [interface-ial} | interface-ia)

Parameters

= jpv6-address [interface-idl—Relay destination IPv6 address in the form
documented in RFC 4291 where the address is specified in hexadecimal
using 16-bit values between colons. There are the following types of relay
destination address:

= Link-local Unicast address. A user must specify the interface-id
argument for this kind of address.

= Global Unicast IPv6 address. If the /interface-id argument is omitted then
the Routing table is used.

= jnterface-id—Interface identifier that specifies the output interface for a
destination. If this argument is configured, client messages are forwarded to
the well-known link-local Multicast address
All_DHCP_Relay_Agents_and_Servers (FF02::1:2) through the link to which
the output interface is connected.

Default Configuration

There is no globally-defined relay destination.
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Command Mode

Global Configuration mode

User Guidelines

The ipv6 dhcp relay destination command specifies a destination address to
which client messages are forwarded. The address is used by all DHCPv6 relays
running on the switch. Up to 100 addresses can be defined.

When a relay service is running on an interface, a DHCP for IPv6 message
received on that interface will be forwarded to all configured relay destinations
configured per interface and globally.

Multiple destinations can be configured on one interface, and multiple output
interfaces can be configured for one destination.

Unspecified, loopback, and Multicast addresses are not acceptable as the relay
destination.

Use the no form of the command with the jpv6-address and interface-id
arguments to remove only the given globally-defined address with the given
output interface.

Use the no form of the command with the jpv6-address argument to remove only
the given globally-defined address for all output interfaces.

The no form of the command without the arguments removes all the
globally-defined addresses.

Examples

Example 1. The following example sets the relay unicast link-local destination
address per VLAN 200:

switchxxxxxx(config)# ipv6 dhcp relay destination FE80::1:2 vlan 200

Example 2. The following example sets that client messages are forwarded to
VLAN 200:

switchxxxxxx(config)# ipv6 dhcp relay destination vlan 200
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Example 3. The following example sets the unicast global relay destination
address:

switchxxxxxx(config)# 1pv6 dhcp relay destination 3002::1:2

14.7 ipv6 dhcp relay destination (Interface)

To specify a destination address to which client messages are forwarded and to
enable DHCP for IPv6 relay service on the interface, use the ipv6 dhcp relay
destination command in Interface Configuration mode. To remove a relay
destination on the interface or to delete an output interface for a destination, use
the no form of this command.

Syntax
ipv6 dhcp relay destination [{/jov6-address [interface-idl}| interface-id]

no ipv6 dhcp relay destination [{jov6-address [interface-idl}| interface-iad]

Parameters

= /pv6-address [interface-idl—Relay destination IPv6 address in the form
documented in RFC 4291 where the address is specified in hexadecimal
using 16-bit values between colons. There are the following types of relay
destination address:

= Link-local Unicast address. A user must specify the /interface-id
argument for this kind of address.

= Global Unicast IPv6 address. If the /interface-id argument is omitted then
the Routing table is used.

= /nterface-id—Interface identifier that specifies the output interface for a
destination. If this argument is configured, client messages are forwarded to
the well-known link-local Multicast address
All_DHCP_Relay_Agents_and_Servers (FF02::1:2) through the link to which
the output interface is connected.

Default Configuration

The relay function is disabled, and there is no relay destination on an interface.

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide 359



14

DHCPv6 Commands

Command Mode

Interface Configuration mode

User Guidelines

This command specifies a destination address to which client messages are
forwarded, and it enables DHCP for IPv6 relay service on the interface. Up to 10
addresses can be defined per one interface and up to 100 addresses can be
defined per switch.

DHCPV6 Relay inserts the Interface-id option if an IPv6 global address is not
defined on the interface on which the relay is running. The Interface-id field of the
option is the interface name (a value of the ifName field of the ifTable) on which the
relay is running.

When relay service is running on an interface, a DHCP for IPv6 message received
on that interface will be forwarded to all configured relay destinations configured
per interface and globally.

The incoming DHCP for IPv6 message may have come from a client on that
interface, or it may have been relayed by another relay agent.

The relay destination can be a Unicast address of a server or another relay agent,
or it may be a Multicast address. There are two types of relay destination
addresses:

= A link-local Unicast or Multicast IPv6 address, for which a user must specify an
output interface.

= A global Unicast IPv6 address. A user can optionally specify an output
interface for this kind of address.

If no output interface is configured for a destination, the output interface is
determined by routing tables. In this case, it is recommended that a Unicast or
Multicast routing protocol be running on the router.

Multiple destinations can be configured on one interface, and multiple output
interfaces can be configured for one destination. When the relay agent relays
messages to a Multicast address, it sets the hop limit field in the IPv6 packet
header to 32.

Unspecified, loopback, and node-local Multicast addresses are not acceptable as
the relay destination.

Note that it is not necessary to enable the relay function on an interface for it to
accept and forward an incoming relay reply message from servers. By default, the
relay function is disabled, and there is no relay destination on an interface.

Use the no form of the command with arguments to remove a specific address.
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Use the no form of the command without arguments to remove all the defined
addresses and to disable the relay on the interface.

Examples

Example 1. The following example sets the relay Unicast link-local destination
address per VLAN 200 and enables the DHCPv6 Relay on VLAN 100 if it was not
enabled:

switchxxxxxx(config)# interface vlan 100

switchxxxxxx(config-if)# ipv6 dhcp relay destination FE80::1:2 vlan 200

switchxxxxxx(config-if)# exit

Example 2. The following example sets the relay well known Multicast link-local
destination address per VLAN 200 and enables the DHCPv6 Relay on VLAN 100 if
it was not enabled:

switchxxxxxx(config)# interface vlan 100

switchxxxxxx(config-if)# ipv6e dhcp relay destination vlan 200

switchxxxxxx(config-if)# exit

Example 3. The following example sets the Unicast global relay destination
address and enables the DHCPv6 Relay on VLAN 100 if it was not enabled:

switchxxxxxx(config)# interface vlan 100

switchxxxxxx(config-if)# ipv6 dhcp relay destination 3002::1:2

switchxxxxxx(config-if)# exit

Example 4. The following example enables DHCPvG6 relay on VLAN 100:

switchxxxxxx(config)# interface vlan 100

switchxxxxxx(config-if)# ipv6 dhcp relay destination
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switchxxxxxx(config-if)# exit

Example 5. The following example disables DHCPv6 relay on VLAN 100:

switchxxxxxx(config)# interface vlan 100
switchxxxxxx(config-if)# no ipv6 dhcp relay destination

switchxxxxxx(config-if)# exit

14.8 show ipv6 dhcp

To display the Dynamic DHCP unique identifier (DUID) on a specified device, use
the show ipv6 dhcp command in User EXEC mode.This information is relevant for
DHCPvV6 clients and DHCPvVG relays.

Syntax
show ipv6 dhcp

Parameters

NA

Command Mode

User EXEC mode

User Guidelines

This command uses the DUID, which is based on the link-layer address for both
client and server identifiers. The device uses the MAC address from the
lowest-numbered interface to form the DUID.

Examples

Example 1. The following is sample output from this command when the switch’s
DUID format is vendor based on enterprise number:

switchxxxxxx# show ipv6 dhcp

The switch’s DHCPv6 unique identifier(DUID)is 0002000000090CC084D303000912
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Format: 2
Enterprise Number: 9

Identifier: 0CC084D303000912

Example 2. The following is sample output from this command when the switch’s
DUID format is the vendor-based on link-layer address:

switchxxxxxx# show ipv6 dhcp

The switch’s DHCPv6 unique identifier(DUID)is 000300010024012607AA
Format: 3
Hardware type: 1

MAC Address: 0024.0126.07AA

Example 3. The following is sample output from this command when the switch’s
DUID format is vendorbased on link-layer address and DHCPv6 Relay is
supported:

switchxxxxxx# show ipv6 dhcp

The switch’s DHCPv6 unique identifier(DUID)is 000300010024012607AA
Format: 3
Hardware type: 1

MAC Address: 0024.0126.07AA

Relay Destinations:
2001:001:250:A2FF:FEBF:A056
2001:1001:250:A2FF : FEBF:A056
2001:1011:250:A2FF:FEBF:A056 via VLAN 100
FE80: :250:A2FF:FEBF:A056 via VLAN 100

FE80: :250:A2FF:FEBF:A056 via VLAN 200
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14.9 show ipv6 dhcp interface

To display DHCP for IPv6 interface information, use the show ipv6 dhcp interface
command in User EXEC mode.

Syntax

show ipv6 dhcp interface [/nterface-id]

Parameters

= /nterface-id—Interface identifier.

Command Mode

User EXEC mode

User Guidelines

If no interfaces are specified in the command, all interfaces on which DHCP for
IPv6 (client or server) is enabled are displayed. If an interface is specified in the
command, only information about the specified interface is displayed.

Note. It is a legacy output format supported by SW versions not supporting
statefull configuration

Example

The following is sample output from this command when only the Stateless
service is enabled:

switchxxxxxx# show ipv6 dhcp interface

VLAN 100 is in client mode
DHCP Operational mode is enabled
Stateless Service is enabled
Reconfigure service is enabled
Information Refresh Minimum Time: 600 seconds
Information Refresh Time: 86400 seconds
Received Information Refresh Time: 3600 seconds
Remain Information Refresh Time: 411 seconds

DHCP server:
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Address FE80::202:FCFF:FEA1:7439, DUID 000300010002FCA17400
Preference: 20
DNS Servers: 1001::1, 2001::10
DNS Domain Search List: company.com beta.org
SNTP Servers: 2004::1
POSIX Timezone string: EST5EDT4,M3.2.0/02:00,M11.1.0/02:00
Configuration Server: config.company.com
Configuration Path Name: qqq/config/aaa_config.dat

Indirect Image Path Name: qqgg/config/aaa_image_name.txt

VLAN 110 is in client mode

DHCP Operational mode is disabled (IPv6 is not enabled)
Stateless Service is enabled

Reconfigure service is enabled

Information Refresh Minimum Time: 600 seconds
Information Refresh Time: 86400 seconds

Remain Information Refresh Time: 0 seconds

VLAN 1000 is in client mode

DHCP Operational mode is disabled (Interface status is DOWN)
Stateless Service is enabled

Reconfigure service is enabled

Information Refresh Minimum Time: 600 seconds

Information Refresh Time: 86400 seconds

Remain Information Refresh Time: 0 seconds

VLAN 1010 is in relay mode

DHCP Operational mode is enabled

Relay source interface: VLAN 101

Relay destinations:
2001:001:250:A2FF :FEBF:A056

FE80::250:A2FF:FEBF:A056 via FastEthernet 1/0/10
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15.1 clear host

Use the clear host command in privileged EXEC mode to delete dynamic
hostname-to-address mapping entries from the DNS client name-to-address
cache.

Syntax

clear host {hostname /*}

Parameters

= hostname—Name of the host for which hostname-to-address mappings are
to be deleted from the DNS client name-to-address cache.

= *—Specifies that all the dynamic hostname-to-address mappings are to be
deleted from the DNS client name-to-address cache.
Default Configuration
No hostname-to-address mapping entries are deleted from the DNS client
name-to-address cache.
Command Mode

Privileged EXEC mode

User Guidelines

To remove the dynamic entry that provides mapping information for a single
hostname, use the hostname argument. To remove all the dynamic entries, use the
* keyword.

To define a static hostname-to-address mappings in the DNS hostname cache,
use the ip host command.

To delete a static hostname-to-address mappings in the DNS hostname cache,
use the no ip host command.
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Example

The following example deletes all dynamic entries from the DNS client
name-to-address cache.

switchxxxxxx# clear host *

15.2 ip domain lookup

Use the ip domain lookup command in Global Configuration mode to enable the IP
Domain Naming System (DNS)-based host name-to-address translation.

To disable the DNS, use the no form of this commmand.

Syntax
ip domain lookup

no ip domain lookup

Parameters

N/A

Default Configuration

Enabled.

Command Mode

Global Configuration mode

Example

The following example enables DNS-based host name-to-address translation.

switchxxxxxx(config)# ip domain lookup
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15.3 ip domain name

Use the ip domain name command in Global Configuration mode. to define a
default domain name that the switch uses to complete unqualified hostnames
(names without a dotted-decimal domain name).

To delete the static defined default domain name, use the no form of this
command.

Syntax
ip domain name name

no ip domain name

Parameters

name—Default domain name used to complete unqualified host names. Do not
include the initial period that separates an unqualified name from the domain
name. Length: 1-158 characters. Maximum label length of each domain level is 63
characters.

Default Configuration

No default domain name is defined.

Command Mode

Global Configuration mode

User Guidelines

Any IP hostname that does not contain a domain name (that is, any name without a
dot) will have the dot and the default domain name appended to it before being
added to the host table.

Domain names and host names are restricted to the ASCII letters A through Z
(case-insensitive), the digits O through 9, the underscore and the hyphen. A period
(-) is used to separate labels.

The maximum size of each domain level is 63 characters. The maximum name size
is 158 bytes.

Example

The following example defines the default domain name as ‘www.website.com’.
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switchxxxxxx(config)# ip domain name website.com

15.4 ip domain polling-interval

Use the ip domain polling-interval command in Global Configuration mode to
specify the polling interval.

Use the no form of this command to return to the default behavior.

Syntax
ip domain polling-interval seconds

no ip domain polling-interval

Parameters

seconds—Polling interval in seconds. The range is from (2*(R+1)*T) to 3600.

Default Configuration
The default value is 2 * (R+1) * T, where
= Ris a value configured by the ip domain retry command.

= T is avalue configured by the ip domain timeout command.

Command Mode

Global Configuration mode

User Guidelines

Some applications communicate with the given IP address continuously. DNS
clients for such applications, which have not received resolution of the IP address
or have not detected a DNS server using a fixed number of retransmissions, return
an error to the application and continue to send DNS Request messages for the IP
address using the polling interval.

Example

The following example shows how to configure the polling interval of 100
seconds:

switchxxxxxx(config)# ip domain polling-interval 100
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15.5 ip domain retry

Use the ip domain retry command in Global Configuration mode to specify the
number of times the device will send Domain Name System (DNS) queries when
there is no replay.

To return to the default behavior, use the no form of this command.

Syntax
ip domain retry number

no ip domain retry

Parameters

number—Number of times to retry sending a DNS query to the DNS server. The
range is from O to 16.

Default Configuration

The default value is 1.

Command Mode

Global Configuration mode

User Guidelines

The number argument specifies how many times the DNS query will be sent to a
DNS server until the switch decides that the DNS server does not exist.

Example

The following example shows how to configure the switch to send out 10 DNS
queries before giving up:

switchxxxxxx(config)# ip domain retry 10

15.6 ip domain timeout

Use the ip domain timeout command in Global Configuration mode to specify the
amount of time to wait for a response to a DNS query.
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To return to the default behavior, use the no form of this command.

Syntax
ip domain timeout seconds

no ip domain timeout

Parameters

seconds—Time, in seconds, to wait for a response to a DNS query. The range is
from 1 to 60.

Default Configuration

The default value is 2 seconds.

Command Mode

Global Configuration mode

User Guidelines

Use the command to change the default time out value. Use the no form of this
command to return to the default time out value.

Example

The following example shows how to configure the switch to wait 50 seconds for a
response to a DNS query:

switchxxxxxx(config)# ip domain timeout 50

15.7 ip host

Use the ip host Global Configuration mode command to define the static host
name-to-address mapping in the DNS host name cache.

Use the no form of this command to remove the static host name-to-address
mapping.
Syntax

ip host hostname address 1[addressZ2...address8]
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no ip host name ip host name [address 1..address8)

Parameters

= hostname—Name of the host. (Length: 1-158 characters. Maximum label
length of each domain level is 63 characters).

= address 1—Associated host IP address (IPv4 or IPv6, if IPv6 stack is
supported).

= agddressZ..address8—Up to seven additional associated IP addresses,
delimited by a single space (IPv4 or IPv6, if IPv6 stack is supported).
Default Configuration

No host is defined.

Command Mode

Global Configuration mode

User Guidelines

Host names are restricted to the ASCII letters A through Z (case-insensitive), the
digits O through 9, the underscore and the hyphen. A period (.) is used to separate
labels.

An IP application will receive the IP addresses in the following order:
1. IPv6 addresses in the order specified by the command.
2.1Pv4 addresses in the order specified by the command.

Use the no format of the command with the address 7..address8 argument to
delete the specified addresses. The entry is deleted if all its addresses are
deleted.

Example

The following example defines a static host name-to-address mapping in the host
cache.

switchxxxxxx(config)# ip host accounting.website.com 176.10.23.1
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15.8 ip name-server

Use the ip name-server command in Global Configuration mode to specify the
address of one or more name servers to use for name and address resolution.

Use the no form of this command to remove the static specified addresses.

Syntax
ip name-server server1-address[server-address?2..erver-addressS)

no ip name-server [server-address 1..server-addressé

Parameters
= server-address I—IPv4 or IPv6 addresses of a single name server.
= server-addressZ..server-address8—IPv4 or IPv6 addresses of additional
name servers.
Default Configuration

No name server IP addresses are defined.

Command Mode

Global Configuration mode

User Guidelines

The preference of the servers is determined by the order in which they were
entered.

Each ip name-server command replaces the configuration defined by the previous

one (if one existed).

Example

The following example shows how to specify IPv4 hosts 172.16.1.111, 172.16.1.2,

and IPv6 host 2001:0DB8::3 as the name servers:

switchxxxxxx(config)# ip name-server 172.16.1.111 172.16.1.2 2001:0DB8::3
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15.9 show hosts

Use the show hosts command in privileged EXEC mode to display the default
domain name, the style of name lookup service, a list of name server hosts, and
the cached list of hostnames and addresses.

Syntax

show hosts [all | hostname]

Parameters

= all—The specified host name cache information is to be displayed for all
configured DNS views. This is the default.

= hostname—The specified host name cache information displayed is to be
limited to entries for a particular host name.
Command Mode

Privileged EXEC mode

Default Configuration

Default is all.

User Guidelines

This command displays the default domain name, a list of name server hosts, and
the cached list of host names and addresses.

Example

The following is sample output with no parameters specified:

switchxxxxxx# show hosts
Name/address lookup is enabled
Domain Timeout: 3 seconds
Domain Retry: 4 times

Domain Polling Interval: 10 seconds

Default Domain Table
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Source
static
dhcpv6
dhcpv6

dhcpv6

Interface Preference Domain

website.com

vlan 100 1 ggtca.com
vlan 100 2 company .com
vlan 1100 1 pptca.com

Name Server Table

Source
static
static
static
DHCPV6
DHCPV4

DHCPv4

Interface Preference |IP Address

1 192.0.2.204

2 192.0.2.205

3 192.0.2.105
vlan 100 1 2002:0:22AC::11:231A:0BB4
vian 1 1 192.1.122.20
vian 1 2 154.1.122.20

Casche Table

Flags: (static/dynamic, OK/Ne/??)

OK - Okay, Ne - Negative Cache, ?? - No Response

Host Flag Address;Age...in preference order

examplel.company.com (dynamic, OK) 2002:0:130F::0A0:1504:0BB4;1 112.0.2.10
176.16.8.8;123 124 173.0.2.30;39

example2.company.com (dynamic, ?7?)

example3.company.com (static, OK) 120.0.2.27

example4.company.com (dynamic, OK) 24 173.0.2.30;15

example5.company.com (dynamic, Ne); 12
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16.1 eee enable (global)

To enable the EEE mode globally, use the eee enable Global Configuration
command. To disable the mode, use the no format of the command.

Syntax
eee enable

no eee enable

Parameters

This command has no arguments or keywords.

Default Configuration

EEE is enabled.

Command Mode

Global Configuration mode

User Guidelines

In order for EEE to work, the device at the other end of the link must also support
EEE and have it enabled. In addition, for EEE to work properly, auto-negotaition
must be enabled; however, if the port speed is negotiated as 1Giga, EEE always
works regardless of whether the auto-negotiation status is enabled or disabled.

If auto-negotiation is not enabled on the port and its speed is less than 1 Giga, the
EEE operational status is disabled.

Example

switchxxxxxx(config)# eee enable
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16.2 eee enable (interface)

To enable the EEE mode on an Ethernet port, use the eee enable Interface
Configuration command. To disable the mode, use the no format of the command.

Syntax
eee enable

no eee enable

Parameters

This command has no arguments or keywords.

Default Configuration

EEE is enabled.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

If auto-negotiation is not enabled on the port and its speed is 1 Giga, the EEE
operational status is disabled.

Example

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# eee enable

16.3 eee lldp enable

To enable EEE support by LLDP on an Ethernet port, use the eee lidp enable
Interface Configuration command. To disable the support, use the no format of the
command.

Syntax
eee lldp enable

no eee lldp enable
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Parameters

This command has no arguments or keywords.

Default Configuration

Enabled

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

Enabling EEE LLDP advertisement enables devices to choose and change system
wake-up times in order to get the optimal energy saving mode.

Example

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# eee Ildp enable

16.4 show eee

Use the show eee EXEC command to display EEE information.

Syntax

show eee [interface-id]

Parameters

interface-id—(Optional) Specify an Ethernet port.

Defaults

None

Command Mode

Privileged EXEC mode
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User Guidelines

If the portis a 10G port, but the link speed is 1G, the EEE Remote status cannot be
resolved (and displayed).

Examples

Example 1 - The following displays brief Information about all ports.

switchxxxxxx# show eee

EEE globally enabled

EEE Administrate status is enabled on ports: tel/0/1-2, tel/0/4
EEE Operational status is enabled on ports: tel/0/1-2, tel/0/4
EEE LLDP Administrate status is enabled on ports: tel/0/1-3

EEE LLDP Operational status is enabled on ports: tel/0/1-2

Example 2 - The following is the information displayed when a port is in the Not
Present state; no information is displayed if the port supports EEE.

switchxxxxxx# show eee tel/0/1
Port Status: notPresent
EEE Administrate status: enabled

EEE LLDP Administrate status: enabled

Example 3 - The following is the information displayed when the port is in status
DOWN.

switchxxxxxx# show eee tel/0/1
Port Status: DOWN

EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
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Speed 10G: EEE not supported

EEE Administrate status: enabled
EEE LLDP Administrate status: enabled

Example 4 - The following is the information displayed when the port is in status

UP and does not support EEE.

switchxxxxxx# show eee tel/0/2
Port Status: UP

EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported
Current port speed: 1000Mbps

EEE Administrate status: enabled

EEE LLDP Administrate status: enabled

Example 5 - The following is the information displayed when the neighbor does

not support EEE.

switchxxxxxx# show eee tel/0/4
Port Status: UP

EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported
Current port speed: 1000Mbps

EEE Remote status: disabled

EEE Administrate status: enabled

EEE Operational status: disabled (neighbor does not support)
EEE LLDP Administrate status: enabled

EEE LLDP Operational status: disabled
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Example 6 - The following is the information displayed when EEE is disabled on the
port.

switchxxxxxx# show eee tel/0/1
Port Status: UP

EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported
Current port speed: 1000Mbps

EEE Administrate status: disabled
EEE Operational status: disabled
EEE LLDP Administrate status: enabled

EEE LLDP Operational status: disabled

Example 7 - The following is the information displayed when EEE is running on the
port, and EEE LLDP is disabled.

switchxxxxxx# show eee tel/0/2
Port Status: UP

EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported
Current port speed: 1000Mbps

EEE Remote status: enabled

EEE Administrate status: enabled

EEE Operational status: enabled

EEE LLDP Administrate status: disabled
EEE LLDP Operational status: disabled
Resolved Tx Timer: 10usec

Local Tx Timer: 10 usec
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Resolved Timer: 25 usec

Local Rx Timer: 20 usec

Example 8 - The following is the information displayed when EEE and EEE LLDP are
running on the port.

switchxxxxxx# show eee tel/0/3
Port Status: UP

EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported
Current port speed: 1000Mbps

EEE Remote status: enabled

EEE Administrate status: enabled

EEE Operational status: enabled

EEE LLDP Administrate status: enabled
EEE LLDP Operational status: enabled
Resolved Tx Timer: 10usec

Local Tx Timer: 10 usec

Remote Rx Timer: 5 usec

Resolved Timer: 25 usec

Local Rx Timer: 20 usec

Remote Tx Timer: 25 usec

Example 9 - The following is the information displayed when EEE is running on the
port, EEE LLDP is enabled but not synchronized with the remote link partner.

switchxxxxxx# show eee tel/0/4
Port Status: up

EEE capabilities:
Speed 10M: EEE not supported
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Speed 100M: EEE supported

Speed 1G: EEE supported

Speed 10G: EEE not supported
Current port speed: 1000Mbps

EEE Remote status: enabled

EEE Administrate status: enabled

EEE Operational status: enabled

EEE LLDP Administrate status: enabled
EEE LLDP Operational status: disabled
Resolved Tx Timer: 64

Local Tx Timer: 64

Resolved Rx Timer: 16

Local Rx Timer: 16

Example 10 - The following is the information displayed when EEE and EEE LLDP
are running on the port.

show eee tel/0/3
Port Status: UP

EEE capabilities:
Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported
Current port speed: 1000Mbps

EEE Remote status: enabled

EEE Administrate status: enabled

EEE Operational status: enabled

EEE LLDP Administrate status: enabled
EEE LLDP Operational status: enabled
Resolved Tx Timer: 10usec

Local Tx Timer: 10 usec

Remote Rx Timer: 5 usec

Resolved Timer: 25 usec
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Local Rx Timer: 20 usec

Remote Tx Timer: 25 usec
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17.1 interface

To enter Interface configuration mode in order to configure an interface, use the
interface Global Configuration mode command.

Syntax

interface /interface-id

Parameters

interface-id—Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port, port-channel, VLAN, range, OOB, IP interface or
tunnel.

Default Configuration

None

Command Mode

Global Configuration mode

Examples

Example 1—For Ethernet ports:

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-iF)#

Example 2—For port channels (LAGs):
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switchxxxxxx(config)# interface pol

switchxxxxxx(config-iF)#

17.2 interface range

To execute a command on multiple ports at the same time, use the interface range
command.

Syntax

interface range /nterface-id-list

Parameters

interface-id-list—Specify list of interface IDs. The interface ID can be one of the
following types: Ethernet port, VLAN, or port-channel

Default Configuration

None

Command Mode

Interface (Ethernet, Port Channel, VLAN) Configuration mode

User Guidelines

Commands under the interface range context are executed independently on
each interface in the range. If the command returns an error on one of the
interfaces, it does not stop the execution of the command on other interfaces.

Example

switchxxxxxx(config)# interface range tel/0/1-4

switchxxxxxx(config-if-range)#

17.3 shutdown

To disable aninterface, use the shutdown Interface Configuration mode command.
To restart a disabled interface, use the no form of this command.
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Syntax
shutdown

no shutdown

Parameters

This command has no arguments or keywords.

Default Configuration

The interface is enabled.

Command Mode

Interface Configuration mode

User Guidelines

The shutdown command set a value of ifAdminStatus (see RFC 2863) to DOWN.
When ifAdminStatus is changed to DOWN, ifOperStatus will be also changed to
DOWN.

The DOWN state of ifOperStatus means that the interface does not
transmit/receive messages from/to higher levels. For example, if you shut down a
VLAN, on which an IP interface is configured, bridging into the VLAN continues, but
the switch cannot transmit and receive IP traffic on the VLAN.

Notes:

= [f the switch shuts down an Ethernet port it additionally shuts down the port
MAC sublayer too.

= [f the switch shuts down a port channel it additionally shuts down all ports
of the port channel too.

Examples

Example 1—The following example disables te 1/0/4 operations.

switchxxxxxx(config)# interface tel/0/4
switchxxxxxx(config-if)# shutdown

switchxxxxxx(config-iF)#
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Example 2—The following example restarts the disabled Ethernet port.

switchxxxxxx(config)# interface tel/0/4
switchxxxxxx(config-if)# no shutdown

switchxxxxxx(config-iF)#

Example 3—The following example shuts down vlan 100.

switchxxxxxx(config)# interface vlan 100
switchxxxxxx(config-if)# shutdown

switchxxxxxx(config-if)#

Example 4—The following example shuts down tunnel 1.

switchxxxxxx(config)# interface tunnel 1
switchxxxxxx(config-if)# shutdown

switchxxxxxx(config-if)#

Example 5—The following example shuts down Port Channel 3.

switchxxxxxx(config)# interface po3
switchxxxxxx(config-if)# shutdown

switchxxxxxx(config-if)#

17.4 operation time

To control the time that the port is up, use the operation time Interface (Ethernet,
Port Channel) Configuration mode command. To cancel the time range for the port
operation time, use the no form of this command.

Syntax

operation time time-range-name
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no operation time

Parameters

= time-range-name—Specifies a time range the port operates (in up state).
When the Time Range is not in effect, the port is shutdown. (Range: 1-32
characters)

Default Configuration

There is no time range configured on the port authorized state.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

It is recommended to disable spanning tree or to enable spanning-tree PortFast
mode on 802.1x edge ports (ports in auto state that are connected to end stations),
in order to proceed to the forwarding state immediately after successful
authentication.

Example

The operation time command influences the port if the port status is up. This
command defines the time frame during which the port stays up and at which time
the port will be shutdown. While the port is in shutdown because of other reasons,
this command has no effect.

The following example activates an operation time range (named "morning") on
port te1/0/1.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# operation time morning

17.5 description

To add a description to an interface, use the description Interface (Ethernet, Port
Channel) Configuration mode command. To remove the description, use the no
form of this command.
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Syntax
description string

no description

Parameters

string—Specifies a comment or a description of the port to assist the user.
(Length: 1-64 characters).

Default Configuration

The interface does not have a description.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

Example

The following example adds the description ‘SW#3’ to te 1/0/4.

switchxxxxxx(config)# interface tel/0/4

switchxxxxxx(config-if)# description SW#3

17.6 speed

To configure the speed of a given Ethernet interface when not using
auto-negotiation, use the speed Interface (Ethernet, Port Channel) Configuration
mode command. To restore the default configuration, use the no form of this
command.

Syntax
speed {100 /1000 /10000}

no speed

Parameters
= 100—Forces 100 Mbps operation
= 1000—Forces 1000 Mbps operation
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= 10000—Forces 10000 Mbps operation

Default Configuration

The port operates at its maximum speed capability.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

The no speed command in a port-channel context returns each port in the
port-channel to its maximum capability.

Example

The following example configures the speed of te1/0/4 to 100 Mbps operation.
switchxxxxxx(config)# interface tel/0/4

switchxxxxxx(config-if)# speed 100

17.7 duplex

To configure the full/half duplex operation of a given Ethernet interface when not
using auto-negotiation, use the duplex Interface (Ethernet, Port Channel)
Configuration mode command. To restore the default configuration, use the no
form of this command.

Syntax
duplex thalf/ full}

no duplex

Parameters
= half—Forces half-duplex operation.

= full—Forces full-duplex operation.

Default Configuration

The interface operates in full duplex mode.
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Command Mode

Interface (Ethernet) Configuration mode

Example

The following example configures te 1/0/1 to operate in full duplex mode.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# duplex full

17.8 negotiation

To enable auto-negotiation operation for the speed and duplex parameters and
master-slave mode of a given interface, use the negotiation Interface (Ethernet,
Port Channel) Configuration mode command. To disable auto-negotiation, use the
no form of this command.

Syntax
negotiation [capability [capability2.. capability5]] [ preferred{master| slave}]

no negotiation

Parameters

= Capability—(Optional) Specifies the capabilities to advertise. (Possible
values: 10h, 10f, 100h,100f, 1000f ,10000f ).

= 10h—Advertise 10 half-duplex
- 10f—Advertise 10 full-duplex
= 100h—Advertise 100 half-duplex
- 100f—Advertise 100 full-duplex
- 1000f—Advertise 1000 full-duplex
- 10000f—Adyvertise 10000 full-duplex
= Preferred—(Optional) Specifies the master-slave preference:
- Master—Advertise master preference

- Slave—Advertise slave preference
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Default Configuration

If capability is unspecified, defaults to list of all the capabilities of the port and
preferred slave mode.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

Example

The following example enables auto-negotiation on te 1/0/1.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# negotiation

17.9 flowcontrol

To configure the Flow Control on a given interface, use the flowcontrol Interface
(Ethernet, Port Channel) Configuration mode command. To disable Flow Control,
use the no form of this command.

Syntax
flowcontrol fauto /on/ off}

no flowcontrol

Parameters
= auto—Specifies auto-negotiation of Flow Control.
= on—Enables Flow Control.

= off—Disables Flow Control.

Default Configuration

Flow control is Disabled.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode
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User Guidelines

Use the negotiation command to enable flow control auto.

Example

The following example enables Flow Control on port te1/0/1

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# fFflowcontrol on

17.10 mdix

To enable cable crossover on a given interface, use the mdix Interface (Ethernet)
Configuration mode command. To disable cable crossover, use the no form of this
command.

Syntax
mdix fon/auto}

no mdix

Parameters
= on—Enables manual MDIX.

= auto—Enables automatic MDI/MDIX.

Default Configuration

The default setting is Auto.

Command Mode

Interface (Ethernet) Configuration mode

Example

The following example enables automatic crossover on port te 1/0/1.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# mdix auto
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17.11 back-pressure

To enable back pressure on a specific interface, use the back-pressure Interface
(Ethernet) Configuration mode command. To disable back pressure, use the no
form of this command.

Syntax
back-pressure

no back-pressure

Parameters

This command has no arguments or keywords.

Default Configuration

Back pressure is disabled.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

Back-pressure cannot be enabled when EEE is enabled.

Example

The following example enables back pressure on port te 1/0/1.

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# back-pressure

17.12 port jumbo-frame

To enable jumbo frames on the device, use the port jumbo-frame Global
Configuration mode command. To disable jumbo frames, use the no form of this
command.
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Syntax
port jumbo-frame

no port jumbo-frame

Parameters

This command has no arguments or keywords.

Default Configuration

Jumbo frames are disabled on the device.

Command Mode

Global Configuration mode

User Guidelines

This command takes effect only after resetting the device.

Example

The following example enables jumbo frames on the device.

switchxxxxxx(config)# port jumbo-frame

17.13 link-flap prevention

To enable setting a physical interface to err-disable state due to excessive link
flapping, use the link-flap prevention Global Configuration mode command. Use
the no form of this command to restore the default configuration.

Syntax
link-flap prevention {enable | disable}

no link-flap prevention

Parameters

enable—Enables Link-flap Prevention.
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disable—Disables Link-flap Prevention.

Default Configuration

Link-flap prevention is enabled on the device.

Command Mode

Global Configuration mode

User Guidelines

This command will shutdown Ethernet (Physical) interfaces if the interface
experienced, for a duration of 10 seconds, 3 link flaps (link status changes) within
each second.

You can use the following commands to reset an interface shut down by link-flap prevention:

m  The errdisable recovery reset command with the link-flapping parameter to recover all
interfaces in this state due to link-flap prevention, or the interface interface-id parameter to reset a
given interface.

= The errdisable recovery cause with the link-flapping parameter to automatically recover
from the link-flap prevention error-disabled state.

m  The command sequence of "shutdown" and then "no shutdown" on required interface.

Example

The following example enables link-flap prevention on the device.

switchxxxxxx(config)# link-flap prevention

17.14 clear counters

To clear counters on all or on a specific interface, use the clear counters Privileged
EXEC mode command.

Syntax

clear counters [interface-id]
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Parameters

interface-id—(Optional) Specifies an interface ID. The interface ID can be one of
the following types: Ethernet port or port-channel.

Default Configuration

All counters are cleared.

Command Mode

Privileged EXEC mode

Example

The following example clears the statistics counters for te 1/0/1.

switchxxxxxx# clear counters tel/0/1

17.15 set interface active

To reactivate an interface that was shut down, use the set interface active
Privileged EXEC mode command.

Syntax

set interface active {interface-id}

Parameters

interface-id—(Optional) Specifies an interface ID. The interface ID can be one of
the following types: Ethernet port or port-channel.

Command Mode

Privileged EXEC mode

User Guidelines

This command is used to activate interfaces that were configured to be active, but
were shut down by the system.
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Example

The following example reactivates te 1/0/1.

switchxxxxxx# set interface active tel/0/1

17.16 errdisable recovery cause

To enable automatic re-activation of an interface after an Err-Disable shutdown,
use the errdisable recovery cause Global Configuration mode command. To
disable automatic re-activation, use the no form of this command.

Syntax

errdisable recovery cause {all | port-security | dot 1x-src-address | acl-deny |
stp-bpdu-guard | loopback-detection |udid | storm-control |link-flap }

no errdisable recovery cause {all | port-security | dot 1x-src-address | acl-deny |
stp-bpdu-guard | loopback-detection ludld | storm-control |link-flap }

Parameters

all—Enables the error recovery mechanism for all reasons described below.

port-security—Enables the error recovery mechanism for the port security
Err-Disable state.

dot1x-src-address—Enables the error recovery mechanism for the 802.1x
Err-Disable state.

acl-deny—Enables the error recovery mechanism for the ACL Deny
Err-Disable state.

stp-bpdu-guard—Enables the error recovery mechanism for thee STP
BPDU Guard Err-Disable state.

loopback-detection—Enables the error recovery mechanism for the
Loopback Detection Err-Disable state.

udld—Enables the error recovery mechanism for the UDLD Shutdown state.

storm-control—Enables the error recovery mechanism for the Storm
Control Shutdown state.

link-flap—Enables the error recovery mechanism for the link-flap prevention
Err-Disable state.
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Default Configuration

Automatic re-activation is disabled, except for link-flap reason where automatic
re-creation is enabled by default.

Command Mode

Global Configuration mode

Example

The following example enables automatic re-activation of an interface after all
states.

switchxxxxxx(config)# errdisable recovery cause all

17.17 errdisable recovery interval

To set the error recovery timeout intervalse the errdisable recovery interval Global
Configuration mode command. To return to the default configuration, use the no
form of this command.

Syntax
errdisable recovery interval seconds

no errdisable recovery interval

Parameters

seconds—Specifies the error recovery timeout interval in seconds. (Range: 30-
86400)

Default Configuration

The default error recovery timeout interval is 300 seconds.

Command Mode

Global Configuration mode
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Example

The following example sets the error recovery timeout interval to 10 minutes.

switchxxxxxx(config)# errdisable recovery interval 600

17.18 errdisable recovery reset

To reactivate one or more interfaces that were shut down by a given application,
use the errdisable recovery reset Privileged EXEC mode command. A single
interface, multiple interfaces or all interfaces can be specified.

Syntax

errdisable recovery reset {all | port-security | dot 1x-src-address | acl-deny
Istp-bpdu-guard | loopback-detection |udld | storm-control |link-flap |interface
interface-id}

Parameters
= all—Reactivate all interfaces regardless of their state.

= port-security—Reactivate all interfaces in the Port Security Err-Disable
state.

= dot1x-src-address—Reactivate all interfaces in the 802.1x Err-Disable state.
= acl-deny—Reactivate all interfaces in the ACL Deny Err-Disable state.

= stp-bpdu-guard—Reactivate all interfaces in the STP BPDU Guard
Err-Disable state.

= loopback-detection—Reactivate all interfaces in the Loopback Detection
Err-Disable state.

= udld—Reactivate all interfaces in the UDLD Shutdown state.

= storm-control—Reactivate all interfaces in the Storm Control Shutdown
state.

= |ink-flap—Reactivate all interfaces in the link-flap prevention Err-Disable
state.

= interface /nterface-id—Reactivate interfaces that were configured to be
active, but were shut down by the system.

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide 401



17

Ethernet Configuration Commands

Default Configuration

None.

Command Mode

Privileged EXEC mode

Examples

Example 1—The following example reactivates interface te 1/0/1:

switchxxxxxx# errdisable recovery reset interface tel/0/1

Example 2—The following example reactivates all interfaces regardless their
state:

switchxxxxxx# errdisable recovery reset all

Example 3—The following example enables all interfaces in the port security
Err-Disable state

switchxxxxxx# errdisable recovery reset port-security

17.19 show interfaces configuration

To display the configuration for all configured interfaces or for a specific interface,
use the show interfaces configuration Privileged EXEC mode command.

Syntax

show interfaces configuration /interface-id | detailed)

Parameters

= interface-id—(Optional) Specifies an interface ID. The interface ID can be
one of the following types: Ethernet port or port-channel.
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= detailed—(Optional) Displays information for non-present ports in addition
to present ports.

Default Configuration

Display all interfaces. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

Example

The following example displays the configuration of all configured interfaces:

switchxxxxxx# show interfaces configuration

Flow Admin Back Mdix
Port Type Duplex Speed Neg control State Pressure Mode
tel/0/1 1G-Copper  Full 1000 Disabled OfF Up Disabled Off
tel/0/2 10G-Copper Full 10000 Disabled OFF Up Disabled Off
Flow Admin
PO Type Speed Neg Control State
Pol Disabled Off Up

switchxxxxxx# show interfaces configuration

Port Type Speed Neg Flow
Cont
tel 10G-Fiber 10000 OFF On
tel 10G-Fiber 10000 OFF Off
te2 10G-Fiber 10000 OFF off

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide

403



1 7 Ethernet Configuration Commands

Legend
Neg: Negotiation

Flow Cont: Flow Control

17.20 show interfaces status

To display the status of all interfaces or of a specific interface, use the show
interfaces status Privileged EXEC mode command.

Syntax

show interfaces status /interface-id | detailed)

Parameters

= interface-id—(Optional) Specifies an interface ID. The interface ID can be
one of the following types: Ethernet port or port-channel.

= detailed—(Optional) Displays information for non-present ports in addition
to present ports.

Command Mode

Privileged EXEC mode

Default Configuration

Display for all interfaces. If detailed is not used, only present ports are displayed.

Example

The following example displays the status of all configured interfaces.

switchxxxxxx# show interfaces status

Flow Link Back Mdix
Port Type Duplex Speed Neg ctrl State Pressure Mode
tel/0/1 1G-Copper Full 1000 Disabled OFF Up Disabled Off
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tel/0/2 1G-Copper -- - - - Down  -- --
Flow Link

PO Type Duplex Speed Neg control State

Pol 16 Full 10000 Disabled OfF Up

*: The interface was suspended by the system.

17.21 show interfaces advertise

To display auto-negotiation advertisement information for all configured interfaces
or for a specific interface, use the show interfaces advertise Privileged EXEC
mode command.

Syntax

show interfaces advertise [finterface-id / detailed|

Parameters

= interface-id—(Optional) Specifies an interface ID. The interface ID can be
one of the following types: Ethernet port or port-channel.

= detailed—(Optional) Displays information for non-present ports in addition
to present ports.

Default Configuration

Display for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode
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Examples

The following examples display auto-negotiation information.

switchxxxxxx# show interfaces advertise

Port Type Neg Prefered Operational Link Advertisement
tel/0/1 1G-Copper Enable Master 1000f, 100f, 10f, 10h
tel/0/2 1G-Copper Enable Slave 1000F

SWITChXXXXXX# show interfaces advertise tel/0/1
Port:tel/0/1

Type: 1G-Copper

Link state: Up

Auto Negotiation: enabled

Preference: Master

10h
Admin Local link Advertisement yes
Oper Local link Advertisement yes
Remote Local link Advertisement no

Priority Resolution -

switchxxxxxx# show interfaces advertise tel/0/1
Port: tel/0/1

Type: 1G-Copper

Link state: Up

Auto negotiation: disabled.

10f

yes
yes

no

100h
yes
yes

yes

100F
yes
yes

yes

yes
yes
yes

yes

17.22 show interfaces description

To display the description for all configured interfaces or for a specific interface,
use the show interfaces description Privileged EXEC mode command.
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Syntax

show interfaces description finterface-id | detaileq)

Parameters

= interface-id—(Optional) Specifies an interface ID. The interface ID can be
one of the following types: Ethernet port or port-channel.

= detailed—(Optional) Displays information for non-present ports in addition
to present ports.

Default Configuration

Display description for all interfaces. If detailed is not used, only present ports are
displayed.

Command Mode

Privileged EXEC mode

Example
The following example displays the description of all configured interfaces.

switchxxxxxx# show interfaces description

Port Descriptions

tel/0/1 Port that should be used for management only
tel/0/2

tel/0/3

tel/0/4

PO Description

Pol Output

17.23 show interfaces counters

To display traffic seen by all the physical interfaces or by a specific interface, use
the show interfaces counters Privileged EXEC mode command.
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Syntax

show interfaces counters /interface-id / detailed)

Parameters

= interface-id—(Optional) Specifies an interface ID. The interface ID can be
one of the following types: Ethernet port or port-channel.

= detailed—(Optional) Displays information for non-present ports in addition
to present ports.
Default Configuration

Display counters for all interfaces. If detailed is not used, only present ports are
displayed.

Command Mode

Privileged EXEC mode

Example

The following example displays traffic seen by all the physical interfaces.

switchxxxxxx# show interfaces counters tel/0/1

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 1 35 7051

FCS Errors: 0

Single Collision Frames: 0O
Multiple Collision Frames: O
SQE Test Errors: 0

Deferred Transmissions: O
Late Collisions: O

Excessive Collisions: 0O
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Carrier Sense Errors: 0
Oversize Packets: 0O
Internal MAC Rx Errors: 0O
Symbol Errors: O
Received Pause Frames: 0O

Transmitted Pause Frames: 0O
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The following table describes the fields shown in the display.

Field Description
InOctets Number of received octets.
InUcastPkts Number of received Unicast packets.
InMcastPkts Number of received Unicast packets.
InBcastPkts Number of received broadcast packets.
OutOctets Number of transmitted octets.
OutUcastPkts Number of transmitted Unicast packets.
OutMcastPkts Nmber of transmitted Unicast packets.
OutBcastPkts Number of transmitted Broadcast
packets.
FCS Errors Number of frames received that are an

integral number of octets in length but do
not pass the FCS check.

Single Collision Frames

Number of frames that are involved in a
single collision, and are subsequently
transmitted successfully.

Multiple Collision

Number of frames that are involved in

Frames more than one collision and are
subsequently transmitted successfully.
SQE Test Errors Number of times that the SQE TEST

ERROR is received. The SQE TEST
ERROR is set in accordance with the
rules for verification of the SQE detection
mechanism in the PLS Carrier Sense
Function as described in IEEE Std. 802.3,
2000 Edition, section 7.2.4.6.

Deferred Transmissions

Number of frames for which the first
transmission attempt is delayed because
the medium is busy.

Late Collisions

Number of times that a collision is
detected later than one slotTime into the
transmission of a packet.

Excessive Collisions

Number of frames for which transmission
fails due to excessive collisions.

Oversize Packets

Number of frames received that exceed
the maximum permitted frame size.

Internal MAC Rx Errors

Number of frames for which reception
fails due to an internal MAC sublayer
receive error.
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Field Description

Received Pause Number of MAC Control frames received

Frames with an opcode indicating the PAUSE
operation.

Transmitted Pause Number of MAC Control frames

Frames transmitted on this interface with an
opcode indicating the PAUSE operation.

17.24 show ports jumbo-frame

To display the whether jumbo frames are enabled on the device, use the show
ports jumbo-frame Privileged EXEC mode command.

Syntax

show ports jumbo-frame

Parameters

This command has no arguments or keywords.

Default Configuration

None

Command Mode

Privileged EXEC mode

Example

The following example displays whether jumbo frames are enabled on the device.

switchxxxxxx# show ports jumbo-frame
Jumbo frames are disabled

Jumbo frames will be enabled after reset
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17.25 show link-flap prevention

To display whether link-flap prevention is enabled on the device, use the show
link-flap prevention Privileged EXEC mode command.

Syntax

show link-flap prevention

Parameters

This command has no arguments or keywords.

Default Configuration

None

Command Mode

Privileged EXEC mode

Example

The following example displays whether link-flap prevention is enabled on the
device.

switchxxxxxx# show link-flap prevention

link-flap prevention is currently enabled on device

17.26 show errdisable recovery

To display the Err-Disable configuration of the device, use the show errdisable
recovery Privileged EXEC mode command.

Syntax

show errdisable recovery

Parameters

This command has no arguments or keywords.
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Default Configuration

None

Command Mode

Privileged EXEC mode

Example

The following example displays the Err-Disable configuration.

switchxxxxxx# show errdisable recovery

Timer interval: 300 Seconds

Reason Automatic Recovery
port-security Disable
dotlx-src-address Disable

acl-deny Enable
stp-bpdu-guard Disable
stp-loopback-guard Disable
loop-detection Disable

udid Disable

storm control Disable

link-flap Disable

17.27 show errdisable interfaces

To display the Err-Disable state of all interfaces or of a specific interface, use the
show errdisable interfaces Privileged EXEC mode command.

Syntax

show errdisable interfaces Jinterface-id]
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Parameters

= interface—(Optional) Port or port-channel number.

Default Configuration

Display for all interfaces.

Command Mode

Privileged EXEC mode

Example

The following example displays the Err-Disable state of te1/0/1.

switchxxxxxx# show errdisable interfaces

Interface Reason

tel/0/1 stp-bpdu-guard

17.28 clear switchport monitor

To clear monitored statistics on all or on a specific interface or interface list, use
the clear switchport monitor Privileged EXEC mode command.

Syntax

clear switchport monitor finterface-id-list]

Parameters

interface-id-list—(Optional) Specifies a list of interface ID. The interface ID can be
one of the following types: Ethernet port or port-channel.

Default Configuration

All monitored statistics are cleared.
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Command Mode

Privileged EXEC mode

Example

The following example clears the monitored statistics for te 1/0/1.

switchxxxxxx# clear switchport monitor tel/0/1

17.29 show switchport monitor

To display the monitored statistics gathered by a specific interface, use the show
switchport monitor Privileged EXEC mode command.

Syntax

show switchport monitor /nterface-id {seconds | minutes | hours } /utilization / tx/rx/
frames]

show switchport monitor /nterface-id{days weeks}

show switchport monitor utilization /interface-idj

Parameters

interface-id—(Optional) Specifies an interface ID. The interface ID can be
one of the following types: Ethernet port or port-channel.

seconds— last 20 samples, sampled every 15 seconds.

minutes —last 60 samples, sampled every 60 seconds (every round minute
according to system time).

hours —last 24 samples, sampled every 60 minutes (every round hour
according to system time).

days —last 7 samples, sampled every 24 hours (midnight to midnight
according to system time).

weeks —last 12 samples, sampled every 7 days (midnight saturday to
midnight saturday according to system time).

utilization —shows per time frame the utilization calculated.

rx —shows received counters statistics.
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= tx —shows sent counters statistics.

= frames —show received counters statistics collected per packet size.

Default Configuration

Display monitored statistics for an interface or all interface in case of sshow
switchport monitor utilization command.

Command Mode

Privileged EXEC mode

User Guidelines

The show switchport monitor utilization is used to show a utilization summary per
interface of the last time frame in each time frame(i.e. last minute, last hour, last day
and last week).

The show switchport monitor /nterface-idis used to show monitored statistics
samples collected per time frame and per counter types.

Examples

Example 1—The following example displays monitored statistics utilization seen
by interface te1/0/1.

switchxxxxxx# show switchport monitor utilization tel/0/1

Interface Minutes Rx/TX  Hours Rx/TX  Days Rx/TX Weeks Rx/TX
utilization utilization utilization utilization

Example 2—The following example displays monitored Tx statistics gathered in
minutes time frame seen by interface te1/0/1.
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SWitchxXxXxXxxx#

Time

04:22:00(~)
04:23:00

show switchport monitor tel/0/1 minutes tx

Unicast frames Broadcast frames Multicast frames

Sent Sent Sent
95% 80% 60%
80% 70% 60%

(~) Not all samples are available.

Good
Octet
Sent
20%

50%
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The following table describes the fields shown in the display.

Field

Description

Time

Time stamp of the current sample in
system real time clock.

For seconds, minutes and hours format is:
hh:mm:ss.

For days and weeks format is:

<day of week> dd/mm/yy.

Good Octets Received

Number of received octets.

Good Unicast frames
Received

Number of received Unicast packets.

Good Multicast frames
Received

Number of received Unicast packets.

Good Broadcast frames
Received

Number of received broadcast packets.

Good Octets Sent

Number of transmitted octets.

Good Unicast frames
Sent

Number of transmitted Unicast packets.

Good Multicast frames
Sent

Nmber of transmitted Unicast packets.

Good Broadcast frames
Sent

Number of transmitted Broadcast
packets.

Frames of 64 bytes

Number of received packets size of 64
bytes.

Frames of 65-127 bytes

Number of received packets size of
65-127 bytes.

Frames of 128-255
bytes

Number of received packets size of
128-255 bytes.

Frames of 256-511
bytes

Number of received packets size of
256-511 bytes.

Frames of 512-1023
bytes

Number of received packets size of
512-1023 bytes.

Frames of 1024-1518
bytes

Number of received packets size of
1024-1518 bytes.

Rx Error Frames

Number of frames received that are an

Received integral number of octets in length but do
not pass the FCS check.
Rx Utilization Utilization in percentage for Received

frames on the interface.
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Field Description

Tx Utilization Utilization in percentage for Sent frames
on the interface.

Rx/Tx Utilization An average of the Rx Utilization and the
Tx Utilization in percentage on the
interface.
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18.1 green-ethernet energy-detect (global)

To enable Green-Ethernet Energy-Detect mode globally, use the green-ethernet
energy-detect Global Configuration mode command. To disable this feature, use
the no form of this command.

Syntax
green-ethernet energy-detect

no green-ethernet energy-detect

Parameters

This command has no arguments or keywords.

Default Configuration

Disabled.

Command Mode

Global Configuration mode

Example

switchxxxxxx(config)# green-ethernet energy-detect

18.2 green-ethernet energy-detect
(interface)
Use the green-ethernet energy-detect Interface configuration mode command to

enable Green Ethernet-Energy-Detect mode on a port. Use the no form of this
command, to disable it on a port.
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Syntax
green-ethernet energy-detect

no green-ethernet energy-detect

Parameters

This command has no arguments or keywords.

Default Configuration

Enabled.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

Energy-Detect only works on copper ports. When a port is enabled for auto
selection, copper/fiber Energy-Detect cannot work.

It takes the PHY ~5 seconds to fall into sleep mode when the link is lost after
normal operation.

Example

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# green-ethernet energy-detect

18.3 green-ethernet short-reach (global)

Use the green-ethernet short-reach Global Configuration mode command to
enable Green-Ethernet Short-Reach mode globally. Use the no form of this
command to disabled it.

Syntax
green-ethernet short-reach

no green-ethernet short-reach
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Parameters

This command has no arguments or keywords.

Default Configuration

Disabled.

Command Mode

Global Configuration mode

Example

switchxxxxxx(config)# green-ethernet short-reach

18.4 green-ethernet short-reach (interface)

Use the green-ethernet short-reach Interface Configuration mode command to
enable green-ethernet short-reach mode on a port. Use the no form of this
command to disable it on a port.

Syntax
green-ethernet short-reach

no green-ethernet short-reach

Parameters

This command has no arguments or keywords.

Default Configuration

Disabled.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

The VCT length check can be performed only on a copper port operating at a
speed of 1000 Mbps. If the media is not copper or the link speed is not 1000,
Mbps Short-Reach mode is not applied.
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When the interface is set to enhanced mode, after the VCT length check has
completed and set the power to low, an active monitoring for errors is done
continuously. In the case of errors crossing a certain threshold, the PHY will be
reverted to long reach.

Note that EEE cannot be enabled if the Short-Reach mode is enabled.

Example

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if)# green-ethernet short-reach

18.5 green-ethernet power-meter reset

Use the green-ethernet power meter reset Privileged EXEC mode command to
reset the power save meter.

Syntax

green-ethernet power-meter reset

Parameters

This command has no arguments or keywords.

Default Configuration

None

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# green-ethernet power-meter reset

18.6 show green-ethernet

To display green-ethernet configuration and information, use the show
green-ethernet Privileged EXEC mode command.
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Syntax

show green-ethernet [/nterface-id [ detailed |

Parameters
= interface-id—(Optional) Specifies an Ethernet port
= detailed—(Optional) Displays information for non-present ports in addition
to present ports.
Default Configuration

Display for all ports. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

User Guidelines

The power savings displayed is relevant to the power saved by:
= Port LEDs
=  Energy detect
=  Short reach

The EEE power saving is dynamic by nature since it is based on port utilization and
is therefore not taken into consideration.

The following describes the reasons for non-operation displayed by this
command.

If there are a several reasons, then only the highest priority reason is displayed.

Energy-Detect Non-Operational Reasons

Priority Reason | Description

1 NP Port is not present

2 LT Link Type is not supported (fiber, auto
media select)

3 LU Port Link is up — NA
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Example

Short-Reach Non-Operational Reasons

Priority | Reason | Description

1 NP Port is not present

2 LT Link Type is not supported (fiber)

3 LS Link Speed Is not Supported
(100M,10M,10G)

4 LL Link Length received from VCT test exceeds
threshold

6 LD Port Link is Down — NA

switchxxxxxx# show green-ethernet

Energy-Detect mode: Enabled

Short-Reach mode: Disabled

Disable Port LEDs mode: Enabled

Power Savings: 24% (1.08W out of maximum 4.33W)

Cumulative Energy Saved: 33 [Watt*Hour]

* Estimated Annual Power saving: 300 [Watt*Hour]

* Annual estimate is based on the saving during the previous week

NA — information for previous week is not available

Short-Reach cable length threshold: 50m

Port Energy-Detect

Admin Oper Reason

tel/0/1 on on
tel/0/2 on off LU

tel/0/3 on off LU

Short-Reach

Admin Force Oper Reason

VCT Cable

Length

< 50
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19.1 File Specification

The files may be located on:
= Network: TFTP servers and/or SCP servers - Network files

=  Master FLASH - Flash files

= mass-storage connected to a USB port of Master - USB files. Only one
mass-storage is supported.

Note. Although inside the switch supports the File System on FLASH of all stack
units the File System CLI commands allow access only to flash files on Master.
Needed file synchronizations between Master and other units is performed by the
switch automatically.

Uniform Resource Locators (URLSs) are used to specify the location of a file or a
directory. The URL has the following syntax:

<urs == tftp://</location>/<file-path> |

scp://[<username>:<password>@)< locatiorn>/< file-patir> | usb://< file-path> |
flash://< file-patf> | < current-directory>[/<file-path>] |
<higher-directory>[/<file-path>] | <file-path>

<username> = string up to 70 characters

<password> :: = string up to 70 characters

<location> = <jpv4-address> | <ipvb6-address> | <dns-name>
<current-directory> = [{usb | flash}][.]

<higher-directory> = [{usb | flash}]..

<file-path> = [<directories-pati>/< filename>

<directories-patf> := <directory-name> | <directories-path>/<directory -name>
The maximum number of directories in <directories-path> is 16.

<directory-name> ::= string up to 63 characters

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide 426



File System Commands

19

<filename> = string up to 63 characters

Filenames and directory names consist only of characters from the portable
filename character set. The set includes the following characters:

ABCDEFGHIJKLMNOPQRSTUVWXYZ
abcdefghijklmnopqrstuvwxyz
<space>

0123456789._-

The last three characters are the <period>, <underscore>, and <hyphen>
characters, respectively. If an URL includes spaces it must be enclosed by the "
characters.

For example:

"flash://aaa it/alpha/file 125"

The maximal length of URL is 160 characters

The following File systems are supported on USB:

FAT32—Full support.

NTFS—Partially support: read only.

The switch supports the following predefined URL aliases:

active-image—The predefined URL alias specifies the Active Image file.
This file has the following permissions:

= readable
= executable

inactive-image—The predefined URL alias specifies the Inactive Image file.
This file has the following permissions:

= readable
= executable

running-config—The predefined URL alias specifies the Running
Configuration File.

startup-config—The predefined URL alias specifies the Startup
Configuration File. This file has the following permissions:

= readable
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= |ocalization. The predefined URL alias specifies the Secondary Language
Dictionary file. This file has the following permissions:

= readable

= logging. The predefined URL alias specifies the Syslog file. This file has the
following permissions:

= readable

= mirror-config. The predefined URL alias specifies the Mirror Configuration
file. This file has the following permissions:

= readable

Example

Example 1. The following example specifies a file on TFTP server using an IPv4
address:

tftp://1.1.1_1/aaa/dat/file_txt

Example 2. The following example specifies a file on TFTP server using an IPv6
address:

tftp://3000:1:2::11/aaa/dat/file._txt

Example 3. The following example specifies a file on TFTP server using a DNS
name:

tftp://Tiles.export.com/aaa/dat/file._txt

Example 4. The following example specifies a file on FLASH:

flash://aaa/dat/file.txt

Example 5. The following example specifies files using the current directory:
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/dat/file.txt
dat/file.txt

Example 6. The following example specifies a file using the higher directory:

../dat/file_txt

Example 7. The following example specifies a file on mass-storage device
connected to the USB port:

usb://aaa/dat/file.txt

Example 8. The following example specifies files on mass-storage device
connected to the USB port using the current directory:

usb:aaa/dat/file.txt
ush:./aaa/dat/file.txt

Example 9. The following example specifies a file on mass-storage device
connected to the USB port using the higher directory:

usb:../aaa/dat/file.txt

19.2 System Flash Files

The system files used by the switch are in the flash://system/ directory. A user
cannot add, delete, and rename the system files and directories, a user cannot
create new directories under the system directory.

The system files are divided to the following groups:

= |nner System files. The files are created by the switch itself. For example the
Syslog file.
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= Files installed/Uninstalled by user. This group includes the following files:
= Active and Inactive Images
- Startup Configuration
= Secondary Language Dictionary
The following boot commands install/uninstall these files:
= boot config
= boot localization
=  boot system
Additionally, the following commands from previous versions can be used too:
= copy (copy running-config startup-config)
= write

Note. Reset to Factory Default removes all files from the FLASH except the
following files:

= active-image
= inactive-image
= mirror-config
= |ocalization
The flash://system/ directory contains the following directories:

= flash://system/images/—The directory contains the Active and Inactive
Image files.

= flash://system/configuration/—The directory contains the Startup and
Mirror Configuration files.

= flash://system/localization/—The directory contains the Secondary
Language Dictionary file.

= flash://system/syslog/—The directory contains the Syslog file.

= flash://system/applications/—The directory contains inner system files
managed by the switch applications.
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19.3 Flash File System on Stack

The CLI commands provide access only to files located on Master FLASH. The
switch performs automatically synchronization files between Master and slaves:

= The Backup’s Flash File system is fully synchronized with the Master’s Flash
File System.

= Fornon-Backup slave’s File system only the following files are synchronized:
- Active Image file
= Inactive Image file
= Secondary Language Dictionary file

= All other files and directories are deleted.

19.4 Dboot config

To install a file as Startup Configuration after reload, use the boot config command
in Privileged EXEC mode. To uninstall the Startup configuration file, use the no form
of this command.

Syntax

boot config startup-config-ur/
boot config running-config
boot config mirror-config

no boot config

Parameters

= startup-config-uri—the url of a file. The predefined URLs cannot be
configured.

Default Configuration

N/A

Command Mode

Privileged EXEC mode
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User Guidelines

Use the boot config startup-config-ur/command to install Startup Configuration
from the startup-config-urffile. The file must be a text file containing CLI
commands. The command performs the following actions:

= Copies the file into the system directory flash://system/configuration/
= Converts the file format from the text format in the inner binary format.

= |nstalls the converted file as Startup Configuration. The previous Startup
Configuration file is deleted.

= Installs Startup Configuration on Backup.

Use the boot config running-config command to install Startup Configuration from
Running Configuration.

Use the boot config mirror-config command to install Startup Configuration from
the Mirror Configuration file.

Use the no boot config command, to uninstall Startup Configuration. The
uninstalled file is deleted.

Example

Example 1. The following example installs Startup Configuration from a TFTP
server:

switchxxxxxx(config)# boot config
tftp://1.1.1_/confiration-files/config-vl.9.dat

Example 2. TThe following example installs Startup Configuration from FLASH:

switchxxxxxx(config)# boot config flash://confiration-files/config-vl.9.dat

Example 3. The following example unsets the current Startup Configuration:

switchxxxxxx(config)# no boot config
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Example 4. The following example installs Startup Configuration from the Running
Configuration file:

switchxxxxxx(config)# boot config running-confg

Example 5. The following example installs Startup Configuration from the Mirror
Configuration file:

switchxxxxxx(config)# boot config mirror-confg

19.5 boot localization

To install a file as the Secondary Language Dictionary file, use the boot localization
command in Privileged EXEC mode. To return to the default, use the no form of this
command.

Syntax
boot localization dictionary-ur/

no boot localization

Parameters

= dictionary-url—the url of a file. The predefined URLs cannot be configured.

Default Configuration

Default language.

Command Mode

Privileged EXEC mode

User Guidelines

Use the boot dictionary dictionary-ur/command to install Secondary Language
Dictionary from the dictionary-url/file. The command performs the following
actions:

= Copies the file into the system directory flash://system/localization/
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= Validates its format. If the file does not have the correct format the file is
deleted and the command is finished with an error.

= |nstalls the copied file as Secondary Language Dictionary. The previous
Secondary Language Dictionary file is deleted.

= |nstalls Secondary Language Dictionary on all the all other stack units.

Use the no boot dictionary command, to uninstall Secondary Language Dictionary.
The uninstalled file is deleted.

Example

Example 1. The following example installs the Secondary Language Dictionary file
from a TFTP server:

switchxxxxxx(config)# boot localization
tftp://196.1.1.1/web-dictionaries/germany-dictionary.dat

Example 2. The following example installs the Secondary Language Dictionary file
from FLASH:

switchxxxxxx(config)# boot localization
flash://web-dictionaries/germany-dictionary.dat

19.6 boot system

To install the system (active) image that the switch loads at startup, use the boot
system command in Privileged EXEC mode.

Syntax
boot system /image-ur/

boot system inactive-image

Parameters

= jmage-uri—The URL of a file. The predefined URLs cannot be configured.
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Default Configuration

No default.

Command Mode

Privileged EXEC mode

User Guidelines

Use the boot system /mage-ur/command to install a new active image from the
image-ur/file. The command performs the following actions:

= Copies the file into the system directory flash://system/image/

= Validates its format. If the file does not have the correct image format the file
is deleted and the command is finished with an error.

= Installs the copied file as the active image that will be used be loaded at
startup. The previous active image file is save as inactive image. The
previous inactive image is deleted.

= |nstalls the new active image in all stack units.

Use the boot system inactive-image command to set the inactive image as active
one and the active image as inactive one.

The command installs the inactive image as active in all stack units.

Use the show bootvar / show version command to display information about the
active and inactive images.

Example

Example 1. The following example sets a new active image from a TFTP server:

switchxxxxxx(config)# boot system tftp://145.21.2.3/image/image-v1-1.ros

Example 2. The following example sets a new active image from FLASH:

switchxxxxxx(config)# boot system flash://images/image-vl-1.ros

Example 3. The following example sets the inactive image:
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switchxxxxxx(config)# boot system inactive-image

19.7 cd

To change the current directory or file system, use the cd command in User EXEC
mode.

Syntax

cd ur/

Parameters

= yr—Specifies a directory on FLASH or on USB.

Default Configuration

The flash root directory (flash://)

Command Mode

User EXEC mode

User Guidelines

When a terminal session is started the current directory of the session is set to
flash://. Use the cd command to change the current directory.

Example

Example 1. The following example sets a new current directory on FLASH:

switchxxxxxx> pwd
flash://

switchxxxxxx> cd date/aaa
switchxxxxxx> pwd

flash://date/aaa

Example 2. The following example sets a new current directory on USB:

436

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide



File System Commands 1 9

switchxxxxxx> pwd
flash://

switchxxxxxx> cd usb://
switchxxxxxx> pwd

usb://

19.8 copy

To copy any file from a source to a destination, use the copy command in
Privileged EXEC mode.

Syntax
copy src-url dst-url

copy {running-config | startup-config} dst-ur/[exclude | include-encrypted |
include-plaintext]

copy src-ur/running-config

copy running-config startup-config

Parameters

= src-ur—The location URL of the source file to be copied. The predefined
URL aliases can be configured.

= dst-ur—The URL of the destination file or the directory to be copied. The
predefined URL aliases cannot be configured.

= exclude—The file does not include sensitive data in the file being copied.

= include-encrypted—The file includes sensitive data in its encrypted form.
This secure option is applied by default, if no secure option is configured.

= include-plaintext—The file includes sensitive data in its plaintext form.

Command Mode

Privileged EXEC mode

User Guidelines

The following guidelines are relevant:
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= You cannot copy one network file to another network file.

= Use the copy src-urf dst-urfcommand to copy any file. If the dst-ur/
argument defines an existed flash file the command fails if this file does not
have the writable permission. If the dst-ur/argument defines a directory file
then the file is copied into the directory with the same name. No file format
validation or conversion is performed. If the src-ur/argument and dst-ur/
arguments define flash files the dst-ur/file will have the permissions of the
src-urffile. If the src-ur/argument defines a non-flash file and the dst-ur/
argument defines a flash files the dst-ur/file will have the following
permissions:

= readable
= writable

= Use the copy src-ur/running-config command to add a file to the Running
Configuration file.

= The copy running-config startup-config command has exactly the same
functionality as the boot config command with the running-config keyword.
Example

Example 1. The following example copies file file1 from the TFTP server
172.16.101.101 to the flash://aaaa/file1 file:

switchxxxxxx# copy tftp://172.16.101.101/Filel flash://aaa/filel

Example 2. The following example saves the Startup configuration file in the
tftp://172.16.101.101/config.txt file:

switchxxxxxx# copy startup-config tftp://172.16.101.101/config.txt
include-encrypted

Example 3. The following example copies the Running Configuration file to the
Startup configuration:

switchxxxxxx# copy running-config startup-config
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Example 4. The following example copies the Syslog file to a TFTP server:

switchxxxxxx# copy logging tftp://1.1.1.1/syslog.txt

Example 5. The following example copies a file from the mass-storage device
connected to the USB port to Flash:

switchxxxxxx# copy usb://aaa/filel.txt flash://dirl/file2

19.9 delete

To delete a local file, use the delete command in Privileged EXEC mode.

Syntax
delete ur/
delete startup-config

delete localization

Parameters
= ur—Specifies the local URL of the local file to be deleted. The predefined
and network URLs cannot be configured.
Command Mode

Privileged EXEC mode

User Guidelines
The delete ur/command cannot delete a network file.
Use the delete startup-config command to delete the Startup Configuration file.

Use the delete localization command to delete the Secondary Language
Dictionary file.
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Example

Example 1. The following example deletes the file called ‘backup/config’ from
FLASH:

switchxxxxxx# cd flash://backup/
switchxxxxxx# delete aaa.ttt

Delete flash://backup/aaa.ttt? [Y/N]Y

Example 2. The following example deletes the file called ‘aaa/config’ from the
mass-storage device connected to the USB port:

switchxxxxxx# delete usb://aaa/config

Delete usb://aaa/config? [Y/N]Y

19.10 dir

To display a list of files on a file system, use the dir command in User EXEC mode.

Syntax
dir [ur]]

Parameters

= yr—Specifies the local URL of the directory to be displayed. The
predefined and network URLs cannot be configured. If the argument is
omitted the current directory is used.

Command Mode

User EXEC mode

User Guidelines
The command cannot be applied to a network directory.

Use the dir command without the argument to display the current directory.
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Examples

The following example displays the flash://mng/ directory:

switchxxxxxx> dir flash://mng/
Permissions

d-directory

r-readable

w-writable

x-executable
134560K of 520000K are free
Directory of flash://mng/

Permission File Size Last Modified File Name
drw- 4720148 Dec 12 2010 17:49:36 bin

-r-- 60 Dec 12 2011 17:49:36 config-list
-r-- 160 Feb 12 2011 17:49:36 image-list
-r-x 6520148 Nov 29 2010 7:12:30 1imagel

-rw- 2014 Nov 20 2010 9:12:30 data

19.11 mkdir

To create a new directory, use the mkdir command in Privileged EXEC mode.

Syntax

mkdir ur/

Parameters
= url—Specifies the URL of the created directory. The predefined and
network URLs cannot be configured.
Command Mode

Privileged EXEC mode
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User Guidelines
The mkdir command cannot be applied to a network directory.
The mkdir command cannot create a directory into the flash://system/ directory.

All directories defined in the ur/argument except the created one must exist.

Example

Example 1. The following example creates a directory on FLASH:

switchxxxxxx# mkdir flash://date/aaa/

Example 2. The following example creates a directory on the mass-storage device
connected to the USB port:

switchxxxxxx# mkdir usb://newdir/

19.12 more

To display the contents of a file, use the more command in User EXEC mode.

Syntax

more ur/

Parameters

= yr—Specifies the local URL or predefined file name of the file to display.

Command Mode

User EXEC mode

User Guidelines
The command cannot be applied to a network file.

The more running-config command displays the same output as the show
running-config command regardless the specified format.
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The more startup-config command displays the same output as the show
startup-config command regardless the specified format.

The more active-image and more inactive-image commands display only the
version number of the image regardless the specified format.

Example

The following example displays the running configuration file contents:

switchxxxxxx> more running-config
no spanning-tree

interface range gil/1//11-48
speed 1000

exit

no Ildp run

line console

exec-timeout O

19.13 pwd

To show the current directory, use the pwd command in User EXEC mode.

Syntax
pwd [usb: | flash:]

Parameters
= usb:—Display the current directory on the USB driver.

= flash:—Display the current directory on the FLASH driver.

Command Mode

User EXEC mode

User Guidelines

Use the pwd usb: | flash: command to show the current directory on the specified
driver.
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Use the pwd command to show the current directory set by the recent cd
command.

Example

The following example uses the cd command to change the current directory and
then uses the pwd command to display that current directory:

switchxxxxxx> pwd
flash://

switchxxxxxx> cd date/aaa
switchxxxxxx> pwd

flash://date/aaa

19.14 reload

To reload the operating system, use the reload command in Privileged EXEC
mode.

Syntax
reload
reload {in hhfrmm| mmm|at hirmm [day month]}

reload cancel

Parameters

= in hhlrmm| mmm—Schedules a reload of the image to take effect in the
specified minutes or hours and minutes. The reload must take place within
approximately 24 days.

= at htmm—Schedules a reload of the image to take place at the specified
time (using a 24-hour clock). If you specify the month and day, the reload is
scheduled to take place at the specified time and date. If you do not specify
the month and day, the reload takes place at the specified time on the
current day (if the specified time is later than the current time) or on the next
day (if the specified time is earlier than the current time). Specifying 00:00
schedules the reload for midnight. The reload must take place within 24
hours.
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= day—Number of the day in the range from 1 to 31.
= month—Month of the year. (Range: Jan-Dec)

= cancel—Cancels a scheduled reload.

Command Mode

Privileged EXEC mode

User Guidelines
Use the reload command to reload the switch.

Use the reload {in Ahfrmm| mmm|at hirmm [day month]} command the command
to specify scheduled switch reload.

The at keyword can be configured only if the system clock has been set on the
switch.

When you specify the reload time using the at keyword, if you specify the month
and day, the reload takes place at the specified time and date. If you do not
specify the month and day, the reload takes place at the specified time on the
current day (if the specified time is later than the current time), or on the next day (if
the specified time is earlier than the current time). Specifying 00:00 schedules the
reload for midnight. The reload must take place within 24 days.

Use the reload cancel command to cancel the scheduled reload.

To display information about a scheduled reload, use the show reload command.

Example

Example 1. The following example reloads the switch:

switchxxxxxx# reload

This command will reset the whole system and disconnect your current session.
Do you want to continue? (Y/N) [Y]

Example 2. The following example reloads the image in 10 minutes:

switchxxxxxx# reload in 10
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This command will reset the whole system and disconnect your current session.
Reload is scheduled for 11:57:08 UTC Fri Apr 21 2012 (in 10 minutes). Do you
want to continue? (Y/N) [Y]

Example 3. The following example reloads the image at 12:10 24 Aug:

switchxxxxxx# reload at 12:10 24 Aug

This command will reset the whole system and disconnect your current session.
Reload is scheduled for 12:10:00 UTC Sun Aug 24 2014 (in 1 hours and 12
minutes). Do you want to continue ? (Y/N)[N]

Example 4. The following example reloads the image at 13:00:

switchxxxxxx# reload at 13:00 soft

This command will reset the whole system and disconnect your current session.
Reload is scheduled for 13:00:00 UTC Fri Apr 21 2012 (in 1 hour and 3
minutes). Do you want to continue? (Y/N) [Y]

Example 5. The following example cancels a reload.

switchxxxxxx# reload cancel

Reload cancelled.

19.15 rename

To rename a local file or directory, use the rename command in Privileged EXEC
mode.

Syntax

rename ur/ new-ur/

Parameters

= url—Specifies the URL of the file or directory to be renamed. The
predefined and network URLs cannot be configured.
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= new-url—Specifies the new URL of the renamed file or directory. The
predefined and network URLs cannot be configured.
Command Mode

Privileged EXEC mode

User Guidelines
The ur/and new-urfarguments must specifies the same driver.
The command cannot rename a network file or network directory.

The command cannot rename a file or directory into the flash://system directory.

Examples

Example 1. The following example renames the flash://bin/text 1.txt file to
flash://archive/text1sav.txt:

switchxxxxxx# cd flash://archive

switchxxxxxx# rename flash://bin/textl.txt ./textlsav.txt

Example 2. The following example renames the flash://a/b directory to the
flash://e/g/h directory:

switchxxxxxx# pwd

flash://a/b/c/d
switchxxxxxx> dir flash://a
Permissions
e d-directory
* r-readable
< w-writable
- Xx-executable
134560K of 520000K are free
Directory of flash://a
File Name Permission File Size Last Modified
b drw- 472148 Dec 13 2010 15:49:36
switchxxxxxx> dir flash://e/g/h
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Permissions

e d-directory

= r-readable

- w-writable

- Xx-executable
134560K of 520000K are free
Directory of flash://e/g/h

File Name Permission File Size Last Modified

switchxxxxxx# rename flash://a/b flash://e/g/h
switchxxxxxx# pwd
flash://e/9/h/c/d
switchxxxxxx> dir Fflash://a
Permissions

e d-directory

= r-readable

- w-writable

- Xx-executable
134560K of 520000K are free
Directory of flash://mng/

File Name Permission File Size Last Modified

switchxxxxxx> dir Fflash://e/g/h
Permissions

e d-directory

= r-readable

= w-writable

= x-executable
134560K of 520000K are free
Directory of flash://e/g/h

File Name Permission File Size Last Modified

C drw- 720148 Dec 12 2010 17:49:36
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19.16 rmdir

To remove a local directory, use the rmdir command in Privileged EXEC mode.

Syntax

rmdir ur/

Parameters
= yr—Specifies the URL of the file or directory to be deleted. The predefined
and network URLs cannot be configured.
Command Mode

Privileged EXEC mode

User Guidelines
Only empty directory can be deleted.
The command cannot remove a network directory.

The command cannot remove a directory into the flash://system directory.

Example

Example 1. The following example removes the directory called ‘backup/config/’
from FLASH:

switchxxxxxx# rmdir flash://backup/config/

Remove flash://backup/config? [Y/N]Y

Example 2. The following example removes the directory called ‘aaa/config’ from
the mass-storage device connected to the USB port:

switchxxxxxx# rmdir usb://aaa/config/

Remove directory usb://aaa/config? [Y/N]Y
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19.17 service mirror-configuration

Use the service mirror-configuration Global Configuration mode command to
enable the mirror-configuration service. Use no service mirror-configuration
command to disable the service.

Syntax
service mirror-configuration

no service mirror-configuration

Parameters

This command has no arguments or keywords.

Default Configuration

The default configuration is mirror-configuration service enabled.

Command Mode

Global Configuration mode

User Guidelines

The mirror-configuration service automatically keeps a copy of the last known
stable configuration (startup configuration that has not been modified for 24H).

When this service is disabled, the mirror-configuration file is deleted.

Examples

Example 1 - The following example disables the mirror-configuration service:

switchxxxxxx(config)# no service mirror-configuration

This operation will delete the mirror-config file if exists. Do you want to continue?
(Y/N) [N]

Example 2 - The following example enables the mirror-configuration service

switchxxxxxx(config)# service mirror-configuration
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Service is enabled.

19.18 show bootvar / show version

To display the active system image file that was loaded by the device at startup,
and to display the system image file that will be loaded after rebooting the switch,
use the show bootvar or show version command in User EXEC mode.

Syntax
show bootvar

show version

Parameters

This command has no arguments or keywords.

Command Mode

User EXEC mode

User Guidelines

The show bootvar and show version commands have the same functionality.

Example

Example 1. The following example gives an example of the command output after
reload:

switchxxxxxx# show bootvar
Active-image: flash://system/images/image_v12-03.ros
Version: 12.03
MD5 Digest: 23FA000012857D8855AABC7577AB5562
Date: 04-Jul-2014
Time: 15:03:07
Inactive-image: flash://system/images/image_v12-01.ros
Version: 12.01
MD5 Digest: 3FA000012857D8855AABC7577AB8999
Date: 04-Feb-2001
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Time: 11:13:17

Example 2. This example continues the inactive one, after applying the boot
system tftp://1.1.1.1/image_v14-01.ros command:

switchxxxxxx# show bootvar
Active-image: flash://system/images/image_v12-03.ros
Version: 12.03
MD5 Digest: 63FA000012857D8855AABEA7451265456
Date: 04-Jul-2014
Time: 15:03:07
Inactive after reboot
Inactive-image: flash://system/images/image_v14-01.ros
Version: 14.01
MD5 Digest: 23FA000012857D8855AABC7577AB5562
Date: 24-Jul-2014
Time: 23:11:17

Active after reboot

Example 3. This example continues the inactive one, after a system reload:

switchxxxxxx# show bootvar
Active-image: flash://system/images/image_v14-01.ros
Version: 14.01
MD5 Digest: 23FA000012857D8855AABC7577AB5562
Date: 24-Jul-2014
Time: 23:11:17
Inactive-image: flash://system/images/image_v12-03.ros
Version: 12.03
MD5 Digest: 63FA000012857D8855AABEA7451265456
Date: 04-Jul-2014
Time: 15:03:07
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Example 4. This example continues the inactive one, after applying the boot
system inactive-image command:

switchxxxxxx# show bootvar
Active-image: Fflash://system/images/image_v14-01.ros
Version: 14.01
MD5 Digest: 23FA000012857D8855AABC7577AB5562
Date: 24-Jul-2014
Time: 23:11:17
Inactive after reboot
Inactive-image: flash://system/images/image_v12-03.ros
Version: 12.03
MD5 Digest: 63FA000012857D8855AABEA7451265456
Date: 04-Jul-2014
Time: 15:03:07

Active after reboot

Example 5. This example continues the inactive one, after a system reload:

switchxxxxxx# show bootvar
Active-image: Fflash://system/images/image_v12-03.ros
Version: 12.03
MD5 Digest: 63FA000012857D8855AABEA7451265456
Date: 04-Jul-2014
Time: 15:03:07
Inactive-image: flash://system/images/_image_v12-03.ros
Version: 12.03
MD5 Digest: 63FA000012857D8855AABEA7451265456
Date: 04-Jul-2014
Time: 15:03:07

Example 7. The following example gives an example of the command output after
applying the boot system command two times:

switchxxxxxx# show bootvar
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Active-image: flash://system/images/image_v12-03.ros
Version: 12.03
MD5 Digest: 63FA000012857D8855AABEA7451265456
Date: 04-Jul-2014
Time: 15:03:07
Inactive-image: flash://system/images/image_v12-01.ros
Version: 12.01
MD5 Digest: 3FA000012857D8855AABC7577AB8999
Date: 04-Feb-2001
Time: 11:13:17
switchxxxxxx# boot system tftp://1.1.1.1/image_v14-01.ros
switchxxxxxx# show bootvar
Active-image: flash://system/images/image_v12-03.ros
Version: 12.03
MD5 Digest: 63FA000012857D8855AABEA7451265456
Date: 04-Jul-2014
Time: 15:03:07
Inactive after reboot
Inactive-image: flash://system/images/image_v14-01.ros
Version: 14.01
MD5 Digest: 23FA000012857D8855AABC7577AB5562
Date: 24-Jul-2014
Time: 23:11:17
Active after reboot
switchxxxxxx# boot system tftp://1.1.1.1/image_v14-04.ros
switchxxxxxx# show bootvar
Active-image: flash://system/images/image_v12-03.ros
Version: 12.03
MD5 Digest: 63FA000012857D8855AABEA7451265456
Date: 04-Jul-2014
Time: 15:03:07
Inactive after reboot
Inactive-image: flash://system/images/image_v14-04.ros
Version: 14.01
MD5 Digest: 23FA000012857D8855AABC7577AB5562
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Date: 24-Jul-2014
Time: 23:11:17

Active after reboot

Example 8. The following example gives an example of the command output after
applying the boot system tftp://1.1.1.1/image_v14-01.ros command and the boot

system inactive-image command:

switchxxxxxx# show bootvar
Active-image: Fflash://system/images/image v12-03.ros
Version: 12.03
MD5 Digest: 63FA000012857D8855AABEA7451265456
Date: 04-Jul-2014
Time: 15:03:07
Inactive-image: flash://system/images/image_v12-01.ros
Version: 12.01
MD5 Digest: 3FA000012857D8855AABC7577AB8999
Date: 04-Feb-2001
Time: 11:13:17
switchxxxxxx# boot system tftp://1.1.1.1/image v14-01.ros
switchxxxxxx# show bootvar
Active-image: Fflash://system/images/image _v12-03.ros
Version: 12.03
MD5 Digest: 63FA000012857D8855AABEA7451265456
Date: 04-Jul-2014
Time: 15:03:07
Inactive after reboot
Inactive-image: flash://system/images/image_v14-01.ros
Version: 14.01
MD5 Digest: 23FA000012857D8855AABC7577AB5562
Date: 24-Jul-2014
Time: 23:11:17
Active after reboot
switchxxxxxx# boot system inactive-image

switchxxxxxx# show bootvar
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Active-image: flash://system/images/image_v12-03.ros
Version: 12.03
MD5 Digest: 63FA000012857D8855AABEA7451265456
Date: 04-Jul-2014
Time: 15:03:07
Inactive-image: flash://system/images/image_v14-01.ros
Version: 14.01
MD5 Digest: 23FA000012857D8855AABC7577AB5562
Date: 24-Jul-2014
Time: 23:11:17

19.19 show mirror-configuration service

To display the mirror-configuration service status, use the show
mirror-configuration service command in User EXEC mode.

Syntax

show mirror-configuration service

Command Mode

User EXEC mode

Example

The following example displays the status of the mirror-configuration service
switchxxxxxx# show mirror-configuration service

Mirror-configuration service is enabled

19.20 show reload

To display the reload status on the switch, use the show reload command in User
EXEC mode.

Syntax

show reload
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Parameters

This command has no arguments or keywords.

Command Mode

User EXEC mode

User Guidelines

You can use the show reload command to display a pending image reload. To
cancel the reload, use the reload command with the cancel keyword.
Example

Example 1. The following example displays information when scheduled reload
has been configured:

switchxxxxxx> show reload

Image reload scheduled for 00:00:00 UTC Sat April 20 (in 3 hours and 12 minutes)

Example 2. The following example displays information when scheduled reload
has not been configured:

switchxxxxxx> show reload

No scheduled reload

19.21 show running-config

To display the contents of the currently running configuration file, use the
show running-config command in Privileged EXEC mode.

show running-config [interface interface-id-/ist| detailed | brief]

Parameters

= interface /nterface-id-list—Specifies a list of interface IDs. The interface IDs
can be one of the following types: Ethernet port, port-channel or VLAN.

= detailed—Displays configuration with SSL and SSH keys.

= brief—Displays configuration without SSL and SSH keys.
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Default Configuration

All interfaces are displayed. If the detailed or brief keyword is not specified, the
brief keyword is applied.

Command Mode

Privileged EXEC mode

Example

The following example displays the running configuration file contents.

switchxxxxxx# show running-config
config-Tile-header

AA307-02

v1.2.5.76 / R750 _NIK_1_2 584 002

CLI v1.0

file SSD indicator encrypted

@

ssd-control-start

ssd config

ssd file passphrase control unrestricted

no ssd file integrity control

ssd-control-end cbOa3fdblf3alaf4e4430033719968c0
!

unit-type unit 1 network te uplink none
unit-type unit 2 network te uplink none
unit-type unit 3 network te uplink none
unit-type unit 4 network te uplink none
unit-type unit 6 network te uplink none

unit-type unit

2
3
4

unit-type unit 5 network te uplink none
6
7 network te uplink none
8

unit-type unit 8 network te uplink none
unit-type-control-end
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no spanning-tree
interface range tel/0/1-4
speed 1000

exit

no Ildp run

interface vlan 1

ip address 1.1.1.1 255.0.0.0
exit

line console

exec-timeout 0O

exit

SWiITChXXXXXX#

19.22 show startup-config

To display the Startup Configuration file contents, use the show startup-config
command in Privileged EXEC mode.

Syntax

show startup-config [interface /nterface-id-list

Parameters
= interface /interface-id-list—Specifies a list of interface IDs. The interface IDs
can be one of the following types: Ethernet port, port-channel or VLAN.
Command Mode

Privileged EXEC mode

Example

The following example displays the startup configuration file contents.

switchxxxxxx# show startup-config
config-file-header

AA307-02

v1.2.5.76 / R750_NIK_1_2 584 002
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CLI v1.0

file SSD indicator encrypted

@

ssd-control-start

ssd config

ssd file passphrase control unrestricted
no ssd file integrity control
ssd-control-end ch0a3fdb1f3alaf4e4430033719968c0
!

no spanning-tree

interface range tel/0/1-4

speed 1000

exit

no Ildp run

interface vlan 1

ip address 1.1.1.1 255.0.0.0

exit

line console

exec-timeout 0O

exit

Switchxxxxxx#
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19.23 write

To save the running configuration to the startup configuration file, use the write
command in Privileged EXEC mode.

Syntax
write

write memory

Parameters

This command has no arguments or keywords.

Command Mode

Privileged EXEC mode

User Guidelines

Use the write command or the write memory command to save the Running
Configuration file into the Startup Configuration file.

Examples

The following example shows how to overwrite the startup-config file with the
running-config file with the write command.

switchxxxxxx# write

Overwrite file [startup-config] ?[Yes/press any key for no]....15-Sep-2010
11:27

:48 %COPY-I-FILECPY: Files Copy - source URL running-config destination URL
flash://startup-config

15-Sep-2010 11:27:50 %COPY-N-TRAP: The copy operation was completed
successful ly

Copy succeeded
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20.1 clear gvrp statistics

To clear GVRP statistical information for all interfaces or for a specific interface,
use the clear gvrp statistics Privileged EXEC mode command.

Syntax

clear gvrp statistics /interface-idj

Parameters

Interface-id—(Optional) Specifies an interface ID. The interface ID can be one of
the following types: Ethernet port or Port-channel.

Default Configuration

All GVRP statistics are cleared.

Command Mode

Privileged EXEC mode

Example

The following example clears all GVRP statistical information on te1/0/4.

switchxxxxxx# clear gvrp statistics tel/0/4
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20.2 gvrp enable (Global)

To enable the Generic Attribute Registration Protocol (GARP) VLAN Registration
Protocol (GVRP) globally, use the gvrp enable Global Configuration mode
command. To disable GVRP on the device, use the no form of this command.

Syntax
gvrp enable

no gvrp enable

Parameters

This command has no arguments or keywords.

Default Configuration

GVRP is globally disabled.

Command Mode

Global Configuration mode

Example

The following example enables GVRP globally on the device.

switchxxxxxx(config)# gvrp enable

20.3 gvrp enable (Interface)

To enable GVRP on an interface, use the gvrp enable Interface (Ethernet, Port
Channel) Configuration mode command. To disable GVRP on an interface, use the
no form of this command.

Syntax
gvrp enable

no gvrp enable
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Parameters

This command has no arguments or keywords.

Default Configuration

GVRP is disabled on all interfaces.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

An access port does not dynamically join a VLAN because it is always a member
of a single VLAN only. Membership in an untagged VLAN is propagated in the
same way as in a tagged VLAN. That is, the PVID must be manually defined as the
untagged VLAN ID.

Example

The following example enables GVRP on te1/0/4.

switchxxxxxx(config)# interface tel/0/4

switchxxxxxx(config-if)# gvrp enable

20.4 gvrp registration-forbid

To deregister all dynamic VLANs on a port and prevent VLAN creation or
registration on the port, use the gvrp registration-forbid Interface Configuration
mode command. To allow dynamic registration of VLANs on a port, use the no
form of this command.

Syntax
gvrp registration-forbid

no gvrp registration-forbid

Parameters

This command has no arguments or keywords.
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Default Configuration

Dynamic registration of VLANs on the port is allowed.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

Example

The following example forbids dynamic registration of VLANs on te1/0/2.

switchxxxxxx(config-if)# interface tel/0/2

switchxxxxxx(config-if)# gvrp registration-forbid

20.5 gvrp vian-creation-forbid

To disable dynamic VLAN creation or modification, use the gvrp
vlan-creation-forbid Interface Configuration mode command. To enable dynamic
VLAN creation or modification, use the no form of this command.

Syntax
gvrp vlan-creation-forbid

no gvrp vilan-creation-forbid

Parameters

This command has no arguments or keywords.

Default Configuration

Enabled.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

Example

The following example disables dynamic VLAN creation on te1/0/3.
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switchxxxxxx(config-if)# interface tel/0/3

switchxxxxxx(config-if)# gvrp vlan-creation-forbid

20.6 show gvrp configuration

To display GVRP configuration information, including timer values, whether GVRP
and dynamic VLAN creation are enabled, and which ports are running GVRP, use
the show gvrp configuration EXEC mode command.

Syntax

show gvrp configuration finterface-id | detailea)

Parameters

= interface-id—(Optional) Specifies an interface ID. The interface ID can be
one of the following types: Ethernet port or port-channel.

= detailed—(Optional) Displays information for non-present ports in addition
to present ports.
Default Configuration

All GVRP statistics are displayed for all interfaces. If detailed is not used, only
present ports are displayed.

Command Mode

User EXEC mode

Example

The following example displays GVRP configuration.

switchxxxxxx# show gvrp configuration
GVRP Feature is currently Enabled on the device.

Maximum VLANs: 4094

Port(s) GVRP-Status Regist- Dynamic Timers(ms)
ration VLAN Creation Join Leave Leave All
tel/0/1 Enabled Forbidden Disabled 600 200 10000
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tel/0/2 Enabled Normal Enabled 1200 400 20000

20.7 show gvrp error-statistics

Use the show gvrp error-statistics EXEC mode command to display GVRP error
statistics for all interfaces or for a specific interface.

Syntax

show gvrp error-statistics /interface-id]

Parameters

interface-id—(Optional) Specifies an interface ID. The interface ID can be one of
the following types: Ethernet port or Port-channel.

Default Configuration

All GVRP error statistics are displayed.

Command Mode

User EXEC mode

Example

The following example displays GVRP error statistics.

switchxxxxxx# show gvrp error-statistics
GVRP Error Statistics:
Legend:
INVPROT : Invalid Protocol Id
INVATYP : Invalid Attribute Type [INVALEN : Invalid Attribute Length
INVAVAL : Invalid Attribute Value INVEVENT: Invalid Event
Port  INVPROT INVATYP INVAVAL INVALEN INVEVENT
tel/0/1 0 0 0 0 0

tel/0/2 0 0 0 0 0
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tel/0/3 0 0 0 0 0

tel/0/4 0 0 0 0 0

20.8 show gvrp statistics

To display GVRP statistics for all interfaces or for a specific interface, use the show
gvrp statistics EXEC mode command.

Syntax

show gvrp statistics finterface-id]

Parameters

interface-id—(Optional) Specifies an interface ID. The interface ID can be one of
the following types: Ethernet port or Port-channel.

Default Configuration

All GVRP statistics are displayed.

Command Mode

User EXEC mode

Example
The following example displays GVRP statistical information.
SWItchxxxxxx# show gvrp statistics

GVRP statistics:

Legend

rJE : Join Empty Received rJiIn: Join In Received
rEmp: Empty Received rLIn: Leave In Received
rLE : Leave Empty Received rLA : Leave All Received
sJE : Join Empty Sent sJIn: Join In Sent

SEmp: Empty Sent sLIn: Leave In Sent

SLE : Leave Empty Sent SLA : Leave All Sent
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Port rJE rJin rEmp rLIn rLE rLA
tel/0/1 0 0 0 0 0 0
tel/0/2 0 0 0 0 0 0
tel/0/3 0 0 0 0 0 0
tel/0/4 0 0 0 0 0 0

sJE

0

sJin

0

sEmp

sLIn

SLE
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21.1 clear ip igmp counters

To clear the Internet Group Management Protocol (IGMP) interface counters, use
the clear ip igmp counters command in Privileged EXEC mode.

Syntax

clear ip igmp counters [/interface-id]

Parameters

= /nterface-id—(Optional) Interface Identifier

Command Mode

Privileged EXEC mode

User Guidelines

Use the clear ip igmp counters command to clear the IGMP counters, which keep
track of the number of joins and leaves received. If you omit the optional
Interface-id argument, the clear ip igmp counters command clears the counters on
all interfaces.

Example

The following example clears the counters for VLAN 100:

switchxxxxxx# clear ip igmp counters vlan 100
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21.2 ipigmp last-member-query-count

To configure the Internet Group Management Protocol (IGMP) last member query
counter, use the ip igmp last-member-query-count command in Interface
Configuration mode. To restore the default value, use the no form of this command.

Syntax
ip igmp last-member-query-count count

no ip igmp last-member-query-count

Parameters

count—The number of times that group- or group-source-specific queries are sent
upon receipt of a message indicating a leave. (Range: 1-7)

Default Configuration

A value of IGMP Robustness variable.

Command Mode

Interface Configuration mode

User Guidelines

Use the ip igmp robustness command to change the IGMP last member query
counter.

Example

The following example changes a value of the IGMP last member query counter to
3

switchxxxxxx(config)# interface vlan 1
switchxxxxxx(config-if)# ip igmp last-member-query-count 3

switchxxxxxx(config-if)# exit

21.3 ip igmp last-member-query-interval

To configure the Internet Group Management Protocol (IGMP) last member query
interval, use the ip igmp last-member-query-interval command in Interface
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Configuration mode. To restore the default IGMP query interval, use the no form of
this command.

Syntax
ip igmp last-member-query-interval milliseconds

no ip igmp last-member-query-interval

Parameters
= milliseconds—Interval, in milliseconds, at which IGMP group-specific host
query messages are sent on the interface. (Range: 100-25500).
Default Configuration

The default IGMP last member query interval is 1000 milliseconds.

Command Mode

Interface Configuration mode

User Guidelines

Use the ip igmp last-member-query-interval command to configure the IGMP last
member query interval on an interface.

Example

The following example shows how to increase the the IGMP last member query
interval to 1500 milliseconds:

switchxxxxxx(config)# interface vlan 100
switchxxxxxx(config-if)# ip igmp last-member-query-interval 1500

switchxxxxxx(config-if)# exit

21.4 ip igmp query-interval

To configure the frequency at which the IGMP querier sends Internet Group
Management Protocol (IGMP) host-query messages from an interface, use the ip
igmp query-interval command in Interface Configuration mode. To restore the
default IGMP query interval, use the no form of this command.

472

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide



IGMP Commands 2 1

Syntax
ip igmp query-interval seconds

no ip igmp query-interval

Parameters
= seconds—Frequency, in seconds, at which the switch sends IGMP query
messages from the interface. The range is from 30 to 18000.
Default Configuration

The default IGMP query interval is 125 seconds.

Command Mode

Interface Configuration mode

User Guidelines

Use the ip igmp query-interval command to configure the frequency at which the
IGMP querier sends IGMP host-query messages from an interface. The IGMP
querier sends query-host messages to discover which multicast groups have
members on the attached networks of the router.

The query interval must be bigger than the maximum query response time.

Example

The following example shows how to increase the frequency at which the IGMP
querier sends IGMP host-query messages to 180 seconds:

switchxxxxxx(config)# interface vlan 100
switchxxxxxx(config-if)# ip igmp query-interval 180

switchxxxxxx(config-if)# exit

21.5 ipigmp query-max-response-time

To configure the maximum response time advertised in Internet Group
Management Protocol (IGMP) queries, use the ip igmp query-max-response-time
command in Interface Configuration mode. To restore the default value, use the no
form of this command.
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Syntax
ip igmp query-max-response-time seconds

no ip igmp query-max-response-time

Parameters
= seconds—Maximum response time, in seconds, advertised in IGMP
queries. (Range: 5-20)
Default Configuration

10 seconds.

Command Mode

Interface Configuration mode

User Guidelines

This command controls the period during which the responder can respond to an
IGMP query message before the router deletes the group.

This command controls how much time the hosts have to answer an IGMP query
message before the router deletes their group. Configuring a value of fewer than
10 seconds enables the router to prune groups faster.

The maximum query response time must be less than the query interval.

Note. If the hosts do not respond fast enough, they might be pruned inadvertently.
Therefore, the hosts must know to respond faster than 10 seconds (or the value
you configure).

Example

The following example configures a maximum response time of 8 seconds:

switchxxxxxx(config)# interface vlan 100
switchxxxxxx(config-if)# ip igmp query-max-response-time 8

switchxxxxxx(config-if)# exit
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21.6 ipigmp robustness

To configure the Internet Group Management Protocol (IGMP) robustness variable,
use the ip igmp robustness command in Interface Configuration mode. To restore
the default value, use the no form of this command.

Syntax
ip igmp robustness count

no ip igmp robustness

Parameters
= count—The number of expected packet loss on a link. Parameter range.
(Range: 1-7).
Default Configuration

The default value is 2.

Command Mode

Interface Configuration mode

User Guidelines

Use the ip igmp robustness command to change the IGMP robustness variable.

Example

The following example changes a value of the IGMP robustness variable to 3:

switchxxxxxx(config)# interface vlan 1
switchxxxxxx(config-if)# ip igmp robustness 3

switchxxxxxx(config-if)# exit

21.7 ipigmp version

To configure which version of Internet Group Management Protocol (IGMP) the
router uses, use the ip igmp version command in Interface Configuration mode. To
restore the default value, use the no form of this command.

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide 475



2 1 IGMP Commands

Syntax
ip igmp version {11213}

no ip igmp version

Parameters
= 1—IGMP Version 1.
= 2—I|GMP Version 2.
= 3—IGMP Version 3.

Default Configuration

3

Command Mode

Interface Configuration mode

User Guidelines

Use the commnad to change the default version of IGMP>

Example

The following example configures the router to use IGMP Version 2:

switchxxxxxx(config)# interface vlan 100
switchxxxxxx(config-if)# ip igmp version 2

switchxxxxxx(config-if)# exit

21.8 show ip igmp counters

To display the Internet Group Management Protocol (IGMP) traffic counters, use
the show ip igmp counters command in User EXEC mode.

Syntax

show ip igmp counters [interface-ia]
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Parameters

= jnterface-id—(Optional) Interface Identifier.

Command Mode

User EXEC mode

User Guidelines

Use the show ip igmp counters command to check if the expected number of
IGMP protocol messages have been received and sent.

If you omit the optional /interface-id argument, the show ip igmp counters
command displays counters of all interfaces.

Example

The following example displays the IGMP protocol messages received and sent:

switchxxxxxx# show ip igmp counters vlan 100

VLAN 100

Elapsed time since counters cleared:00:00:21
Failed received Joins: 0

Total IGMPv 1 received messages: 0

Total IGMPv2 received messages: 10

Total IGMPv3 received messages: 0

Total invalid received messages: 0

General Sent Queries: 0

Specific Sent Queries: 0

21.9 show ip igmp groups

To display the multicast groups that are directly connected to the router and that
were learned through Internet Group Management Protocol (IGMP), use the show
ip igmp groups command in User EXEC mode.
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Syntax

show ip igmp groups [group-name| group-address| interface-id] [detail]

Parameters

= group-name| group-address—(Optional) IP address or name of the
multicast group.

= /nterface-id—(Optional) Interface identifier.

= detail—(Optional) Displays detailed information about individual sources.

Command Mode

User EXEC mode

User Guidelines

Use the show ip igmp groups [detail] command to display all directly connected
groups.

Use the show ip igmp groups [group-name| group-address] [detail] command to
display one given directly connected group.

Use the show ip igmp groups /nterface-id [detail] command to display all groups
directly connected to the given interface.

Examples

Example 1. The following is sample output from the show ip igmp groups
command. It shows all of the groups joined by VLAN 100:

switchxxxxxx# show ip igmp groups vlan 100

IGMP Connected Group Membership

Expires: never - switch itself has joined the group

Group Address Interface Expires
224.1.11 VLAN 100 00:01:30
224.10.12.79 VLAN 100 never

225.1.11 VLAN 100 00:00:27

478

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide



IGMP Commands

21

Example 2. The following is sample output from the show ip igmp groups
command using the detail keyword:

switchxxxxxx# show ip igmp groups detail

Expires: zero value - INCLUDE state; non-zero value - EXCLUDE state

Interface: VLAN 100

Group: 225.1.1.1
Router mode: INCLUDE
Last reporter: 10.0.119.133
Group Timer Expires: 00:20:11

Group source list:

Source Address Expires
20.1.1.1 00:04:08
120.1.1.1 00:02:01

Group: 226.1.1.2
Router mode: EXCLUDE
Last reporter: 100.1.12.130
Group Timer Expiry: 00:22:12
Exclude Mode Expiry (Filter) Timer: 00:10:11

Group source list:

Source Address Expires
2221 00:04:08
192.168.1.1 00:04:08
12.1.1.10 00:00:00
40.3.4.2 00:00:00

21.10 show ip igmp groups summary

To display the number of (*, G) and (S, G) membership reports present in the
Internet Group Management Protocol (IGMP) cache, use the show ip igmp groups

summary command in User EXEC mode.
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Syntax

show ip igmp groups summary

Parameters

This command has no arguments or keywords.

Command Mode

User EXEC mode

User Guidelines

The show ip igmp groups summary command displays the number of directly
connected multicast groups.

Example

The following is sample output from the show ip igmp groups summary command:

switchxxxxxx# show ip igmp groups summary

IGMP Route Summary
No. of (*,G) routes =5

No. of (S,G) routes =0

Field Descriptions:

No. of (*,G) routes = 5—Displays the number of groups present in the IGMP cache.

No. of (S,G) routes = 0—Displays the number of include and exclude mode sources present in the IGMP
cache.

21.11 show ip igmp interface

To display multicast-related information about an interface, use the show ip igmp
interface command in User EXEC mode.
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Syntax

show ip igmp interface [interface-id]

Parameters

= /nterface-id—(Optional) Interface identifier.

Command Mode

User EXEC mode

User Guidelines

If you omit the optional interface-id argument, the show ip igmp interface
command displays information about all interfaces.

Example

The following is sample output from the show ip igmp interface command for
Ethernet interface 2/1/1:

switchxxxxxx# show ip igmp interface vlan 100

VLAN 100 is up
Administrative IGMP Querier IP address is 1.1.1.1
Operational IGMP Querier IP address is 1.1.1.1
Current IGMP version is 3
Administrative IGMP robustness variable is 2 seconds
Operational IGMP robustness variable is 2 seconds
Administrative IGMP query interval is 125 seconds
Operational IGMP query interval is 125 seconds
Administrative IGMP max query response time is 10 seconds
Operational IGMP max query response time is 10 seconds
Administrative Last member query response interval is 1000 milliseconds

Operational Last member query response interval is 1000 milliseconds
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22.1 ip igmp-proxy

To add downstream interfaces to an IGMP proxy tree, use the ip igmp-proxy
command in Interface Configuration mode. To remove downstream from
interfaces to an IGMP proxy tree, use the no form of this command.

Syntax

ip igmp-proxy upstream-interface-id
no ip igmp-proxy

Parameters

= ypstream-interface-id—Upstream Interface identifier.

Default Configuration

The protocol is disabled on the interface.

Command Mode

Interface Configuration mode

User Guidelines

Use the ip igmp-proxy command to add downstream interfaces to an IGMP proxy
tree. If the proxy tree does not exist it is created.

Use the no format of the command to remove the downstream interface. When the
last downstream interface is removed from the proxy tree it is deleted too.

Examples

Example 1. The following example adds a downstream interface to an IGMP Proxy
process with vlan 200 as its Upstream interface:

switchxxxxxx(config)# interface vlan 100

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide 482



IGMP Proxy Commands 22

switchxxxxxx(config-if)# ip igmp-proxy vlan 200

switchxxxxxx(config-if)# exit

Example 2. The following example adds a range of downstream interfaces to an
IGMP Proxy process with vlan 200 as its Upstream interface:

switchxxxxxx(config)# interface range vlan 100-105
switchxxxxxx(config-if)# ip igmp-proxy vlan 200

switchxxxxxx(config-if)# exit

22.2 ip igmp-proxy downstream protected

To disable forwarding of IP Multicast traffic from downstream interfaces, use the ip
igmp-proxy downstream protected command in Global Configuration mode. To
allow forwarding from downstream interfaces, use the no form of this command.

Syntax
ip igmp-proxy downstream protected

no ip igmp-proxy downstream protected

Parameters

This command has no arguments or keywords.

Default Configuration

Forwarding from downstream interfaces is allowed.

Command Mode

Global Configuration mode

User Guidelines

Use the ip igmp-proxy downstream protected command to block forwarding from
downstream interfaces.
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Example

The following example prohibits forwarding from downstream interfaces:

switchxxxxxx(config)# ip igmp-proxy downstream protected

22.3 ip igmp-proxy downstream protected
interface

To disable or enable forwarding of IP Multicast traffic from a given downstream
interface, use the ip igmp-proxy downstream protected interface command in
Interface Configuration mode. To return to default, use the no form of this
command.

Syntax
ip igmp-proxy downstream protected interface {enabled | disabled}

no ip igmp-proxy downstream protected interface

Parameters

= enabled—Downstream interface protection on the interface is enabled.
IPv4 Multicast traffic arriving on the interface will not be forwarded.

= disabled—Downstream interface protection on the interface is disabled.
IPv4 Multicast traffic arriving on the interface will be forwarded.

Default Configuration

Global downstream protection configuration (see the ip igmp-proxy downstream
protected command)

Command Mode

Interface Configuration mode

User Guidelines

Use the ip igmp-proxy downstream protected interface disabled command to
block forwarding from the given downstream interface.

Use the ip igmp-proxy downstream protected interface enabled command to
allow forwarding from the given downstream interface.
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The command can be configured only for a downstream interface. When a
downstream interface is removed from the IGMP Proxy tree the configuration is
removed too.

Example

The following example prohibits forwarding from downstream interface vlian 100:

switchxxxxxx(config)# interface vlanl100
switchxxxxxx(config-if)# ip igmp-proxy downstream protected interface enabled

switchxxxxxx(config-if)# exit

22.4 ip igmp-proxy ssm

To define the Source Specific Multicast (SSM) range of IP Multicast addresses,
use the ip igmp-proxy ssm command in Global Configuration mode. To disable the
SSM range, use the no form of this command.

Syntax
ip igmp-proxy ssm {default | range access-/ist

no ip igmp-proxy ssm

Parameters
= default—Defines the SSM range access list to 232.0.0.0/8 (see rfc4607).

= range access-list—Specifies the standard IP access list name defining the
SSM range.

Default Configuration

The command is disabled.

Command Mode

Global Configuration mode

User Guidelines

A new ip igmp-proxy ssm command overrides the previous ip igmp-proxy ssm
command.
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Use the no ip igmp-proxy ssm command to remove all defined ranges.

Example

The following example shows how to configure SSM service for the default IP
address range and the IP address ranges defined by access list list1:

switchxxxxxx(config)# ip access-list listl permit 224.2.151.0/24
switchxxxxxx(config)# ip access-list listl deny 224.2.152.141
switchxxxxxx(config)# ip access-list listl permit 224.2.152.0/24

switchxxxxxx(config)# ip igmp-proxy ssm range listl

22.5 show ip igmp-proxy interface

To display information about interfaces configured for IGMP Proxy, use the show ip
igmp-proxy interface command in User EXEC mode or Privileged EXEC mode.

Syntax

show ip igmp-proxy interface [/interface-id]

Parameters
= jnterface-id—(Optional) Display IGMP Proxy information about the
interface.
Command Mode
User EXEC mode
Privileged EXEC mode

User Guidelines

The show ip igmp-proxy interface command is used to display all interfaces
where the IGMP Proxy is enabled or to display the IGMP Proxy configuration for a
given interface.

Examples

Example 1. The following example displays IGMP Proxy status on all interfaces
where the IGMP Proxy is enabled:
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switchxxxxxx# show ip igmp-proxy interface

* - the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downdtream interfaces protection is disabled

SSM Access List Name:listl

Interface
vlan 100
*vlan 102
*vlan 110

vlan 113

Type
upstream
downstream
downstream

downstream

Interface Protection

enabled
default
disabled

Example 2. The following is sample output from the show ip igmp-proxy interface
command for given upstream interface:

switchxxxxxx# show ip igmp-proxy interface vlan 100

* - the switch s the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downdtream interfaces protection is disabled

SSM Access List Name:

IP Multicast Tarffic Discarding from Downdtream interfaces is disabled

vlan 100 is a Upstream interface

Downstream

interfaces:
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*vlan 102, *vlan 110, vlan 113

Example 3. The following is sample output from the show ip igmp-proxy interface
command for given downstream interface:

switchxxxxxx# show ip igmp-proxy interface vlan 102

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downdtream interfaces protection is disabled
vlan 102 is a Downstream interface

The switch is the Querier on vlan 102

Downsteam Interface protection is enabled

SSM Access List Name: default

Upstream interface: vlan 100

Example 4. The following is sample output from the show ip igmp-proxy interface
command for an interface on which IGMP Proxy is disabled:

switchxxxxxx# show ip igmp-proxy interface vlan 1

IP Forwarding is enabled
IP Multicast Routing is enabled

IGMP Proxy is disabled
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23.1 ip igmp snooping (Global)

To enable Internet Group Management Protocol (IGMP) snooping, use the ip igmp
snooping command in Global Configuration mode. To return to the default, use the
no form of this command.

Syntax

ip igmp snooping

no ip igmp snooping
Default Configuration

Disabled.

Command Mode

Global Configuration mode

Example

The following example enables IGMP snooping.

switchxxxxxx(config)# ip igmp snooping

23.2 ip igmp snooping vian

To enable IGMP snooping on a specific VLAN, use the ip igmp snooping vian
command in Global Configuration mode. To return to the default, use the no form of
this command.

Syntax

ip igmp snooping vlan v/an-id
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no ip igmp snooping vlan v/an-id

Parameters

= v/an-id—Specifies the VLAN.

Default Configuration

Disabled

Command Mode

Global Configuration mode

User Guidelines
IGMP snooping can be enabled only on static VLANSs.
IGMPv1, IGMPv2, and IGMPv3 Snooping are supported.

To activate IGMP snooping, bridge multicast filtering must be enabled by the
bridge multicast filtering command.

The user guidelines of the bridge multicast mode command describes the
configuration that is written into the FDB as a function of the FDB mode and the
IGMP version that is used in the network.

Example

switchxxxxxx(config)# ip igmp snooping vlan 2

23.3 ip igmp snooping vian mrouter

To enable automatic learning of Multicast router ports on a VLAN, use the ip igmp
snooping vlan mrouter command in Global Configuration mode. To remove the
configuration, use the no form of this command.

Syntax
ip igmp snooping vlan v/an-id mrouter learn pim-dvmrp

no ip igmp snooping vlan v/an-id mrouter learn pim-dvmrp

Parameters

= v/an-id—Specifies the VLAN.
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Default Configuration

Learning pim-dvmrp is enabled.

Command Mode

Global Configuration mode

User Guidelines
Multicast router ports are learned according to:
= Queries received on the port
= PIM/PIMv2 received on the port
= DVMRP received on the port
=  MRDISC received on the port
=  MOSPF received on the port

You can execute the command before the VLAN is created.

Example

switchxxxxxx(config)# ip igmp snooping vlan 1 mrouter learn pim-dvmrp

23.4 ip igmp snooping vlan mrouter interface

To define a port that is connected to a Multicast router port, use the ip igmp
snooping mrouter interface command in Global Configuration mode. To return to
the default, use the no form of this command.

Syntax
ip igmp snooping vlan v/an-id mrouter interface interface-list

no ip igmp snooping vlan v/an-id mrouter interface /interface-list

Parameters
= v/an-id—Specifies the VLAN.

= jnterface-list—Specifies the list of interfaces. The interfaces can be one of
the following types: Ethernet port or Port-channel.
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Default Configuration

No ports defined

Command Mode

Global Configuration mode

User Guidelines

A port that is defined as a Multicast router port receives all IGMP packets (reports
and queries) as well as all Multicast data.

You can execute the command before the VLAN is created.

Example

switchxxxxxx(config)# ip igmp snooping vlan 1 mrouter interface tel/0/1

23.5 ip igmp snooping vian forbidden mrouter

To forbid a port from being defined as a Multicast router port by static
configuration or by automatic learning, use the ip igmp snooping vlan forbidden
mrouter command in Global Configuration mode. To return to the default, use the
no form of this command.

Syntax
ip igmp snooping vlan v/an-id forbidden mrouter interface /interface-list

no ip igmp snooping vlan vlan-id forbidden mrouter interface interface-list

Parameters
= v/an-id—Specifies the VLAN.
= jnterface-list—Specifies a list of interfaces. The interfaces can be of one of
the following types: Ethernet port or Port-channel.
Default Configuration

No ports defined.
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Command Mode

Global Configuration mode

User Guidelines

A port that is a forbidden mrouter port cannot be a Multicast router port (i.e. cannot
be learned dynamically or assigned statically).

You can execute the command before the VLAN is created.

Example

switchxxxxxx(config)# ip igmp snooping vlan 1 forbidden mrouter interface
tel/0/1

23.6 ip igmp snooping vian static

Toregister an IP-layer Multicast address to the bridge table, and to add static ports
to the group defined by this address, use the ip igmp snooping vlan static
command in Global Configuration mode. To return to the default, use the no form of
this command.

Syntax
ip igmp snooping vlan v/an-id static jp-address [interface /interface-lisf

no ip igmp snooping vlan v/ian-id static jp-address [interface interface-/isf

Parameter
= v/an-id—Specifies the VLAN.
= /p-address—Specifies the IP Multicast address.

= interface interface-list—(Optional) Specifies a list of interfaces. The
interfaces can be of one of the following types: Ethernet port or
Port-channel.

Default Configuration

No Multicast addresses are defined.
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Command Mode

Global Configuration mode

User Guidelines

Static Multicast addresses can only be defined on static VLANS.
You can execute the command before the VLAN is created.
You can register an entry without specifying an interface.

Using the no command without a port-list removes the entry.

Example

switchxxxxxx(config)# ip igmp snooping vlan 1 static 239.2.2.2 interface
tel/0/1

23.7 ip igmp snooping vian multicast-tv

To define the Multicast IP addresses that are associated with a Multicast TV VLAN,
use the ip igmp snooping vian multicast-tv command in Global Configuration
mode. To return to the default, use the no form of this command.

Syntax
ip igmp snooping vlan v/an-id multicast-tv jp-multicast-address [count numben

no ip igmp snooping vlan v/an-id multicast-tv jp-multicast-address [count numben

Parameters
= v/an-id—Specifies the VLAN
= jp-multicast-address—Multicast IP address

= count number—(Optional) Configures multiple contiguous Multicast IP
addresses. If not specified, the default is 1. (Range: 1-256)

Default Configuration

No Multicast IP address is associated.
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Command Mode

Global Configuration mode

User Guidelines

Use this command to define the Multicast transmissions on a Multicast-TV VLAN.
The configuration is only relevant for an Access port that is a member in the
configured VLAN as a Multicast-TV VLAN.

If an IGMP message is received on such an Access port, it is associated with the
Multicast-TV VLAN only if it is for one of the Multicast IP addresses that are
associated with the Multicast-TV VLAN.

Up to 256 VLANSs can be configured.

Example

switchxxxxxx(config)# ip igmp snooping vlan 1 multicast-tv 239.2.2.2 count
3

23.8 ip igmp snooping map cpe vian

To map CPE VLANSs to Multicast-TV VLANS, use the ip igmp snooping map cpe
vlan command in Global Configuration mode. To return to the default, use the no
form of this command.

Syntax
ip igmp snooping map cpe vlan cpe-vian-id multicast-tv vlan v/an-id

no ip igmp snooping map cpe vlan v/an-id

Parameters
= cpe-vian-id—Specifies the CPE VLAN ID.
= vlan-id—Specifies the Multicast-TV VLAN ID.

Default Configuration

No mapping exists.

Command Mode

Global Configuration mode
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User Guidelines
Use this command to associate the CPE VLAN with a Multicast-TV VLAN.

If an IGMP message is received on a customer port tagged with a CPE VLAN, and
there is mapping from that CPE VLAN to a Multicast-TV VLAN, the IGMP message
is associated with the Multicast-TV VLAN.

Example

The following example maps CPE VLAN 2 to Multicast-TV VLAN 31.

switchxxxxxx(config)# ip igmp snhooping map cpe vlan 2 multicast-tv vlan 31

23.9 ip igmp snooping querier

To enable globally the IGMP Snooping querier, use the ip igmp snooping querier
command in Global Configuration mode. To disable the IGMP Snooping querier
globally, use the no form of this command.

Syntax

ip igmp snooping querier
no ip igmp snooping querier
Parameters

N/A

Default Configuration

Enabled

Command Mode

Global Configuration mode

User Guidelines

To run the IGMP Snooping querier on a VLAN, you have enable it globally and on
the VLAN.
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Example

The following example disables the IGMP Snooping querier globally:

switchxxxxxx(config)# no ip igmp snooping querier

23.10 ip igmp snooping vian querier

To enable the IGMP Snooping querier on a specific VLAN, use the ip igmp
snooping vlan querier command in Global Configuration mode. To disable the
IGMP Snooping querier on the VLAN interface, use the no form of this command.

Syntax
ip igmp snooping vlan vian-id querier

no ip igmp snooping vlan v/an-id querier

Parameters

= vian-id—Specifies the VLAN.

Default Configuration

Disabled

Command Mode

Global Configuration mode

User Guidelines

The IGMP Snooping querier can be enabled on a VLAN only if IGMP Snooping is
enabled for that VLAN.

Example

The following example enables the IGMP Snooping querier on VLAN 1:

switchxxxxxx(config)# ip igmp snooping vlan 1 querier
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23.11 ip igmp snooping vian querier address

To define the source IP address that the IGMP snooping querier uses, use the ip
igmp snooping vlan querier address command in Global Configuration mode. To
return to the default, use the no form of this command.

Syntax
ip igmp snooping vlan v/ian-id querier address /jp-address

no ip igmp snooping vlan v/an-id querier address

Parameters
= v/an-id—Specifies the VLAN.

= jp-address—Source IP address.

Default Configuration

If an IP address is configured for the VLAN, it is used as the source address of the
IGMP snooping querier. If there are multiple IP addresses, the minimum IP address
defined on the VLAN is used.

Command Mode

Global Configuration mode

User Guidelines

If an IP address is not configured by this command, and no IP address is
configured for the querier's VLAN, the querier is disabled.

Example

switchxxxxxx(config)# ip igmp snooping vlan 1 querier address 10.5.234.205

23.12 ip igmp snooping vian querier election

To enable IGMP Querier election mechanism of an IGMP Snooping querier on a
specific VLAN, use the ip igmp snooping vlan querier election command in Global
Configuration mode. To disable Querier election mechanism, use the no form of
this command.
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Syntax
ip igmp snooping vlan vian-id querier election

no ip igmp snooping vlan v/an-id querier election

Parameters

= v/an-id—Specifies the VLAN.

Default Configuration

Enabled

Command Mode

Global Configuration mode

User Guidelines

Use the no form of the ip igmp snooping vlan querier election command to disable
IGMP Querier election mechanism on a VLAN.

If the IGMP Querier election mechanism is enabled, the IGMP Snooping querier
supports the standard IGMP Querier election mechanism specified in RFC2236
and RFC3376.

If IGMP Querier election mechanism is disabled, IGMP Snooping Querier delays
sending General Query messages for 60 seconds from the time it was enabled.
During this time, if the switch did not receive an IGMP query from another Querier
- it starts sending General Query messages. Once the switch acts as a Querier, it
will stop sending General Query messages if it detects another Querier on the
VLAN. In this case, the switch will resume sending General Query messages if it
does hear another Querier for Query Passive interval that equals to

<Robustness>*<Query Interval> + 0.5*<Query Response Interval).

See the ip igmp robustness, ip igmp query-interval, and ip igmp
query-max-response-time commands for configurations of these parameters.

It is recommended to disable IGMP Querier election mechanism if there is an IPM
Multicast router on the VLAN.

Example

The following example disables IGMP Snooping Querier election on VLAN 1:

switchxxxxxx(config)# no ip igmp snooping vlan 1 querier election
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23.13 ip igmp snooping vlan querier version

To configure the IGMP version of an IGMP Snooping querier on a specific VLAN,
use the ip igmp snooping vlan querier version command in Global Configuration
mode. To return to the default, use the no form of this command.

Syntax
ip igmp snooping vlan v/an-id querier version {2 /3}
no ip igmp snooping vlan v/an-id querier version
Parameters
= v/an-id—Specifies the VLAN.
= querier version 2—Specifies that the IGMP version would be IGMPv2.

= querier version 3—Specifies that the IGMP version would be IGMPv3.

Default Configuration

IGMPv2.

Command Mode

Global Configuration mode

Example

The following example sets the version of the IGMP Snooping Querier VLAN 1 to 3:

switchxxxxxx(config)# ip igmp snooping vlan 1 querier version 3

23.14 ip igmp snooping vian immediate-leave

To enable the IGMP Snooping Immediate-Leave processing on a VLAN, use the ip
igmp snooping vlan immediate-leave Global Configuration mode command in
Global Configuration mode. To return to the default, use the no form of this
command.

Syntax

ip igmp snooping vlan v/ian-idimmediate-leave
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no ip igmp snooping vlan v/an-idimmediate-leave

Parameters

= v/an-id—Specifies the VLAN ID value. (Range: 1-4094).

Default Configuration

Disabled

Command Mode

Global Configuration mode

User Guidelines

You can execute the command before the VLAN is created.

Example

The following example enables IGMP snooping immediate-leave feature on VLAN
1.

switchxxxxxx(config)# ip igmp snooping vlan 1 immediate-leave

23.15 show ip igmp shooping cpe vians

To display the CPE VLAN to Multicast TV VLAN mappings, use the show ip igmp
shooping cpe vlans command in User EXEC mode.

Syntax

show ip igmp snooping cpe vlans [vlan v/an-id]

Parameters

= vlan v/ian-id —(Optional) Specifies the CPE VLAN ID.

Command Mode

User EXEC mode
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Example

The following example displays the CPE VLAN to Multicast TV VLAN mappings.

switchxxxxxx# show ip igmp snooping cpe vlans

CPE VLAN Multicast-TV VLAN

23.16 show ip igmp snooping groups

To display the Multicast groups learned by the IGMP snooping, use the show ip
igmp snooping groups command in User EXEC mode.

Syntax

show ip igmp shooping groups [vlan v/an-id] [address jp-multicast-address]
[source jp-address]

Parameters
= vlan vian-id—(Optional) Specifies the VLAN ID.

= address jp-multicast-address—(Optional) Specifies the IP multicast
address.

= source ip-address—(Optional) Specifies the IP source address.

Command Mode

User EXEC mode

User Guidelines

To see all Multicast groups learned by IGMP snooping, use the show ip igmp
shooping groups command without parameters.

Use the show ip igmp shooping groups command with parameters to see a
needed subset of all Multicast groups learned by IGMP snooping

To see the full Multicast address table (including static addresses), use the show
bridge multicast address-table command.
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Example
The following example shows sample output:

switchxxxxxx# show ip igmp snooping groups vlan 1

SWITChXXXXXX# show ip igmp snooping groups

Vlan  Group Source Include Ports Exclude Ports Comp-Mode
Address Address
*
1 239.255.255.250 tel/0/1 v2

23.17 show ip igmp snhooping interface

To display the IGMP snooping configuration for a specific VLAN, use the show ip
igmp snooping interface command in User EXEC mode.

Syntax

show ip igmp snooping interface vian-id

Parameters

= v/an-id—Specifies the VLAN ID.

Command Mode

User EXEC mode

Example

The following example displays the IGMP snooping configuration for VLAN 1000

switchxxxxxx# show ip igmp snooping interface 1000
IGMP Snooping is globally enabled
IGMP Snooping Querier is globally enabled
VLAN 1000
IGMP Snooping is enabled

IGMP snooping last immediate leave: enable
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Automatic learning of Multicast router ports is enabled
IGMP Snooping Querier is enabled
IGMP Snooping Querier operation state: is running

IGMP Snooping Querier version: 2

IGMP Snooping Querier election is enabled

IGMP Snooping Querier address: 194.12.10.166
IGMP snooping robustness: admin 2 oper 2
IGMP snooping query interval: admin 125 sec oper 125 sec
IGMP snooping query maximum response: admin 10 sec oper 10 sec
IGMP snooping last member query counter: admin 2 oper 2
IGMP snooping last member query interval: admin 1000 msec oper 500 msec
Groups that are in IGMP version 1 compatibility mode:
231.2.2.3, 231.2.2.3

23.18 show ip igmp shooping mrouter

To display information on dynamically learned Multicast router interfaces for all
VLANSs or for a specific VLAN, use the show ip igmp snooping mrouter command
in User EXEC mode.

Syntax

show ip igmp snooping mrouter [interface vian-id]

Parameters

= interface v/an-id—(Optional) Specifies the VLAN ID.

Command Mode

User EXEC mode

Example

The following example displays information on dynamically learned Multicast
router interfaces for VLAN 1000:

switchxxxxxx# show ip igmp snooping mrouter interface 1000
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VLAN  Dynamic Static Forbidden

1000 tel/0/1 tel/0/2 tel/0/3-4

23.19 show ip igmp snooping multicast-tv

To display the IP addresses associated with Multicast TV VLANSs, use the show ip
igmp snooping multicast-tv EXEC mode command in User EXEC mode.

Syntax
show ip igmp snooping multicast-tv [vlan vian-ia]
Parameters

= vlan vian-id—(Optional) Specifies the VLAN ID.

Command Mode

User EXEC mode

Example

The following example displays the IP addresses associated with all Multicast TV
VLANS.

switchxxxxxx# show ip igmp snooping multicast-tv

VLAN IP Address
1000 239.255.0.
1000 239.255.0.
1000 239.255.0.

1000 239.255.0.

0.0
0.1
0.2
1000 239.255.0.3
0.4
1000 239.255.0.5

0.6

1000 239.255.0.
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1000 239.255.0.7
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IP addresses and Layer 2 Interfaces

IP addresses can be configured on the following Layer 2 interfaces:
= Ethernet port
= Port channel
= VLAN
= Loopback port
= OOB port

Lists of Commands

24.1 ip address

Use the ip address Interface Configuration (Ethernet, VLAN, Port-channel) mode
command to define an IP address for an interface. Use the no form of this
command to remove an IP address definition.

Syntax

OOB port:

ip address jp-address {mask|/prefix-length} [ default-gateway-jp-address]
no ip address

In-Band interfaces:

ip address jp-address {mask|/ prefix-length}

no ip address [/jp-address]
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Parameters
= /p-address—Specifies the IP address.
= mask—Specifies the network mask of the IP address.

= prefix-length—Specifies the number of bits that comprise the IP address
prefix. The prefix length must be preceded by a forward slash (/). (Range:
8-30)

= default-gateway-ip-address—Specifies the default gateway IP address.
The route is gotten a metric of 6 for an In-Band interface and 2 for OOB.
Default Configuration

No IP address is defined for interfaces.

Command Mode

Interface Configuration mode

User Guidelines
Use the ip address command to define a static IP address on an interface.
In-Band interfaces

Multiple IP addresses are supported. A new defined IP address is added on the
interface.

Defining a static IP address on an interface stops a DHCP client running on the
interface and removes the IP address assigned by the DHCP client.

If a configured IP address overlaps another configured one a warning message is
displayed. To change an existed IP address, delete the existed one and add the
new one.

OOB port

One IP address is supported. A new IP address defined on the OOB port overrides
the previously defined IP address on the OOB port.

Defining a static IP address on the OOB port stops a DHCP client running on the
OOB port and deletes an IP address assigned by the DHCP client.

While no IP address is assigned either by DHCP client or manually the default IP
address 192.168.1.254 is assigned on the OOB port
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Examples

Example 1. The following example configures VLAN 1 with IP address
131.108.1.27 and subnet mask 255.255.255.0.

switchxxxxxx(config)# interface vlan 1

switchxxxxxx(config-if)# ip address 131.108.1.27 255.255.255.0

Example 2. The following example configures 3 overlapped IP addresses.

switchxxxxxx(config)# interface vlan 1
switchxxxxxx(config-if)# ip address 1.1.1.1 255.0.0.0
switchxxxxxx(config)# exit

switchxxxxxx(config)# interface vlan 2
switchxxxxxx(config-if)# ip address 1.2.1.1 255.255.0.0

switchxxxxxx(config)# This IP address overlaps IP address 1.1.1.1/8 on vlani,
are you sure? [Y/N]Y

switchxxxxxx(config)# exit
switchxxxxxx(config)# interface vlan 3
switchxxxxxx(config-if)# ip address 1.3.1.1 255.255.0.0

switchxxxxxx(config)# This IP address overlaps IP address 1.1.1.1/8 on vlani,
are you sure? [Y/N]Y

switchxxxxxx(config)# exit

Example 3. The following example configures IP address on OOB:

switchxxxxxx(config)# interface oob

switchxxxxxx(config-if)# ip address 131.108.1.27 255.255.255.0 131.108.1.100
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24.2 ip address dhcp

Use the ip address dhcp Interface Configuration (Ethernet, VLAN, Port-channel)
mode command to acquire an IP address for an Ethernet interface from the
Dynamic Host Configuration Protocol (DHCP) server. Use the no form of this
command to release an acquired IP address.

Syntax
ip address dhcp
no ip address dhcp

Parameters

N/A

Command Mode

Interface Configuration mode

User Guidelines
Use the ip address dhcp command to enable DHCP client on the interface.

The ip address dhcp command removes all the manually configured addresses on
the interface.

The default route (Default Gateway) received in DHCP Router option (Option 3) is
assigned a metric of 8 for an In-Band interface and 4 for OOB.

Use the no form of the command to disable DHCP client on interface.

Example

The following example acquires an IP address for VLAN 100 from DHCP.

switchxxxxxx(config)# interface vlanl100

switchxxxxxx(config-if)# ip address dhcp
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24.3 renew dhcp

Use the renew dhcp Privileged EXEC mode command to renew an IP address that
was acquired from a DHCP server for a specific interface.

Syntax

renew dhcp /nterface-id [force-autoconfig]

Parameters
= jnterface-id—Specifies an interface.

= force-autoconfig - If the DHCP server holds a DHCP option 67 record for the
assigned IP address, the record overwrites the existing device
configuration.

Command Mode

Privileged EXEC mode

User Guidelines
Use the renew dhcp command to renew a DHCP address on an interface.

This command does not enable DHCP client on an interface and if DHCP client is
not enabled on the interface, the command returns an error message.

Example

The following example renews an IP address on VLAN 19 that was acquired from
a DHCP server:

switchxxxxxx# renew dhcp vlan 19

24.4 ip default-gateway

The ip default-gateway Global Configuration mode command defines a default
gateway (device). Use the no form of this command to restore the default
configuration.

Syntax
ip default-gateway /jp-address
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no ip default-gateway [/jp-address]

Parameters

= jp-address—Specifies the default gateway IP address.

Command Mode

Global Configuration mode

Default Configuration

No default gateway is defined.

User Guidelines
Use the ip default-gateway command to defines a default gateway (default route).

The ip default-gateway command adds the default route with metric of 6 for the
gateway connected on an In-Band interface and 2 for the gateway connected on
OOB.

Use the no ip default-gateway /p-address command to delete one default
gateway.

Use the no ip default-gateway command to delete all default gateways.

Example

The following example defines default gateway 192.168.1.1.

switchxxxxxx(config)# ip default-gateway 192.168.1.1

24.5 show ip interface

Use the show ip interface EXEC mode command to display the usability status of
configured IP interfaces.

Syntax

show ip interface [interface-id]

Parameters

= jnterface-id—Specifies an interface ID on which IP addresses are defined.
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Default Configuration

All IP addresses.

Command Mode

User EXEC mode

Examples

Example 1 - The following example displays all configured IP addresses and their
types:

switchxxxxxx# show ip interface

Isource_precedence_is_supported &&
Ibroadcast_address_configuration_is_supported && ip_redirects_is_supported

IP Address 1/F I/F Status Type Directed Redirect Status
admin/oper Broadcast

10.5.230.232/24 vlan 1 UP/UP Static disable Enabled Valid

10.5.234.202/24 vlan 4 UP/DOWN Static disable Disabled Valid

10.5.240.200/24 oob UP/UP Static Valid

Example 2 - The following example displays the IP addresses configured on the
given L2 interfaces and their types:

switchxxxxxx# show ip interface vlan 1

Isource_precedence_is_supported &&
Ibroadcast_address_configuration_is_supported && ip_redirects_is_supported

IP Address 1/F I/F Status Type Directed Redirect Status
admin/oper Broadcast
10.5.230.232/24 vlan 1 UP/UP Static disable Enabled Valid
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24.6 arp

Use the arp Global Configuration mode command to add a permanent entry to the
Address Resolution Protocol (ARP) cache. Use the no form of this command to
remove an entry from the ARP cache.

Syntax
arp /p-address mac-address [interface-id]

no arp /jp-address

Parameters
= jp-address—IP address or IP alias to map to the specified MAC address.
= mac-address—MAC address to map to the specified IP address or IP alias.

= /nterface-id—Address pair is added for specified interface.

Command Mode

Global Configuration mode

Default Configuration
No permanent entry is defined.

If no interface ID is entered, address pair is relevant to all interfaces.

User Guidelines

The software uses ARP cache entries to translate 32-bit IP addresses into 48-bit
hardware (MAC) addresses. Because most hosts support dynamic address
resolution, static ARP cache entries generally do not need to be specified.

Example

The following example adds IP address 198.133.219.232 and MAC address
00:00:0c:40:0f:bc to the ARP table.

switchxxxxxx(config)# arp 198.133.219.232 00:00:0c:40:0f:bc vlanl100
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24.7 arp timeout (Global)

Use the arp timeout Global Configuration mode command to set the time interval
during which an entry remains in the ARP cache. Use the no form of this command
to restore the default configuration.

Syntax
arp timeout seconds

no arp timeout

Parameters
= seconds—Specifies the time interval (in seconds) during which an entry
remains in the ARP cache. (Range: 1-40000000).
Default Configuration

The default ARP timeout is 60000 seconds, if IP Routing is enabled, and 300
seconds if IP Routing is disabled.

Command Mode

Global Configuration mode

Example

The following example configures the ARP timeout to 12000 seconds.

switchxxxxxx(config)# arp timeout 12000

24.8 ip arp proxy disable

Use the ip arp proxy disable Global Configuration mode command to globally
disable proxy Address Resolution Protocol (ARP). Use the no form of this
command reenable proxy ARP.

Syntax
ip arp proxy disable

no ip arp proxy disable
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Parameters

N/A

Default
Enabled by default.

Command Mode

Global Configuration mode

User Guidelines
This command overrides any proxy ARP interface configuration.

The command is supported only when IP Routing is enabled.

Example

The following example globally disables ARP proxy.

switchxxxxxx(config)# ip arp proxy disable

24.9 ip proxy-arp

Use the ip proxy-arp Interface Configuration mode command to enable an ARP
proxy on specific interfaces. Use the no form of this command disable it.

Syntax

ip proxy-arp

no ip proxy-arp
Default Configuration

ARP Proxy is disabled.

Command Mode

Interface Configuration mode
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User Guidelines

This configuration can be applied only if at least one IP address is defined on a
specific interface.

The command is supported only when IP Routing is enabled.

Example

The following example enables ARP proxy when the switch is in router mode.

switchxxxxxx(config-if)# ip proxy-arp

24.10 clear arp-cache

Use the clear arp-cache Privileged EXEC mode command to delete all dynamic
entries from the ARP cache.

Syntax

clear arp-cache

Command Mode

Privileged EXEC mode

Example

The following example deletes all dynamic entries from the ARP cache.

switchxxxxxx# clear arp-cache

24.11 show arp

Use the show arp Privileged EXEC mode command to display entries in the ARP
table.

Syntax

show arp /ip-address ip-address] [mac-address mac-address] [interface-id]
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Parameters
= jp-address jp-address—Specifies the IP address.
= mac-address mac-address—Specifies the MAC address.

= /nterface-id—Specifies an interface ID.

Command Mode

Privileged EXEC mode

User Guidelines

Since the associated interface of a MAC address can be aged out from the FDB
table, the Interface field can be empty.

If an ARP entry is associated with an IP interface that is defined on a port or
port-channel, the VLAN field is empty.

Example

The following example displays entries in the ARP table.

sSwitchxxxxxx# show arp
ARP timeout: 80000 Seconds

VLAN Interface IP Address HW Address Status
VLAN 1 tel/0/1 10.7.1.102 00:10:B5:04:DB:4B Dynamic
VLAN 1 tel/0/2 10.7.1.135 00:50:22:00:2A:A4 Static
VLAN 2 tel/0/1 11.7.1.135 00:12:22:00:2A:A4 Dynamic

tel/0/2 12.10.1.13 00:11:55:04:DB:4B Dynamic

24.12 show arp configuration

Use the show arp configuration privileged EXEC command to display the global
and interface configuration of the ARP protocol.

Syntax

show arp configuration
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Parameters

This command has no arguments or key words.

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show arp configuration
Global configuration:

ARP Proxy: enabled

ARP timeout: 80000 Seconds
Interface configuration:
VLAN 1:

ARP Proxy: disabled

ARP timeout:60000 Seconds
VLAN 10:

ARP Proxy: enabled

ARP timeout:70000 Seconds
VLAN 20:

ARP Proxy: enabled

ARP timeout:80000 Second (Global)

24.13 interface ip

Use the interface ip Global Configuration mode command to enter the IP Interface
Configuration mode.

Syntax

interface ip jp-address

Parameters

= jp-address—Specifies one of the IP addresses of the device.
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Command Mode

Global Configuration mode

Example

The following example enters the IP interface configuration mode.

switchxxxxxx(config)# interface ip 192.168.1.1

switchxxxxxx(config-ip)#

24.14 ip helper-address

Use the ip helper-address Global Configuration mode command to enable the
forwarding of UDP Broadcast packets received on an interface to a specific
(helper) address. Use the no form of this command to disable the forwarding of
broadcast packets to a specific (helper) address.

Syntax
ip helper-address {/jp-interface /all} address [udp-port-list

no ip helper-address {/p-interface /all} address

Parameters
= jp-interface—Specifies the IP interface.
= all—Specifies all IP interfaces.

= address—Specifies the destination broadcast or host address to which to
forward UDP broadcast packets. A value of 0.0.0.0 specifies that UDP
broadcast packets are not forwarded to any host.

= yap-port-list—Specifies the destination UDP port number to which to
forward Broadcast packets. (Range: 1-65535). This can be a list of port
numbers separated by spaces.

Default Configuration

Forwarding of UDP Broadcast packets received on an interface to a specific
(helper) address is disabled.

520 SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide



IP Addressing Commands

2

If udp-port-list is not specified, packets for the default services are forwarded to
the helper address.

Command Mode

Global Configuration mode

User Guidelines

This command forwards specific UDP Broadcast packets from one interface to
another, by specifying a UDP port number to which UDP broadcast packets with
that destination port number are forwarded. By default, if no UDP port number is
specified, the device forwards UDP broadcast packets for the following six
services:

= |EN-116 Name Service (port 42)

= DNS (port 53)

= NetBIOS Name Server (port 137)

= NetBIOS Datagram Server (port 138)
= TACACS Server (port 49)

=  Time Service (port 37)

Many helper addresses may be defined. However, the total number of
address-port pairs is limited to 128 for the device.

The setting of a helper address for a specific interface has precedence over the
setting of a helper address for all the interfaces.

Forwarding of BOOTP/DHCP (ports 67, 68) cannot be enabled with this command.
Use the DHCP relay commands to relay BOOTP/DHCP packets.

The jp-interface argument cannot be the OOB port.

Example

The following example enables the forwarding of UDP Broadcast packets
received on all interfaces to the UDP ports of a destination IP address and UDP
port 1and 2.

switchxxxxxx(config)# ip helper-address all 172.16.9.9 49 53 1 2
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24.15 show ip helper-address

Use the show ip helper-address Privileged EXEC mode command to display the IP
helper addresses configuration on the system.

Syntax

show ip helper-address

Parameters

This command has no arguments or key words.

Command Mode

Privileged EXEC mode
User Guidelines

Example

The following example displays the IP helper addresses configuration on the
system:

switchxxxxxx# show ip

Interface Helper Address UDP Ports
192.168.1.1 172.16.8.8 37, 42, 49, 53, 137, 138
192.168.2.1 172.16.9.9 37, 49

24.16 show ip dhcp client interface

Use the show ip dhcp client interface command in User EXEC or Privileged EXEC
mode to display DHCP client interface information.

Syntax

show ip dhcp client interface [/interface-id]
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Parameters

= /nterface-id—Interface identifier.

Command Mode

User EXEC mode

User Guidelines

Example

If no interfaces are specified, all interfaces on which DHCP client is enabled are
displayed. If an interface is specified, only information about the specified
interface is displayed.

The following is sample output of the show ip dhcp client interface command:

switchxxxxxx# show ip dhcp client interface

VLAN 100 is in client mode

Address: 170.10.100.100 Mask: 255.255.255.0 T1 120, T2 192
Default Gateway: 170.10.100.1

DNS Servers: 115.1.1.1, 87.12.34.20

DNS Domain Search List: company.com

Host Name: switch_floor7
Configuration Server Addresses: 192.1.1.1 202.1.1.1

Configuration Path Name: gqg/config/aaa_config.dat
Image Path Name: qgq/image/aaa_image.ros

POSIX Timezone string: EST5EDT4,M3.2.0/02:00,M11.1.0/02:00

VLAN 1200 is in client mode

Address: 180.10.100.100 Mask: 255.255.255.0 T1 120, T2 192
Default Gateway: 180.10.100.1

DNS Servers: 115.1.1.1, 87.12.34.20

DNS Domain Search List: company.com

Host Name: switch_floor7
Configuration Server Addresses: configuration.company.com

Configuration Path Name: qgqg/config/aaa_config.dat
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Image Path Name: qqq/image/aaa_image.ros

POSIX Timezone string: ESTS5EDT4,M3.2.0/02:00,M11.1.0/02:00
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25.1 accept-lifetime

To set the time period during which the authentication key on a key chain is
received as valid, use the accept-lifetime command inkey chain key configuration
mode. To revert to the default value, use the no form of this command.

Syntax

accept-lifetime start-time {infinite | end-time| duration seconds}

no accept-lifetime

Parameters

= start-time—Beginning time that the key specified by the key command is
valid to be received. The syntax can be either of the following:

hhrmm.ss Month date year
hh:mm.ss date Month year
hh—nhours (0-23)
mm—minutes (0-59
ss—seconds (0-59)
Month—first three letters of the month
date—date (1-31)
year—year (four digits)
The default start time and the earliest acceptable date is January 1, 2000.
= infinite—Key is valid to be received from the start-time value on.

= end-time—Key is valid to be received from the start-time value until the
end-time value. The syntax is the same as that for the start-time value. The

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide 525



25

IP Routing Protocol-Independent Commands

end-time value must be after the start-time value. The default end time is an
infinite time period.

= duration seconds—Length of time (in seconds) that the key is valid to be
received. The range is from 1 to 2147483646.

Default Configuration

The default time period during which the authentication key is valid for
authenticating incoming packets is set to Forever.

The definition of Forever is: the starting time is January 1, 2000, and the ending
time is infinite.

Command Mode

Key Chain Key Configuration mode

User Guidelines

The switch checks Time-of-Date again a value of the start-time argument
regardless if Time-of-Date is not set by management or by SNTP because of the
default value of Time-of-Date always is an passed time.

If validation of the value of the start-time argument was passed and the end-time
argument is configured and its value is infinite the key is considered as actual
regardless if Time-of-Date is not set by management or by SNTP.

If Time-of-Date is not set by management or by SNTP and if the end-time
argument is configured with a value differing from infinite or the duration
parameter is configured, the key is considered as expired.

If Time-of-Date is set by management or by SNTP, the switch checks Time-of-Date
again a value of the end-time argument or of the duration parameter.

If the last key expires, authentication will be finished with error.

Example

The following example configures a key chain called keychain1. The key named
string 1 will be accepted from 1:30 p.m. to 3:30 p.m. and be sent from 2:00 p.m. to
3:00 p.m. The key named string2 will be accepted from 2:30 p.m. to 4:30 p.m. and
be sent from 3:00 p.m. to 4:00 p.m. The overlap allows for migration of keys or
discrepancies in the set time of the router. There is a 30-minute leeway on each
side to handle time differences:

switchxxxxxx(config)# router rip
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switchxxxxxx(config-rip)# network 172.19.1.1
switchxxxxxx(config-rip)# exit

switchxxxxxx(config)# interface ip 172.19.1.1
switchxxxxxx(config-ip)# ip rip authentication mode md5
switchxxxxxx(config-ip)# ip rip authentication key-chain keychainl
switchxxxxxx(config-ip)# exit

switchxxxxxx(config)# key chain keychainl
switchxxxxxx(config-keychain)# key 1
switchxxxxxx(config-keychain-key)# key-string stringl

switchxxxxxx(config-keychain-key)# accept-lifetime 13:30:00 Jan 25 2011
duration 7200

switchxxxxxx(config-keychain-key)# send-lifetime 14:00:00 Jan 25 2011 duration
3600

switchxxxxxx(config-keychain-key)# exit
switchxxxxxx(config-keychain)# key 2
switchxxxxxx(config-keychain-key)# key-string string2

switchxxxxxx(config-keychain-key)# accept-lifetime 14:30:00 Jan 25 2011
duration 7200

switchxxxxxx(config-keychain-key)# send-lifetime 15:00:00 Jan 25 2011 duration
3600

switchxxxxxx(config-keychain-key)# exit

25.2 directed-broadcast

Use the directed-broadcast IP Interface Configuration mode command to enable
the translation of a directed broadcast to physical broadcasts. Use the no form of
this command to disable this function.

Syntax
directed-broadcast

no directed-broadcast
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Default Configuration

Translation of a directed broadcast to physical broadcasts is disabled. All IP
directed broadcasts are dropped.

Command Mode

IP Configuration mode

Example

The following example enables the translation of a directed broadcast to physical
broadcasts.

switchxxxxxx(config)# interface ip 192.168.1.1

switchxxxxxx(config-ip)# directed-broadcast

25.3 ip policy route-map

To enable policy routing on an interface and identify a route map, use the ip policy
route-map command in Interface Configuration mode. To disable policy routing,
use the no form of this command.

Syntax
ip policy route-map map-tag

no ip policy route-map

Parameters
= map-tag—Name of the route map to use for policy routing. The name must
match a map-tag value specified by a route-map (Policy Routing) command.
Default Configuration

No policy routing occurs on the interface.

Command Mode

Interface Configuration mode
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User Guidelines

Use the ip policy route-map command to enable policy routing on an interface.
The actual policy routing will take a place if an IP address is defined on the
interface.

The IP packets matched to the route-map conditions specified by the route map
with the map-tag name will take a route depended on the action of the matched
ACL:

= permit—The route specified by the set command Policy routing.
= deny—The route specified by the IP Forwarding table (regular routing).

= Name of the route map to use for policy routing. The name must match a
map-tag value specified by a route-map (Policy Routing) command.

The not matched IP packets will be forwarded using the obvious shortest path.

IP policy routing on a Layer 2 interface is performed only when IP interface is
defined, its status is UP, and the next hop is reachable. If the IP policy routing is not
applied then the matched IP packets will be forwarded using the obvious shortest
path.

Note. Of course, like in the case of regular IP Routing Policy Based IP Router routes
only MAC "tome" IP frames.

IP policy routing cannot be configured on an interface together with the following
features:

= VLAN ACL

= VRRP routers are enabled with more than 7 different VRRP Router
Identifiers

Example

The following example shows how to configure policy routing:

switchxxxxxx(config)# ip access-list extended pr-acll
switchxxxxxx(config-ip-al)# permit tcp any any 156.12.5.0 0.0.0.255 any
switchxxxxxx(config-ip-al)# exit

switchxxxxxx(config)# ip access-list extended pr-acl2
switchxxxxxx(config-ip-al)# permit tcp any any 156.122.5.0 0.0.0.255 any
switchxxxxxx(config-ip-al)# exit

switchxxxxxx(config)# route-map pbr 10

switchxxxxxx(config-route-map)# match ip address access-list pr-acll
switchxxxxxx(config-route-map)# set ip next-hop 56.1.1.1
switchxxxxxx(config-route-map)# exit
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switchxxxxxx(config)# route-map pbr 20
switchxxxxxx(config-route-map)# match ip address access-list pr-acl2
switchxxxxxx(config-route-map)# set ip next-hop 50.1.1.1
switchxxxxxx(config-route-map)# exit

switchxxxxxx(config)# interface vlan 1
switchxxxxxx(config-if)# ip policy route-map pbr

switchxxxxxx(config-if)# exit

25.4 ipredirects

Use the ip redirects command in IP Interface Configuration mode to enable the
sending of ICMP redirect messages to re-send a packet through the same
interface on which the packet was received. To disable the sending of redirect
messages, use the no form of this command.

Syntax
ip redirects

no ip redirects

Parameters

N/A.

Default Configuration

The sending of ICMP redirect messages is enabled.

Command Mode

IP Configuration mode

Example

The following example disables the sending of ICMP redirect messages on IP
interface 1.1.1.1 and re-enables the messages on IP interface 2.2.2.2:

switchxxxxxx(config)# interface ip 1.1.1.1
switchxxxxxx(config-ip)# no ip redirects

switchxxxxxx(config-ip)# exit
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switchxxxxxx(config)# interface ip 2.2.2.2
switchxxxxxx(config-ip)# ip redirects

switchxxxxxx(config-ip)# exit

25.5 iproute

To establish static routes, use the ip route command in global configuration mode.
To remove static routes, use the no form of this command.

Syntax
ip route prefix{mask|/prefix-length} {{jp-address [metric valuel}| reject-route}

no ip route prefix{mask!|/prefix-length} [jp-address]

Parameters
= prefix—IP route prefix for the destination.
= mask—Prefix mask for the destination.

= /prefix-length—Prefix mask for the destination.Specifies the number of bits
that comprise the IP address prefix. The prefix length must be preceded by
a forward slash (/). (Range: 0-32)

= /p-address—IP address of the next hop that can be used to reach that
network.

= metric value—Metric of the route. The default metric is 6 for the Next Hop
on an In-Band interface and 2 for the Next Hop on OOB. Range: 1-255.

= reject-route—Stopping routing to the destination network.

Default Configuration

No static routes are established.

Command Mode

Global Configuration mode

User Guidelines

Use the no ip route comamnd without the ip-address parameter to remove all
static routes to the given subnet.

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide 531




25

IP Routing Protocol-Independent Commands

Use the no ip route comand with the jp-address parameter to remove only one
static route to the given subnet via the given next hop.

Examples

Example 1—The following example shows how to route packets for network
172.31.0.0 to a router at 172.31.6.6 using mask:

switchxxxxxx(config)# ip route 172.31.0.0 255.255.0.0 172.31.6.6 metric 2

Example 2—The following example shows how to route packets for network
172.31.0.0 to a router at 172.31.6.6 using prefix length :

switchxxxxxx(config)# ip route 172.31.0.0 /16 172.31.6.6 metric 2

Example 3—The following example shows how to reject packets for network
194.1.1.0:

switchxxxxxx(config)# ip route 194.1.1.0 255.255.255.0 reject-route

Example 4—The following example shows how to remove all static routes to
network 194.1.1.0/24:

switchxxxxxx(config)# no ip route 194.1.1.0 /24

Example 5—The following example shows how to remove one static route to
network 194.1.1.0/24 via 1.1.1.1:

switchxxxxxx(config)# no ip route 194.1.1.0 /724 1.1.1.1

25.6 iprouting

To enable IP routing, use the ip routing command in global configuration mode. To
disable IP routing, use the no form of this command.

532

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide



IP Routing Protocol-Independent Commands 2 5

Syntax
ip routing

no ip routing

Parameters

This command has no arguments or keywords.

Default Configuration

IP routing is enabled.

Command Mode

Global Configuration mode

User Guidelines
Use the command to enable IP Routing.
The switch supports one IPv4 stack on in-band interfaces and the OOB port.

The IP stack is always running on the OOB port as an IP host regardless whether IP
routing is enabled.

The switch blocks routing between in-band interfaces and the OOB interface.

In the case when there are two best routes - one via an in-band and one via the
OOB port, the switch will use the route via the OOB port.

DHCP Relay and IP Helper cannot be enabled on the OOB port.
Routing protocols cannot be enabled on the OOB port.

The IP subnet defined on the OOB port is not redistributed to routing protocols
running on in-band interfaces.

Example The following example enables IP routing

switchxxxxxx(config)# ip routing
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25.7 key-string

To specify the authentication string for a key, use the key-string command in key
chain key configuration mode. To remove the authentication string, use the no form
of this command.

Syntax
key-string fext

no key-string

Parameters
= text—Specifies the authentication string. The string can contain from 1 to
16 characters.
Default Configuration

No key exists.

Command Mode

Key Chain Key Configuration mode
User Guidelines

Example

The following example configures a key chain named chain1. The key named key 1
will be accepted from 1:30 p.m. to 3:30 p.m. and be sent from 2:00 p.m. to 3:00 p.m.
The key named key?2 will be accepted from 2:30 p.m. to 4:30 p.m. and be sent from
3:00 p.m. to 4:00 p.m. The overlap allows for migration of keys or a discrepancy in
the set time of the router. There is a 30-minute leeway on each side to handle time
differences:

switchxxxxxx(config)# key chain chainl
switchxxxxxx(config-keychain)# key 1
switchxxxxxx(config-keychain-key)# key-string keyl

switchxxxxxx(config-keychain-key)# accept-lifetime 13:30:00 Jan 25 2011
duration 7200
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switchxxxxxx(config-keychain-key)# send-lifetime 14:00:00 Jan 25 2011
duration 3600

switchxxxxxx(config-keychain-key)# exit
switchxxxxxx(config-keychain)# key 2
switchxxxxxx(config-keychain-key)# key-string key2

switchxxxxxx(config-keychain-key)# accept-lifetime 14:30:00 Jan 25 2011
duration 7200

switchxxxxxx(config-keychain-key)# send-lifetime 15:00:00 Jan 25 2011
duration 3600

switchxxxxxx(config-keychain-key)# exit
switchxxxxxx(config-keychain)# exit

switchxxxxxx(config)# router rip

switchxxxxxx(config-rip)# network 172.19.1.1
switchxxxxxx(config-rip)# version 2

switchxxxxxx(config-rip)# exit

switchxxxxxx(config)# interface ip 172.19.1.1
switchxxxxxx(config-ip)# ip rip authentication key-chain chainl
switchxxxxxx(config-ip)# ip rip authentication mode md5

switchxxxxxx(config-ip)# exit

25.8 key (key chain)

To identify an authentication key on a key chain, use the key command in key-chain
configuration mode. To remove the key from the key chain, use the no form of this
command.

Syntax
key key-id
no key key-id

Parameters

= key-id—Identification number of an authentication key on a key chain. The
range of keys is from 1 to 255. The key identification numbers need not be
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consecutive. The scope of a key identification number is the key chain
where the key is defined.

Default Configuration

No key exists on the key chain.

Command Mode

Key-Chain Configuration mode

User Guidelines

It is useful to have multiple keys on a key chain so that the software can sequence
through the keys as they become invalid after time, based on the accept-lifetime
and send-lifetime key chain key command settings.

Each key has its own key identifier, which is stored locally. The combination of the
key identifier and the interface associated with the message uniquely identifies
the authentication algorithm and authentication key in use. Only one authentication
packet is sent, regardless of the number of valid keys. The software starts looking
at the lowest key identifier number and uses the first valid key.

If the last key expires, authentication will be finished with error.

To remove all keys, remove the key chain by using the no key chain command.

Example

The following example configures a key chain named chain1. The key named key 1
will be accepted from 1:30 p.m. to 3:30 p.m. and be sent from 2:00 p.m. to 3:00 p.m.
The key named key2 will be accepted from 2:30 p.m. to 4:30 p.m. and be sent from
3:00 p.m. to 4:00 p.m. The overlap allows for migration of keys or a discrepancy in
the set time of the router. There is a 30-minute leeway on each side to handle time
differences:

switchxxxxxx(config)# key 1

switchxxxxxx(config)# key chain chainl
switchxxxxxx(config-keychain)# key 1
switchxxxxxx(config-keychain-key)# key-string keyl

switchxxxxxx(config-keychain-key)# accept-lifetime 13:30:00 Jan 25 2011
duration 7200

switchxxxxxx(config-keychain-key)# send-lifetime 14:00:00 Jan 25 2011
duration 3600
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switchxxxxxx(config-keychain-key)# exit
switchxxxxxx(config-keychain)# key 2
switchxxxxxx(config-keychain-key)# key-string key2

switchxxxxxx(config-keychain-key)# accept-lifetime 14:30:00 Jan 25 2011
duration 7200

switchxxxxxx(config-keychain-key)# send-lifetime 15:00:00 Jan 25 2011
duration 3600

switchxxxxxx(config-keychain-key)# exit
switchxxxxxx(config-keychain)# exit

switchxxxxxx(config)# router rip

switchxxxxxx(config-rip)# network 172.19.1.1

exit

switchxxxxxx(config)# interface ip 172.19.1.1
switchxxxxxx(config-ip)# ip rip authentication mode md5
switchxxxxxx(config-ip)# ip rip authentication key-chain chainl

switchxxxxxx(config-ip)# exit

25.9 key chain

To enable authentication for routing protocols, identify a group of authentication
keys by using the key chain command in global configuration mode. To remove the
key chain, use the no form of this command

Syntax
key chain name-of-chain

no key chain name-of-chain

Parameters

= name-of-chair—Name of a key chain. The chain-name may have from 1 to
32 characters. A key chain must have at least one key and can have up to
256 keys.
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Default Configuration

No key chain exists.

Command Mode

Global Configuration mode

User Guidelines
You must configure a key chain with keys to enable authentication.

Although you can identify multiple key chains, we recommend using one key chain
per interface per routing protocol. Upon specifying the key chain command, you
enter key-chain configuration mode.

Example

The following example configures a key chain named chaini. The key named key 1
will be accepted from 1:30 p.m. to 3:30 p.m. and be sent from 2:00 p.m. to 3:00 p.m.
The key named key2 will be accepted from 2:30 p.m. to 4:30 p.m. and be sent from
3:00 p.m. to 4:00 p.m. The overlap allows for migration of keys or a discrepancy in
the set time of the router. There is a 30-minute leeway on each side to handle time
differences:

switchxxxxxx(config)# key chain chainl
switchxxxxxx(config-keychain)# key 1
switchxxxxxx(config-keychain-key)# key-string keyl

switchxxxxxx(config-keychain-key)# accept-lifetime 13:30:00 Jan 25 2011
duration 7200

switchxxxxxx(config-keychain-key)# send-lifetime 14:00:00 Jan 25 2011 duration
3600

switchxxxxxx(config-keychain-key)# exit
switchxxxxxx(config-keychain)# key 2
switchxxxxxx(config-keychain-key)# key-string key2

switchxxxxxx(config-keychain-key)# accept-lifetime 14:30:00 Jan 25 2011
duration 7200

switchxxxxxx(config-keychain-key)# send-lifetime 15:00:00 Jan 25 2011 duration
3600

switchxxxxxx(config-keychain-key)# exit
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switchxxxxxx(config-keychain)# exit

switchxxxxxx(config)# router rip

switchxxxxxx(config-rip)# network 172.19.1.1
switchxxxxxx(config-rip)# exit

switchxxxxxx(config)# interface ip 172.19.1.1
switchxxxxxx(config-ip)# ip rip authentication mode md5
switchxxxxxx(config-ip)# ip rip authentication key-chain chainl

switchxxxxxx(config-ip)# exit

25.10 send-lifetime

To set the time period during which an authentication key on a key chain is valid to
be sent, use the send-lifetime command in Key Chain Key configuration mode. To
revert to the default value, use the no form of this command.

Syntax
send-lifetime start-time {infinite | end-time| duration seconds}

no send-lifetime

Parameters

= start-time—Beginning time that the key specified by the key command is
valid to be received. The syntax can be either of the following:

hh.mm.ss Month date year
hh.mm.ss date Month year
hh—hours (0-23)
mm—minutes (0-59
ss—seconds (0-59)
Month—first three letters of the month
date—date (1-31)
year—year (four digits)

The default start time and the earliest acceptable date is January 1, 2000.
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= infinite—Key is valid to be received from the start-time value on.

= end-time—Key is valid to be received from the start-time value until the
end-time value. The syntax is the same as that for the start-time value. The
end-time value must be after the start-time value. The default end time is an
infinite time period.

= duration seconds—Length of time (in seconds) that the key is valid to be
received. The range is from 1t0 2147483646.
Default Configuration

The default time period during which the authentication key is valid for
authenticating incoming packets is set to forever.

Forever (the starting time is January 1, 2000, and the ending time is infinite)

Command Mode

Key Chain Key Configuration mode

User Guidelines

Specify a start-time value and one of the following values: infinite end-time, or
duration seconds.

A key is considered as expired if Time-of-Date is not set by management or by
SNTP.

If the last key expires, authentication will be finished with error.

Example

The following example configures a key chain called chain1. The key named key1
will be accepted from 1:30 p.m. to 3:30 p.m. and be sent from 2:00 p.m. to 3:00 p.m.
The key named key2 will be accepted from 2:30 p.m. to 4:30 p.m. and be sent from
3:00 p.m. to 4:00 p.m. The overlap allows for migration of keys or discrepancies in
the set time of the router. There is a 30-minute leeway on each side to handle time
differences:

switchxxxxxx(config)# router rip
switchxxxxxx(config-rip)# network 172.19.1.1
switchxxxxxx(config-rip)# exit
switchxxxxxx(config)# interface ip 172.19.1.1

switchxxxxxx(config-ip)# ip rip authentication mode md5
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switchxxxxxx(config-ip)# ip rip authentication key-chain chainl
switchxxxxxx(config-ip)# exit

switchxxxxxx(config)# key chain chainl
switchxxxxxx(config-keychain)# key 1
switchxxxxxx(config-keychain-key)# key-string keyl

switchxxxxxx(config-keychain-key)# accept-lifetime 13:30:00 Jan 25 1996
duration 7200

switchxxxxxx(config-keychain-key)# send-lifetime 14:00:00 Jan 25 1996 duration
3600

switchxxxxxx(config-keychain-key)# exit
switchxxxxxx(config-keychain)# key 2
switchxxxxxx(config-keychain-key)# key-string key2

switchxxxxxx(config-keychain-key)# accept-lifetime 14:30:00 Jan 25 1996
duration 7200

switchxxxxxx(config-keychain-key)# send-lifetime 15:00:00 Jan 25 1996 duration
3600

switchxxxxxx(config-keychain-key)# exit

switchxxxxxx(config-keychain)# exit

25.11 show ip protocols

To display the parameters and current state of the active IP routing protocol
processes, use the show ip protocols command in user EXEC or privileged EXEC
mode.

Syntax

show ip protocols [summary]

Parameters

= summary—Displays the configured routing protocol process names.

Command Mode

User EXEC mode
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Privileged EXEC mode

User Guidelines

The information displayed by the show ip protocols command is useful in
debugging routing operations.

Examples

Example 1. The following is sample output from the show ip protocols command,
showing active routing protocols:

switchxxxxxx# show ip protocols
IP Routing Protocol is "rip"
Interfaces IP Addresses
VLAN 1 12.1.1.1
VLAN 1 150.23.12.2

VLAN 11 1.1.1.1

Example 2. The following is sample output from the show ip protocols command
with the summary keyword:

switchxxxxxx# show ipv6 protocols summary

IP Routing Protocol is 'rip

25.12 show ip route

To display the current state of the routing table, use the show ip route command in
user EXEC or privileged EXEC mode.

Syntax

show ip route [address jp-address {mask [longer-prefixes]} [protocol| static |
rejected | icmp | connected]
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Parameters

= address jp-address—IP address about which routing information should be
displayed.

= mask—The value of the subnet mask.

= |onger-prefixes—Specifies that only routes matching the IP address and
mask pair should be displayed.

= protoco/—The name of the origin of the protocol to be displayed. Use one
of the following arguments:

= rip—Displays routes added by RIP
= connected—Displays connected routes.
= jcmp—Displays routes added by ICMP Direct.

= rejected—Displays rejected routes.

static—Displays static routes.

Command Mode
User EXEC mode
Privileged EXEC mode

User Guidelines
Use this command without parameters to display the whole IPv6 Routing table.

Use this command with parameters to specify required routes.

Examples

Example 1. The following is sample output from the show ip route command when
IP Routing is not enabled:

switchxxxxxx# show ip route

Maximum Parallel Paths: 1 (1 after reset)

IP Forwarding: disabled

Codes: > - best, C - connected, S - static, | - ICMP
IP Routing Table - 5 entries

Code IP Route Distance/ Next Hop Last Time Outgoing
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Metric  IP Address Updated Interface

S 10.10.0.0/16 1/2 10.119.254.244 00:02:22  vlan2
S> 10.10.0.0/16 1/1 10.120.254.244 00:02:22  vlan3
S> 10.16.2.0/24 1/1 10.119.254.244 00:02:22 vlan2
C> 10.119.0.0/16  0/1 0.0.0.0 vlan2
C> 10.120.0.0/16  0/1 0.0.0.0 vlan3

Example 2. The following is sample output from the show ip route command when
IP Routing is enabled:

SWitchxxxxxx# show ip route
Maximum Parallel Paths: 1 (1 after reset)
IP Forwarding: enabled
Directed Broadcast Forwarding: disabled
Codes: > - best, C - connected, S - static
Codes: > - best, C - connected, S - static
R-RIP
Policy Routing
VLAN 1
Route Map: BPR1
Status: Active
ACL Name: ACLTCPHTTP
Next Hop: 1.1.1.1
Next Hop Status: Active
ACL Name: ACLTCPTELNET
Next Hop: 2.2.2.2
Next Hop Status: Not Active (Unreachable)
ACL Name: ACL_AA
Next Hop: 3.3.3.3
Next Hop Status: Not Active (Not direct)

VLAN 100
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Route Map: BPR_10
Status: Not Active (No IP interface on VLAN 100)
ACL Name: ACLTCPHTTP
Next Hop: 1.1.1.20
Next Hop Status: Active
VLAN 110
Route Map: BPR_20
Status: Not Active (VLAN 110 status is DOWN)
ACL Name: ACLTCPHTTP
Next Hop: 1.1.1.20
Next Hop Status: Active
VLAN 200
Route Map: BPR_AO
Status: Active
ACL Name: ACLTCPHTTP
Next Hop: 1.1.1.20
Next Hop Status: Active
IP Routing Table - 5 entries
Code IP Route Distance/ Next Hop Last Time Outgoing

Metric IP Address Updated Interface

R> 10.7.10.0/24  120/5 10.119.254.244 00:02:22  vlan2

S> 10.175.0.0/16 1/1 10.119.254.240 00:02:22 vlan2
S> 10.180.0.0/16 1/1 10.119.254.240 00:02:42 vlan3
C> 10.119.00/16  0/1 0.0.00 vlan2
C> 10.120.0.0/16  0/1 0.0.0.0 vlan3

Example 3. In the following example, the logical AND operation is performed on
the address 10.16.0.0 and the mask 255.255.0.0, resulting in 10.16.0.0. On each
destination in the routing table the logical AND operation is also performed with
the mask and the result is compared with 10.16.0.0. Any destinations that fall into
that range are displayed in the output:
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SWITChXXXXXX# show ip route 10.16.0.0 255.255.0.0 longer-prefix
Maximum Parallel Paths: 1 (1 after reset)
IP Forwarding: enabled
Directed Broadcast Forwarding: disabled
Codes: > - best, C - connected, S - static
R-RIP
Policy Routing
VLAN 1
Route Map: BPR1
Status: Active
ACL Name: ACLTCPHTTP
Next Hop: 1.1.1.1
Next Hop Status: Active
ACL Name: ACLTCPTELNET
Next Hop: 2.2.2.2
Next Hop Status: Not Active (Unreachable)
ACL Name: ACL_AA
Next Hop: 3.3.3.3
Next Hop Status: Not Active (Not direct)
VLAN 100
Route Map: BPR_10
Status: Not Active (No IP interface on VLAN 100)
ACL Name: ACLTCPHTTP
Next Hop: 1.1.1.20
Next Hop Status: Active
VLAN 110
Route Map: BPR_20
Status: Not Active (VLAN 110 status is DOWN)
ACL Name: ACLTCPHTTP
Next Hop: 1.1.1.20
Next Hop Status: Active

VLAN 200

546 SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide



IP Routing Protocol-Independent

Commands

25

Route Map: BPR_AO

Status: Active

ACL Name: ACLTCPHTTP

Next Hop: 1.1.1.20

Next Hop Status: Active

IP Routing Table - 6 entries

Code

S>

S>

S>

S>

S>

S>

C>

C>

C>

C>

C>

C>

C>

IP Route Distance/ Next Hop Last Time Outgoing
Metric IP Address Updated Interface

10.16.2.0/24  1/1 10.119.254.244 00:02:22  vlan2
10.16.2.64/26  1/1 100.1.14.244 00:02:22 vlani
10.16.2.128/26 1/1 110.9.2.2 00:02:22 vlan3
10.16.208.0/24 1/1 120.120.5.44 00:02:22 vlan2
10.16.223.0/24 1/1 20.1.2.24 00:02:22  vlan5
10.16.236.0/24 1/1 30.19.54.240 00:02:23 vlan6
10.119.0.0/16  0/1 0.0.0.0 vlan2
10.120.0.0/16  0/1 0.0.00 vlan3
20.1.0.0/16 0/1 0.0.00 vlan5
30.19.0.0/16 0/1 0.0.00 vlan2
100.1.0.0/16 0/1 0.0.00 vlani
110.9.0.0/16 0/1 0.0.00 vlan3
120.120.0.0/16 0/1 0.0.0.0 vlan2

25.13 show ip route summary

Use the show ip route summary command in User EXEC or Privileged EXEC mode

to display the current contents of the IP routing table in summary format.

Syntax

show ip route summary

Parameters

N/A.
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Command Mode
User EXEC mode
Privileged EXEC mode

User Guidelines

Example

The following is sample output from the show ip route summary command:

switchxxxxxx# show ip route summary
IP Routing Table Summary - 90 entries
35 connected, 25 static, 12 RIP
Number of prefixes:

/16: 16, /18: 10, /22: 15, /24: 15, /28: 2, /30: 12

25.14 show key chain

To display authentication key information, use the show key chain command in
Privileged EXEC mode.

Syntax

show key chain [name-of-chain)

Parameters
= name-of-chainr—Name of the key chain to display, as named in the key chain
command.
Default Configuration

Information about all key chains is displayed.

Command Mode

Privileged EXEC mode
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User Guidelines

Examples

Example 1. The following is sample output from the show key chain command
when the current time od date is defined:

switchxxxxxx# show key chain
Current Time of Date is Feb 8 2011
Accept lifetime is configured to ignore
Key-chain trees:
key 1 -- text "chestnut”
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text "birch"
accept lifetime (00:00:00 Dec 5 2010) - (23:59:59 Dec 5 2010)
send lifetime (06:00:00 Dec 5 2010) - (18:00:00 Dec 5 2016)[valid now]

Example 2. The following is sample output from the show key chain command
when the current time od date is not defined:

switchxxxxxx# show key chain
Current Time of Date is not defined
Accept lifetime is ignored
Key-chain trees:
key 1 -- text "chestnut”
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text "birch"
accept lifetime (00:00:00 Dec 5 2010) - (23:59:59 Dec 5 2010)
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send lifetime (06:00:00 Dec 5 2010) - (18:00:00 Dec 5 2016)
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26.1 clear ip sla counters
To clear the IP Service Level Agreements (SLAs) counters, use the clear ip sla

counters command in Privileged EXEC mode.

Syntax

clear ip sla counters [operation]

Parameters

= gperation—This operation’s number is used to identify the IP SLA operation whose
counters you want to clear. The range is from 1 to 64.

Command Mode

Privileged EXEC mode

User Guidelines

Use the clear ip sla counters operation command, to clear IP SLAs counters of the
specified IP SLAs operation.

Use the clear ip sla counters command, to clear IP SLAs counters of all IP SLAs
operations.

Example

The following example clears the IP SLAs counters:

switchxxxxxx(config)# clear ip sla counters
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26.2 delay

To configure a period of time in seconds to delay state changes of a tracking
object, use the delay command in TRACK Configuration mode.

Syntax

delay {up seconds down seconds} | up seconds | down seconds

no delay [up] [down]

Parameters

= up seconds—(Optional) Specifies a period of time in seconds to delay state
changes from DOWN to UP. Range 1-180.

= down seconds—(Optional) Specifies a period of time in seconds to delay state
changes from UP to DOWN. Range 1-180.

Default Configuration

No delay.

Command Mode

TRACK Configuration mode

User Guidelines

Use the delay command, to define a delay interval for tracking object state UP
and/or DOWN. The delay interval is normally configured as a multiple of frequency.

If the delay command was not used to configure a delay interval for state X, then
when the associated IP SLAs operation changes the state of the tracking object to
X fromYY, the X state is immediately passed to the associated applications.

If the delay command was used to configure a delay period for state X, then when
the associated IP SLAs operation changes the state of the tracking object to X
from Y, the tracking object performs the following actions:

= The state of the tracking object is not changed and the tracking object starts the delay timer
for interval T.

= |f, after when the timer is running the original state (Y) is received again, the
timer is stopped and the state remains Y.
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= [f the delay timer is expired, the state of the tracking object is changed to X
and the X state is passed to the associated applications.

Note. The new delay value configured by this command will impact on the current
delay interval.

Use the no delay up down or no delay command to delete delay for all changes.
Use the no delay down command to delete delay for changes from UP to DOWN.

Use the no delay up command to delete delay for changes from DOWN to UP.

Example

The following example shows how to configure the tracking process to track the
state of IP SLAs operation 2. State changes from UP to DOWN are delayed in 150
seconds:

switchxxxxxx(config)# track 1 ip sla 2 state
switchxxxxxx(config-track)# delay down 150
switchxxxxxx(config-track)# exit

switchxxxxxx(config)#

26.3 frequency (IP SLA)

To set the rate at which a specified IP Service Level Agreements (SLAs) operation
repeats, use the frequency command in the appropriate submode of IP SLA
configuration. To restore the default configuration, use the no form of the
command.

Syntax

frequency seconds

no frequency

Parameters

= seconds—Number of seconds between the IP SLAs operations. The range is
from 10 second to 500 seconds.
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Default Configuration

10 seconds

Command Mode

IP SLA ICMP ECHO Configuration mode

User Guidelines

A single IP SLAs operation will repeat at a given frequency for the lifetime of the
operation.

The following configuration guideline is required:

frequency > timeout
Note. The new frequency value configured by this command will impact on the

current frequency interval.

Example

This example shows how to set the frequency of an IP SLA operation:

switchxxxxxx(config)# ip sla 10
switchxxxxxx(config-ip-sla)# icmp-echo 172.16.1.175
switchxxxxxx(config-ip-sla-icmp-echo)# frequency 90
switchxxxxxx(config-ip-sla-icmp-echo)# exit
switchxxxxxx(config-ip-sla)# exit

switchxxxxxx(config)# ip sla schedule 10 life forever start-time now

26.4 icmp-echo

To configure an IP Service Level Agreements (SLAs) Internet Control Message
Protocol (ICMP) Echo operation, use the icmp-echo command in IP SLA
Configuration mode.
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Syntax

icmp-echo {ip-address | hostname} [{source-ip ip-address}]

Parameters
= jp-address | hosthame—Destination IP address or hostname.

= source-ip ip-address—(Optional) Specifies the source IP address. When a source IP
address is not specified, the IP SLAs ICMP Echo operation chooses the IP address nearest
to the destination.

Default Configuration

No IP SLAs operation type is configured for the operation being configured.

Command Mode

IP SLA Configuration mode

User Guidelines

The default request packet data size of ICMP Echo requests is 28 bytes. Use the
request-data-size (IP SLA) command to modify this value. This data size is the
payload portion of the ICMP packet, which makes a 64-byte IP packet.

Each IP SLAs ICMP Echo operation sends one ICMP Echo request.

The frequency (IP SLA) command specifies the interval between two
consecutive IP SLAs ICMP Echo operations.

The timeout (IP SLA) command specifies the maximum wait time for the ICMP
Echo Reply message or an ICMP Error message.

After an operation has been finished the operation return code is set.
An operation is finished by one of the following events:
= ICMP Echo reply has been received - the return code is set to ok.
= |CMP Error reply has been received - the return code is set to error.
= No any ICMP reply has been received - the return code is set to error.

= Configured Source IP address or Source interface is not accessible - the
return code is set to error.
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Note. If an operation parameter is changed by configuration the change will
impact only on the next operation start.

Example
In the following example, IP SLAs operation 10 is created and configured as an

echo operation using the ICMP protocol and the destination IPv4 address
172.16.1.175:

switchxxxxxx(config)# ip sla 10
switchxxxxxx(config-ip-sla)# icmp-echo 172.16.1.175
switchxxxxxx(config-ip-sla-icmp-echo)# exit
switchxxxxxx(config-ip-sla)# exit

switchxxxxxx(config)# ip sla schedule 10 life forever start-time now

26.5 ipsla

To begin configuring an IP Service Level Agreements (SLAs) operation and enter
IP SLA configuration mode, use the ip sla command in Global Configuration mode.
To restore the default configuration, use the no form of the command.

Syntax
ip sla operation

no ip sla operation

Parameters

= gperation—Operation number used for the identification of the IP SLAs operation you want
to configure. The range is from 1 to 64.

Default Configuration

No IP SLAs operation is configured.

Command Mode

Global Configuration mode
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User Guidelines

The ip sla command is used to begin configuration for an IP SLAs operation. Use
this command to specify an identification number for the operation you are about
to configure. After you enter this command, the switch will enter the IP SLAs
configuration mode.

Note. An IP SLAs operation is not created if an IP SLAs operation type (for
example, ICMP Echo) has not been configured.

After you configure an operation, you must schedule the operation. For information
on scheduling an operation, refer to the ip sla schedule command.

You cannot configure a new IP SLAs operation with a number of an existing IP
SLAs operation. You must first delete the existing IP SLAs operation (using the no
ip sla command) and then configure the new operation.

To display the current configuration settings of the operation, use the show ip sla
operation command.

Example

The following example starts to configure operation 4:

switchxxxxxx(config)# ip sla 4

switchxxxxxx(config-ip-sla)#

26.6 ip sla schedule

To configure the scheduling parameters for a single IP Service Level Agreements
(SLAs) operation, use the ip sla schedule command in Global Configuration mode.
To restore the default configuration, use the no form of the command.

Syntax

ip sla schedule operation life forever start-time now
no ip sla schedule operation
Parameters

= operation—Number of the IP SLAs operation to schedule. The range is from 1 to
64.
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= |ife forever —Schedules the IP SLAs operation to run indefinitely.

= gstart-time now— Indicates that the operation schedule should start immediately.

Default Configuration

The operation is placed in the pending state (that is, the operation is enabled but
not actively collecting information).

Command Mode

Global Configuration mode

User Guidelines

After you have scheduled the operation with the ip sla schedule command, you
can change the parameters of the operation, these new parameters’ values will be
applied only in the next operation execution.

Note 1. An IP SLAs operation in the pending state passes the OK return code.

Note 2. The no form does not stop the currently executed operation.

Example

In the following example, operation 3 is scheduled to run indefinitely and started
immediately:

switchxxxxxx(config)# ip sla schedule 3 life forever start-time now

26.7 request-data-size (IP SLA)

To set the protocol data size in the payload of an IP Service Level Agreements
(SLAs) operation's request packet, use the request-data-size command in the
appropriate submode of IP SLA configuration mode. To restore the default
configuration, use the no form of the command.

Syntax

request-data-size bytes
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no request-data-size

Parameters

= pytes—Size of payload of the request packet of the operation, in bytes.
Range is from 28 to 1472.

Default Configuration

The default request packet data size for an ICMP Echo operation is 28 bytes. This
data size is the payload portion of the ICMP packet, which makes a 64-byte IP
packet.

Command Mode

IP SLA ICMP ECHO Configuration mode

User Guidelines

Use the request-data-size command, to set the payload size in the messages
used by the IP SLAs operation.

Example

The following examples show how to set the request packet size to 40 bytes for
an IP SLAs ICMP echo operation:

switchxxxxxx(config)# ip sla 10
switchxxxxxx(config-ip-sla)# icmp-echo 172.16.1.175
switchxxxxxx(config-ip-sla-icmp-echo)# request-data-size 40
switchxxxxxx(config-ip-sla-icmp-echo)# exit
switchxxxxxx(config-ip-sla)# exit

switchxxxxxx(config)# ip sla schedule 10 life forever start-time now
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26.8 show ip sla operation

To display information about all IP Service Level Agreements (SLAS) operations or
a specified operation, use the show ip sla operation command in User EXEC
mode.

Syntax

show ip sla operation [operation]

Parameters

= operation—Number of the IP SLAs operation for which the details will be
displayed. The range is from 1 to 64.

Default Configuration

This command has no default settings.

Command Mode

User EXEC mode

User Guidelines

Use the show ip sla operation operation command, to display information about
the given IP SLAs operation.

Use the show ip sla operation command, to display information about the all IP
SLAs operations.

Example

The following example shows output from the show ip sla operation command:

switchxxxxxx> show ip sla operation
IP SLA Operational Number: 1
Type of operation: ICMP Echo

Target address: 149.101.22.10
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Source Address: 125.0.0.1
Request size (ICMP data portion): 28
Operation frequency: 10 seconds (default)
Operation timeout: 2000 milliseconds (default)
Operation state: scheduled
Operation return code: OK
Operation Success counter: 100
Operation Failure counter: 12
ICMP Echo Request counter: 112
ICMP Echo Reply counter: 100
ICMP Error counter: 5
IP SLA Operational Number: 2
Type of operation: ICMP Echo
Target address: 1.1.1.1
Source address: 1.100.100.100 (default)

Request size (ICMP data portion): 28

Operation
Operation
Operation
Operation
Operation

Operation

frequency: 50 seconds
timeout: 1000 milliseconds
state: scheduled

return code: OK

Success counter: 80

Failure counter: 0

ICMP Echo Request counter: 80
ICMP Echo Reply counter: 80
ICMP Error counter: O
IP SLA Operational Number: 3
Type of operation: ICMP Echo
Target address: 1.1.1.1
Source address: 1.100.100.100 (default)

Request size (ICMP data portion): 28
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Operation frequency: 10 seconds (default)
Operation timeout: 2000 milliseconds (default)
Operation state: scheduled

Operation return code: Error

Operation Success counter: 50

Operation Failure counter: 30

ICMP Echo Request counter: 80

ICMP Echo Reply counter: 50

ICMP Error counter: 5

26.9 show track

To display information about all tracking objects or a specified tracking object, use
the show track command in User EXEC mode.

Syntax

show track [objec

Parameters
= object—Number of the tracking object for which the details will be

displayed. The range is from 1 to 64.

Default Configuration

This command has no default settings.

Command Mode

User EXEC mode

User Guidelines

Use the show track object command, to display information about the given IP
SLAs object.
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Use the show itrack command, to display information about the all IP SLAs objects.

Example

The following example shows information about all tracking objects:

switchxxxxxx> show track

Object Object Operation Operation Up Delay Down Delay Delay Interval
Number State Number Type Remainder

61 upP 10 ICMP Echo 150 120 10

62 upP 10 ICMP Echo

63 up 11 ICMP Echo 120

64 DOWN 11 ICMP Echo 150 2

26.10 timeout (IP SLA)

To set the amount of time an IP Service Level Agreements (SLAs) operation waits
for a response to its request packet, use the timeout command in the appropriate
submode of IP SLA configuration mode. To restore the default configuration, use
the no form of the command.

Syntax

timeout milliseconds

no timeout

Parameters

= milliseconds—Length of time the operation waits to receive a response
from its request packet, in milliseconds (ms). The range is from 50 millisecond to
5000 milliseconds.

Default Configuration

The default is 2000 milliseconds.
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Command Mode

IP SLA ICMP ECHO Configuration mode

User Guidelines

Use the timeout (IP SLA) command to set how long the operation waits to receive
a response from its request packet, and use the frequency (IP SLA) command to
set the rate at which the IP SLAs operation restarts.

It is recommended that the value of the milliseconds argument be based on the
sum of both the maximum round-trip time (RTT) value for the packets and the
processing time of the IP SLAs operation.

The following configuration guideline is required:

frequency > timeout

Note. The new timeout value configured by this command will impact on the
current timeout interval.

Example

In the following examples, the timeout value for an IP SLAs operation 10 is set for 2500 ms:

switchxxxxxx(config)# ip sla 10
switchxxxxxx(config-ip-sla)# icmp-echo 172.16.1.175
switchxxxxxx(config-ip-sla-icmp-echo)# timeout 2500
switchxxxxxx(config-ip-sla-icmp-echo)# exit
switchxxxxxx(config-ip-sla)# exit

switchxxxxxx(config)# ip sla schedule 10 life forever start-time now

26.11 track ip sla

To track the state of an IP Service Level Agreements (SLAs) operation and to enter
tracking configuration mode, use the track ip sla command in Global Configuration
mode. To restore the default configuration, use the no form of the command.
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Syntax

track objectip sla operation state

no track objectip sla

Parameters

= object—Object number representing the tracking object. The range is from
1 to 64.

= operation—Number of the IP SLAs operation you are tracking. The range is
from 1 to 64.

= gtate—Tracks the operation state.

Default Configuration

IP SLAs tracking is disabled.

Command Mode

Global Configuration mode

User Guidelines

Use the command to enable a tracking object. An enabled tracking object cannot
be enabled one more. You cannot enable an already enabled track.

Each tracking object maintains an operation state. This state has one of the
following values: UP or DOWN. After object creation the state is set to UP. The
following table specifies the conversion of the IP SLAs operation to the object
state:

Table 3:  Object Operation State

OK upP
ERROR DOWN

If the delay command has not configured a delay interval for state X then when the
associated IP SLAs operation changes the state of the tracking object to X from Y,
the X state is immediately passed to the associated applications.

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide 565



20

IP SLA Commands

See the delay command about actions performed by switch when the associated
IP SLAs operation changes the state of the tracking object to X from Y and he
delay command has configured a delay period for state X.

Note 1. If the IP SLAs operation specified by the argument is not configured or is
pending, then its state is OK.

Note 2. An application can be bound to a non-existing tracking object and the
application will receive the UP state.

Example

The following example shows how to configure the tracking process to track the
state of IP SLAs operation 2. State changes from UP to DOWN are delayed in 150
seconds:

switchxxxxxx(config)# track 1 ip sla 2 state
switchxxxxxx(config-track)# delay down 150
switchxxxxxx(config-track)# exit

switchxxxxxx(config)#
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27.1 ping

Use the ping EXEC mode command to send ICMP echo request packets to
another node on the network.

Syntax

ping [ip] {ipv4-address | hostname} [size packet_size] [count packet couni
[timeout #/me_ouf [source source-address]

ping ipv6 {{pv6-address | hostname} [size packet_size] [count packet counf
[timeout ime_ouf] [source source-address]

Parameters

ip—Use IPv4 to check the network connectivity.
ipv6—Use IPv6 to check the network connectivity.
ipv4-address—IPv4 address to ping.

ipv6-address—Unicast or Multicast IPv6 address to ping. When the IPv6
address is a Link Local address (IPv6Z address), the outgoing interface
name must be specified.

hostname—Hostname to ping (Length: 1-158 characters. Maximum label
size for each part of the host name: 58.)

size packet_size—Number of bytes in the packet not including the VLAN
tag. The default is 64 bytes. (IPv4:64-1518, IPv6: 68-1518)

count packet_count—Number of packets to send, from 1 to 65535 packets.
The default is 4 packets. If O is entered, it pings until stopped (0-65535).

time time-out—Timeout in milliseconds to wait for each reply, from 50 to
65535 milliseconds. The default is 2000 milliseconds (50-65535).

source source-address—Source address (Unicast IPv4 address or global
Unicast IPv6 address).
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Default Usage
N/A

Command Mode

Privileged EXEC mode

User Guidelines

Press Esc to stop pinging. Following are sample results of the ping command:

= Destination does not respond—If the host does not respond, a “no answer
from host” appears within 10 seconds.

= Destination unreachable—The gateway for this destination indicates that
the destination is unreachable.

= Network or host unreachable—The switch found no corresponding entry in
the route table.

When using the ping ipv6 command to check network connectivity of a directly
attached host using its link local address, the egress interface may be specified in
the IPv6Z format. If the egress interface is not specified, the default interface is
selected.

When using the ping ipv6 command with a Multicast address, the information
displayed is taken from all received echo responses.

When the source keyword is configured and the source address is not an address
of the switch, the command is halted with an error message and pings are not
sent.

Examples

Example 1 - Ping an IP address.

switchxxxxxx> ping ip 10.1.1.1

Pinging 10.1.1.1 with 64 bytes of data:

64 bytes from 10.1.1.1: icmp_seq=0. time=11 ms
64 bytes from 10.1.1.1: icmp_seq=1. time=8 ms
64 bytes from 10.1.1.1: icmp_seq=2. time=8 ms
64 bytes from 10.1.1.1: icmp_seq=3. time=7 ms
----10.1.1.1 PING Statistics----

4 packets transmitted, 4 packets received, 0% packet loss
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round-trip (ms) min/avg/max = 7/8/11

Example 2 - Ping a site.

switchxxxxxx> ping ip yahoo.com

Pinging yahoo.com [66.218.71.198] with 64 bytes of data:
64 bytes from 66.218.71.198: icmp_seq=0. time=11l ms

64 bytes from 66.218.71.198: icmp_seq=1. time=8 ms

64 bytes from 66.218.71.198: icmp_seq=2. time=8 ms

64 bytes from 66.218.71.198: icmp_seq=3. time=7 ms
----10.1.1.1 PING Statistics----

4 packets transmitted, 4 packets received, 0% packet loss

round-trip (ms) min/avg/max = 7/8/11

Example 3 - Ping an IPv6 address.

switchxxxxxx> ping ipv6 3003::11

Pinging 3003::11 with 64 bytes of data:

64 bytes from 3003::11: icmp_seq=1. time=0 ms

64 bytes from 3003::11: icmp_seq=2. time=50 ms

64 bytes from 3003::11: icmp_seq=3. time=0 ms

64 bytes from 3003::11: icmp_seq=4. time=0 ms
----3003::11 PING Statistics----

4 packets transmitted, 4 packets received, 0% packet loss

round-trip (ms) min/avg/max = 0/12/50

switchxxxxxx> ping ipv6 FF02::1

Pinging FF02::1 with 64 bytes of data:

64 bytes from FF02::1: icmp_seq=1. time=0 ms
64 bytes from FF02::1: icmp_seq=1. time=70 ms
64 bytes from FF02::1: icmp_seq=2. time=0 ms
64 bytes from FF02::1: icmp_seq=1. time=1050 ms

64 bytes from FF02::1: icmp_seq=2. time=70 ms
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64

64

64

64

64

64

64

bytes from

bytes from

bytes from

bytes from

bytes from

bytes from

bytes from

FFO2::1:

FFO2::1:

FFO2::

FFO2::1:

FFO2::1:

FFO2:

FFO2:

ot

t1:

icmp_seq=2. time=1050 ms

icmp_seq=3. time=0 ms

: icmp_seg=3. time=70 ms

icmp_seq=4. time=0 ms
icmp_seq=3. time=1050 ms
icmp_seq=4. time=70 ms

icmp_sq=4. time=1050 ms

--—- FF02::1 PING Statistics----

4 packets transmitted, 12 packets received

27.2 ssh

To start an encrypted session with a remote networking device, use the ssh

command in user EXEC or privileged EXEC mode.

Syntax

ssh {/p-address| hostname} [porfl [keyword..]

Parameters

[p-address—Specifies the destination host IP address (IPv4 or IPv6).

hostname—Hostname to ping (Length: 1-158 characters. Maximum label
size for each part of the host name: 58.)

port—Specifies the decimal TCP port number. The default port is the SSH
port (22).

keyword—Specifies the one or more keywords listed in the Keywords
table in the User Guidelines.

570

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide



IP System Management Commands

21

Keywords Table

Options

Description

/password password

Specifies the password to use when logging in on
the remote networking device running the SSH
server. If the keyword is not specified, the password
configured by the ip ssh-client password command
is used. If this keyword is specified the the /user
keyword must be specified too.

/source-interface
interface-id

Specifies the source interface which minimal
IPv4/v6 address will be used as the source IPv4/v6
address. If the keyword is not specified, the source
IPv4/IPv6 address configured by the ip ssh-client
source-interface command is used.

/user user-name

Specifies the user name to use when logging in on
the remote networking device running the SSH
server. If the keyword is not specified, the user name
configured by the ip ssh-client username command
is used. If this keyword is specified the /password
keyword must be specified too.

Default Configuration

The default port is the SSH port (22) on the host.

Command Mode

Privileged EXEC mode

User Guidelines

The ssh command enables the switch to make a secure, encrypted connection to
another switch running an SSH server. This connection provides functionality that

is similar to that of a Telnet connection except that the connection is encrypted.

With authentication and encryption, the SSH client allows for a secure
communication over an insecure network.

Only one SSH terminal connection can be active at the same time.
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Examples

Example 1. The following example sets a secure session between the local device
and the edge device HQedge. The user name and password configured by the ip
ssh-client username and ip ssh-client password commands are used.

switchxxxxxx> ssh HQedge

Example 2. The following example sets a secure session between the local device
and the edge device 1.1.1.1. The user name is HQhost and the password is a
password configured by the ip ssh-client password command.

switchxxxxxx> ssh 1.1.1.1 /user HQhost

Example 3. The following example sets a secure session between the local device
and the edge device HQedge. The user name is HQhost and the password is
ar3245ddd.

switchxxxxxx> ssh HQedge /user HQhost /password ar3245ddd

Example 4. The following example sets a lookback interface as a source interface:

switchxxxxxx> ssh HQedge /source-interface loopbackl

27.3 telnet

The telnet EXEC mode command logs on to a host that supports Telnet.

Syntax

telnet {jp-address| hostname} [porf [keyword..]

Parameters

= jp-address—Specifies the destination host IP address (IPv4 or IPv6).
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= hostname—Hostname to ping (Length: 1-158 characters. Maximum label
size for each part of the host name: 58.)

= port—Specifies the decimal TCP port number or one of the keywords listed
in the Ports table in the User Guidelines.

= keyword—Specifies the one or more keywords listed in the Keywords
table in the User Guidelines.
Default Configuration

The default port is the Telnet port (23) on the host.

Command Mode

Privileged EXEC mode

User Guidelines

Telnet software supports special Telnet commands in the form of Telnet
sequences that map generic terminal control functions to operating
system-specific functions. To enter a Telnet sequence, press the escape
sequence keys (Ctrl-shift-6) followed by a Telnet command character.

Special Telnet Sequences

Telnet Sequence  Purpose

Ctrl-shift-6-b Break

Ctrl-shift-6-c Interrupt Process (IP)
Ctrl-shift-6-h Erase Character (EC)
Ctrl-shift-6-o Abort Output (AO)
Ctrl-shift-6-t Are You There? (AYT)
Ctrl-shift-6-u Erase Line (EL)

At any time during an active Telnet session, available Telnet commands can be
listed by pressing the ?/help keys at the system prompt.

A sample of this list follows.

switchxxxxxx> ?/help
[Special telnet escape help]
~ B sends telnet BREAK

A C sends telnet IP
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"M H sends telnet EC
0 sends telnet AO
M T sends telnet AYT
M U sends telnet EL

?/help suspends the session (return to system command prompt)

Several concurrent Telnet sessions can be opened, enabling switching between
the sessions. To open a subsequent session, the current connection has to be
suspended by pressing the escape sequence keys (Ctrl-shift-6) and x to return to
the system command prompt. Then open a new connection with the telnet EXEC
mode command.

This command lists concurrent Telnet connections to remote hosts that were
opened by the current Telnet session to the local device. It does not list Telnet
connections to remote hosts that were opened by other Telnet sessions.

Keywords Table
Options Description
/echo Enables local echo.
/quiet Prevents onscreen display of all messages from

the software.

/source-interfac  Specifies the source interface.

e

/stream Turns on stream processing, which enables a raw
TCP stream with no Telnet control sequences. A
stream connection does not process Telnet
options and can be appropriate for connections
to ports running UNIX-to-UNIX Copy Program
(UUCP) and other non-Telnet protocols.

Ctrl-shift-6 x Returns to the System Command Prompt.

Ports Table

Keyword  Description Port Number

BGP Border Gateway Protocol 179

chargen Character generator 19

cmd Remote commands 514

daytime Daytime 13

discard Discard 9
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Keyword  Description Port Number
domain Domain Name Service 53
echo Echo 7
exec Exec 512
finger Finger 79
ftp File Transfer Protocol 21
ftp-data FTP data connections 20
gopher Gopher 70
hostname  NIC hostname server 101
ident Ident Protocol 113
irc Internet Relay Chat 194
klogin Kerberos login 543
kshell Kerberos shell 544
login Login 513
Ipd Printer service 515
nntp Network News Transport 119
Protocol
pim-auto-r PIM Auto-RP 496
p
pop2 Post Office Protocol v2 109
pop3 Post Office Protocol v3 110
smtp Simple Mail Transport 25
Protocol
sunrpc Sun Remote Procedure Call 111
syslog Syslog 514
tacacs TAC Access Control System 49
talk Talk 517
telnet Telnet 23
time Time 37
uucp Unix-to-Unix Copy Program 540
whois Nickname 43
wWww World Wide Web 80
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Example

The following example displays logging in to IP address 176.213.10.50 via Telnet.

switchxxxxxx> telnet 176.213.10.50

27.4 traceroute

To display the routes that packets will take when traveling to their destination, use
the traceroute EXEC mode command.

Syntax

traceroute ip {{pv4-address | hostname} [size packet_size] [ttl max-tt] [count
packet_count] [timeout time_ouf] [source jp-address]

traceroute ipv6 {/pv6-address / hostname} [size packet_size] [ttl max-tt] [count
packet_count] [timeout time_ouf] [source jp-address]

Parameters
= jp—Use IPv4 to discover the route.
= jpv6—Use IPv6 to discover the route.
= jpv4-address—IPv4 address of the destination host.
= /pv6-address—IPv6 address of the destination host.

= hostname—Hostname to ping (Length: 1-158 characters. Maximum label
size for each part of the host name: 58.)

= size packet_size—Number of bytes in the packet not including the VLAN
tag. The default is 64 bytes. (IPv4:64-1518, IPv6: 68-1518)

= ttl max-tt/—The largest TTL value that can be used. The default is 30. The
traceroute command terminates when the destination is reached or when
this value is reached. (Range: 1-255)

= count packet count—The number of probes to be sent at each TTL level.
The default count is 3. (Range: 1-10)

= timeout time_out—The number of seconds to wait for a response to a probe
packet. The default is 3 seconds. (Range: 1-60)
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= source /p-address—One of the interface addresses of the device to use as
a source address for the probes. The device selects the optimal source
address by default. (Range: Valid IP address)

Default Usage
N/A

Command Mode

Privileged EXEC mode

User Guidelines

The traceroute command works by taking advantage of the error messages
generated by routers when a datagram exceeds its time-to-live (TTL) value.

The traceroute command starts by sending probe datagrams with a TTL value of
one. This causes the first router to discard the probe datagram and send back an
error message. The traceroute command sends several probes at each TTL level
and displays the round-trip time for each.

The traceroute command sends out one probe at a time. Each outgoing packet can
result in one or two error messages. A "time exceeded” error message indicates
that an intermediate router has seen and discarded the probe. A "destination
unreachable” error message indicates that the destination node has received the
probe and discarded it because it could not deliver the packet. If the timer goes
off before a response comes in, the traceroute command prints an asterisk (*).

The traceroute command terminates when the destination responds, when the
maximum TTL is exceeded, or when the user interrupts the trace with Esc.

The traceroute ipv6 command is not relevant to IPv6 link local addresses.

Example

switchxxxxxx> traceroute ip umaxpl.physics.lsa.umich.edu

Type Esc to abort.

Tracing the route to umaxpl.physics.lsa.umich.edu (141.211.101.64)

1 i2-gateway.stanford.edu (192.68.191.83) O msec 0 msec O msec

2 STAN.POS.calren2_NET (171.64.1.213) 0 msec 0 msec O msec

3 SUNV--STAN.POS.calren2_net (198.32.249.73) 1 msec 1 msec 1 msec

4 Abilene--QSV.POS.calren2.net (198.32.249.162) 1 msec 1 msec 1 msec

5 kscyng-snvang.abilene._ucaid.edu (198.32.8.103) 33 msec 35 msec 35 msec

6 iplsng-kscyng.abilene._ucaid.edu (198.32.8.80) 47 msec 45 msec 45 msec
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7 s0-0-2-0xl.aal.mich.net (192.122.183.9) 56 msec 53 msec 54 msec

8 atml-0x24.michnet8.mich.net (198.108.23.82) 56 msec 56 msec 57 msec

g * * *

10 A-ARB3-LSA-NG.c-SEB.umnet.umich.edu(141.211.5.22)58 msec 58msec 58 msec
11 umaxpl.physics.Isa.umich.edu (141.211.101.64) 62 msec 63 msec 63 msec

Trace completed

The following table describes the significant fields shown in the display:

Field Description

1 Indicates the sequence number of the router
in the path to the host.

i2-gateway.stanford. Host name of this router.

edu

192.68.191.83 IP address of this router.

1 msec 1 msec 1 Round-trip time for each of the probes that
msec are sent.

The following are characters that can appear in the traceroute command output:

Field Description

* The probe timed out.
? Unknown packet type.
A Administratively unreachable. Usually, this output

indicates that an access list is blocking traffic.

Fragmentation required and DF is set.

Host unreachable.

Network unreachable.

Protocol unreachable.

Source quench.

Fragment reassembly time exceeded

Source route failed.

cClw| | O|V|Z2|T| ™

Port unreachable.
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28.1 ip multicast-routing

To enable IPv4 Multicast routing on all IP-enabled interfaces of the router and to
enable Multicast forwarding, use the ip multicast-routing command in global
configuration mode. To stop Multicast routing and forwarding, use the no form of
this command.

Syntax
ip multicast-routing igmp-proxy

no ip multicast-routing

Parameters

= igmp-proxy—Enable Multicast routing using IGMP Proxy.

Default Configuration

Multicast routing is not enabled.

Command Mode

Global Configuration mode

User Guidelines

Use the ip multicast-routing command with parameter to specify the needed IP
Multicast Routing Protocol.

To forward IPv4 Multicast packets on an interface, IPv4 Multicast forwarding must
be enabled globally and an IPMv4 Routing protocol must be enabled on the
interface.

Example

The following example enables IP Multicast routing using IGMP Proxy:
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switchxxxxxx(config)# ip multicast-routing igmp-proxy

28.2 ip multicast ttl-threshold

To configure the time-to-live (TTL) threshold of packets being forwarded out an
interface, use the ip multicast ttl-threshold command in Interface Configuration
mode. To return to the default TTL threshold, use the no form of this command.

Syntax
ip multicast ttl-threshold ¢t/-value

no ip multicast ttl-threshold

Parameters

= (t/-value—Time-to-live value, in hops. It can be a value from O to 256.

Default Configuration

The default TTL value is O.

Command Mode

Interface Configuration mode

User Guidelines

Multicast packets with a TTL value less than the threshold will not be forwarded
on the interface.

The default value of O means all Multicast packets are forwarded on the interface.
A value of 256 means that no Multicast packets are forwarded on the interface.

You should configure the TTL threshold only on border routers. Conversely, routers
on which you configure a TTL threshold value automatically become border
routers.

Example

The following example sets the TTL threshold on a border router to 200:

switchxxxxxx(config)# interface vlan 100

switchxxxxxx(config-if)# ip multicast ttl-threshold 200
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switchxxxxxx(config-if)# exit

28.3 show ip mroute

To display the contents of the Multicast routing (mroute) table, use the show ip
mroute command in user EXEC or privileged EXEC mode.

Syntax

show ip mroute [group-address [source-address]] [summary]

Parameters
= group-address—Destination Multicast IP address.
= source-address—Source IP address.

= summary—Filters the output to display a one-line, abbreviated summary of
each entry in the mroute table.

Command Mode
User EXEC mode
Privileged EXEC mode

User Guidelines

Use the show ip mroute command to display information about Mroute entries in
the mroute table. The switch populates the Multicast routing table by creating (S,
Q) entries from (*, G) entries. The asterisk (*) refers to all source addresses, the “S”
refers to a single source address, and the “G” is the destination Multicast group
address. In creating (S, G) entries, the switch uses the best path to that destination
group found in the Unicast routing table (that is, through Reverse Path Forwarding
[RPF]).

Examples

Description of Significant fields in the examples below

Timers:Uptime/Expires—“Uptime” indicates per interface how long (in hours,
minutes, and seconds) the entry has been in the IP Multicast routing table.
“Expires” indicates per interface how long (in hours, minutes, and seconds) until
the entry will be removed from the IP Multicast routing table.
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(*, 224.0.255.1) and (192.168.37.100/32, 224.0.255.1)—Entry in the IP Multicast
routing table. The entry consists of the IP address of the source router followed by
the IP address of the Multicast group. An asterisk (*) in place of the source router
indicates all sources.

Entries in the first format are referred to as (*, G) or “star comma G” entries. Entries
in the second format are referred to as (S, G) or “S comma G” entries. (¥, G) entries
are used to build (S, G) entries.

Incoming interface: —Expected interface for a Multicast packet from the source. If
the packet is not received on this interface, it is discarded.

Outgoing Interface List (OIF):—Interfaces through which packets will be
forwarded.

Example 1. The following is sample output from the show ip mroute command with
the summary keyword:

switchxxxxxx# show ip mroute summary

Timers: Uptime/Expires

IP Multicast Routing Table

(172.16.160.67/32, 224.2.127.254), 00:02:46/00:00:12, OIF count:2
(172.16.244.217/32, 224.2.127.254), 00:02:15/00:00:40, OIF count:
(172.16.8.33/32, 224.2.127.254), 00:00:25/00:02:32, OIF count:2
(172.16.2.62/32, 224.2.127.254), 00:00:51/00:02:03, OIF count:2
(172.16.8.3/32, 224.2.127.254), 00:00:26/00:02:33, OIF count:2

(172.16.60.189/32, 224.2.127.254), 00:03:47/00:00:46, OIF count:2

Example 2. The following is sample output from the show ip mroute command:

switchxxxxxx# show ip mroute

Timers: Uptime/Expires

IP Multicast Routing Table
(*, 224.0.255.3), 5:29:15/00:03:01
Incoming interface: vlan2

Outgoing interface list:
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vlan100, 5:29:15/0:02:57
(192.168.46.0/24, 224.0.255.3), 05:29:15/00:02:59
Incoming interface: vlan2
Outgoing interface list:

vlan5, 05:29:15/00:02:57

28.4 show ip multicast

To display general information about IP Multicast configuration, use the show ip
multicast command in user EXEC or privileged EXEC mode.

Syntax

show ip multicast [interface /interface-id]

Parameters

= interface—Displays IP Multicast-related information about an interface
configured for IP Multicast.

= nterface-id—Interface identifier for which to display IP Multicast
information.
Command Mode
User EXEC mode
Privileged EXEC mode

User Guidelines

Use the show ip multicast command without the interface keyword to display
general information about the state of IP Multicast on the router.

Use the show ip multicast command with the interface keyword to display the IP
Multicast information about the specified interface.

Examples

Example 1. The following is sample output from the show ip multicast command
without the interface keyword when no IP Multicast Routing protocol is enabled:

switchxxxxxx# show ip multicast
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IP Unicast Forwarding: enabled

IP Multicast Protocol: No

Example 2. The following is sample output from the show ip multicast command
without the interface keyword when IGMP Proxy is enabled:

switchxxxxxx# show ip multicast
IP Unicast Forwarding: enabled

IP Multicast Protocol: IGMP Proxy

Example 3. The following is sample output from the show ip multicast command
about the given interface. IGMP Proxy is enabled on the interface and the interface
is an IGMP Proxy Upstream interface:

switchxxxxxx# show ip multicast interface vlan 200
IP Unicast Forwarding: enabled
IP Multicast Protocol: IGMP Proxy
vlan 200
TTL-threshold: O
IGMP Protocol: 1GMPv3

IGMP Proxy: Upstream

Example 4. The following is sample output from the show ip multicast command
about the given interface. IGMP Proxy is enabled on the interface and the interface
is an IGMP Proxy Downlink interface:

switchxxxxxx# show ip multicast interface vlan 100

IP Unicast Forwarding: enabled
IP Multicast Protocol: IGP Proxy
vlan 200

TTL-threshold: 0
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IGMP Protocol: IGMPv3

IGMP Proxy: DownStream (Upstream: vlan 200)

Example 5. The following is sample output from the show ip multicast command
about the given interface. IGMP Proxy is disabled on the interface:

switchxxxxxx# show ip multicast interface vlan 100

IP Unicast Forwarding: enabled

IP Multicast Protocol: IGMP Proxy
vlan 200

IP Status: enabled
hop-threshold: 100

IGMP Protocol: 1GMPv3

IGMP Proxy: disabled
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29.1 clear ipv6 neighbors

Use the clear ipv6 neighbors command in privileged EXEC mode to delete all
entries in the IPv6 neighbor discovery cache, except static entries.

Syntax

clear ipv6 neighbors

Parameters

N/A

Command Mode

Privileged EXEC mode
User Guidelines

Example

The following example deletes all entries, except static entries, in the neighbor
discovery cache:

switchxxxxxx# clear ipv6 neighbors

29.2 ipv6 address

Use the ipv6 address command in Interface Configuration mode to configure a
global unicast IPv6 address based on an IPv6 general prefix and enable IPv6
processing on an interface. To remove the address from the interface, use the no
form of this command.
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Syntax
ipv6 address jpv6-address/ prefix-length
no ipv6 address [jpv6-address/ prefix-length)

Parameters

= jpvb-address—Specifies the global unicast IPv6 address assigned to the
interface. This argument must be in the form documented in RFC4293
where the address is specified in hexadecimal using 16-bit values between
colons.

= prefix-length—The length of the IPv6 prefix. A decimal value that indicates
how many of the high-order contiguous bits of the address comprise the
prefix (the network portion of the address). A slash mark must precede the
decimal value.

Default Configuration

No IP address is defined for the interface.

Command Mode

Interface Configuration mode

User Guidelines

The ipv6 address command cannot be applied to define an IPv6 address on an
ISATAP interface.

Using the no IPv6 address command without arguments removes all
manually-configured IPv6 addresses from an interface, including link local
manually configured addresses.

Example

The following example defines the IPv6 global address 2001:DB8:2222:7272::72
on vlan 100:

switchxxxxxx(config)# interface vlan 100
switchxxxxxx(config-if)# ipv6 address 2001:DB8:2222:7272::72/64

switchxxxxxx(config-if)# exit
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29.3 ipv6 address anycast

Use the ipv6 address anycast command in Interface Configuration mode to
configure a global unicast IPv6 Anycast address and enable IPv6 processing on an
interface. To remove the address from the interface, use the no form of this
command.

Syntax
ipv6 address jpv6-prefix/ prefix-length anycast
no ipv6 address [/jpv6-prefixi prefix-length)

Parameters

= jpvb-address—Specifies the global unicast IPv6 address assigned to the
interface. This argument must be in the form documented in RFC4293
where the address is specified in hexadecimal using 16-bit values between
colons.

= prefix-length—The length of the IPv6 prefix. A decimal value that indicates
how many of the high-order contiguous bits of the address comprise the
prefix (the network portion of the address). A slash mark must precede the
decimal value.

Default Configuration

No IP address is defined for the interface.

Command Mode

Interface Configuration mode

User Guidelines

An Anycast address is an address that is assigned to a set of interfaces that
typically belong to different nodes. A packet sent to an Anycast address is
delivered to the closest interface—as defined by the routing protocols in use—
identified by the Anycast address. Anycast addresses are syntactically
indistinguishable from Unicast addresses because Anycast addresses are
allocated from the Unicast address space. Nodes to which the Anycast address is
assigned must be explicitly configured to recognize that the address is an Anycast
address.

Anycast addresses can be used only by a router, not a host, and Anycast
addresses must not be used as the source address of an IPv6 packet.
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The subnet router Anycast address has a prefix concatenated by a series of zeros
(the interface ID). The subnet router Anycast address can be used to reach a router
on the link that is identified by the prefix in the subnet router Anycast address.

The ipv6 address anycast command cannot be applied to define an IPv6 address
on an ISATAP interface.

Using the no form of the ipv6 address command without arguments removes all
manually-configured IPv6 addresses from an interface, including link local
manually-configured addresses.

Example

The following example enables IPv6 processing on the interface, assigns the
prefix 2001:0DB8:1:1::/64 to the interface, and configures the IPv6 Anycast
address 2001:0DB8:1:1:FFFF:FFFF:FFFF.:FFFE:

switchxxxxxx(config)# interface vlan 1

switchxxxxxx(config-if)# ipv6 address 2001:0DB8:1:1:FFFF:FFFF:FFFF:FFFE/64
anycast

switchxxxxxx(config-if)# exit

29.4 ipv6 address autoconfig

Use the ipv6 address autoconfig command in Interface Configuration mode to
enable automatic configuration of IPv6 addresses using stateless auto
configuration on an interface and enable IPv6 processing on the interface.
Addresses are configured depending on the prefixes received in Router
Advertisement messages. To disable automatic configuration of IPv6 addresses
and to remove the automatically configured address from the interface, use the no
form of this command.

Syntax
ipv6 address autoconfig

no ipv6 address autoconfig

Parameters

N/A.
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Default Configuration

Stateless Auto configuration is enabled.

Command Mode

Interface Configuration mode

User Guidelines

This command enables IPv6 on an interface (if it was disabled) and causes the
switch to perform IPv6 stateless address auto-configuration to discover prefixes
on the link and then to add the eui-64 based addresses to the interface.

Stateless auto configuration is applied only when IPv6 Forwarding is disabled.

When IPv6 forwarding is changed from disabled to enabled, and stateless auto
configuration is enabled the switch stops stateless auto configuration and
removes all stateless auto configured ipv6 addresses from all interfaces.

When IPv6 forwarding is changed from enabled to disabled and stateless auto
configuration is enabled the switch resumes stateless auto configuration.

Using the no form of the ipv6 address command without arguments removes all
manually-configured IPv6 addresses from an interface, including link local
manually-configured addresses.

Example

The following example assigns the IPv6 address automatically:

switchxxxxxx(config)# interface vlan 100
switchxxxxxx(config-if)# ipv6 address autoconfig

switchxxxxxx(config-if)# exit

29.5 ipv6 address eui-64

Use the ipv6 address eui-64 command in Interface Configuration mode to
configure a global unicast IPv6 address for an interface and enables IPv6
processing on the interface using an EUI-64 interface ID in the low order 64 bits of
the address. To remove the address from the interface, use the no form of this
command.
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Syntax
ipv6 address jpv6-prefixi prefix-length eui-64
no ipv6 address [jpv6-prefixi prefix-length eui-64]

Parameters

= jpv6-prefix—Specifies the global unicast IPv6 address assigned to the
interface. This argument must be in the form documented in RFC4293
where the address is specified in hexadecimal using 16-bit values between
colons.

= prefix-length—The length of the IPv6 prefix. A decimal value that indicates
how many of the high-order contiguous bits of the address comprise the
prefix (the network portion of the address). A slash mark must precede the
decimal value.

Default Configuration

No IP address is defined for the interface.

Command Mode

Interface Configuration mode

User Guidelines

If the value specified for the prefix-length argument is greater than 64 bits, the
prefix bits have precedence over the interface ID.

The IPv6 address is built from jové6-prefix and the EUI-64 Interface ID by the
following way:

= The first prefix-length bits are taken from jpv6-prefix.
= If prefix-length < 64 then
- The following (64-prefix-length) bits are filled by Os.
- The last 64 bits are taken from the EUI-64 Interface ID.

= If prefix-length equals to 64 then the following 64 bits are taken from the
EUI-64 Interface ID.

= If prefix-length> 64 then the following (128- prefix-length) bits are taken from
the last (64-(prefix-length -64)) bits of the EUI-64 Interface ID.
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If the switch detects another host using one of its IPv6 addresses, it adds the IPv6
address and displays an error message on the console.

Using the no form of the ipv6 address command without arguments removes all
manually-configured IPv6 addresses from an interface, including link local
manually-configured addresses.

Example

The following example enables IPv6 processing on VLAN 1, configures IPv6 global
address 2001:0DB8:0:1::/64 and specifies an EUI-64 interface ID in the low order
64 bits of the address:

switchxxxxxx(config)# interface vlan 1
switchxxxxxx(config-if)# ipv6 address 2001:0DB8:0:1::/64 eui-64

switchxxxxxx(config-if)# exit

29.6 ipv6 address link-local

Use the ipv6 address link-local command in Interface Configuration mode to
configure an IPv6 link local address for an interface and enable IPv6 processing on
the interface. To remove the manually configured link local address from the
interface, use the no form of this command.

Syntax
ipv6 address jpv6-prefix link-local

no ipv6 address [link-local]

Parameters

= jpv6-address—Specifies the IPv6 network assigned to the interface. This
argument must be in the form documented in RFC4293 where the address
is specified in hexadecimal using 16-bit values between colons.

Default Configuration

The default Link-local address is defined.

Command Mode

Interface Configuration mode
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User Guidelines

The switch automatically generates a link local address for an interface when IPv6
processing is enabled on the interface, typically when an IPv6 address is
configured on the interface. To manually specify a link local address to be used by
an interface, use the ipv6 address link-local command.

The ipv6 address link-local command cannot be applied to define an IPv6 address
on an ISATAP interface.

Using the no form of the ipv6 address command without arguments removes all
manually-configured IPv6 addresses from an interface, including link local
manually-configured addresses.

Example

The following example enables IPv6 processing on VLAN 1 and configures
FE80::260:3EFF:FE11:6770 as the link local address for VLAN 1:

switchxxxxxx(config)# interface vlan 1
switchxxxxxx(config-if)# ipv6 address FE80::260:3EFF:FE11:6770 link-local

switchxxxxxx(config-if)# exit

29.7 ipv6 default-gateway

Use the ipv6 default-gateway Global Configuration mode command to define an
IPv6 default gateway. To remove the IPv6 default gateway, use the no form of this
command.

Syntax
ipv6 default-gateway jpv6-address| interface-id

no ipv6 default-gateway /jpv6-address| interface-id

Parameters

= jpv6-address—Specifies the IPv6 address of an IPv6 router that can be
used to reach a network.

= jnterface-id—Specifies the Interface Identifier of the outgoing interface that
can be used to reach a network. This argument can be applied only to
point-to-point interfaces (manual IPv6 over IPv4 tunnels).
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Default Configuration

No default gateway is defined.

Command Mode

Global Configuration mode

User Guidelines

The command is an alias of the ipv6 route command with the predefined (default)
route:

ipv6 route -/0 jpv6-address| interface-id

See the definition of the ipv6 route command for details.

Examples

Example 1. The following example defines a default gateway with a global IPv6
address:

switchxxxxxx(config)# ipv6 default-gateway 5::5

Example 2. The following example defines a default gateway with a link-local IPv6
address:

switchxxxxxx(config)# ipv6 default-gateway FE80::260:3EFF:FE11:6770%vIlanl

Example 3. The following example defines a default gateway on manual tunnel 1:

switchxxxxxx(config)# ipv6 default-gateway tunnell

29.8 ipv6 enable

Use the ipv6 enable command in Interface Configuration mode to enable IPv6
processing on an interface.

To disable IPv6 processing on an interface that has not been configured with an
explicit IPv6 address, use the no form of this command.
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Syntax
ipv6 enable

no ipv6 enable

Parameters

N/A.

Default Configuration

IPv6 interface is disabled.

Command Mode

Interface Configuration mode

User Guidelines

This command automatically configures an IPv6 link-local Unicast address on the
interface while also enabling the interface for IPv6 processing. The no ipv6 enable
command does not disable IPv6 processing on an interface that is configured with
an explicit IPv6 address.

Example

The following example enables VLAN 1 for the IPv6 addressing mode.

switchxxxxxx(config)# interface vlan 1
switchxxxxxx(config-if)# ipv6 enable

switchxxxxxx(config-if)# exit

29.9 ipv6 hop-limit

Use the ipv6 hop-limit command in Global Configuration mode to configure the
maximum number of hops used in all IPv6 packets that are originated by the router.

To return the hop limit to its default value, use the no form of this command.

Syntax

ipv6 hop-limit value
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no ipv6 hop-limit
Parameters

=  value—Maximum number of hops. The acceptable range is from 1 to 255.

Default Configuration

The default is 64 hops.

Command Mode

Global Configuration mode

Example

The following example configures a maximum number of 15 hops for all IPv6
packets that are originated from the router:

switchxxxxxx(config)# ipv6 hop-limit 15

29.10 ipv6 icmp error-interval

Use the ipv6 icmp error-interval command in Global Configuration mode to
configure the interval and bucket size for IPv6 ICMP error messages. To return the
interval to its default setting, use the no form of this command.

Syntax
ipv6 icmp error-interval milliseconds [bucketsize)

no ipv6 icmp error-interval

Parameters

= milliseconds—Time interval between tokens being placed in the bucket.
Each token represents a single ICMP error message. The acceptable range
is from O to 2147483647. A value of O disables ICMP rate limiting.

= pucketsize—Maximum number of tokens stored in the bucket. The
acceptable range is from 1 to 200.
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Default Configuration

The default interval is 100ms and the default bucketsize is 10 i.e. 100 ICMP error
messages per second.

Command Mode

Global Configuration mode

User Guidelines

Use this command to limit the rate at which IPv6 ICMP error messages are sent. A
token bucket algorithm is used with one token representing one IPv6 ICMP error
message. Tokens are placed in the virtual bucket at a specified interval until the
maximum number of tokens allowed in the bucket is reached.

The milliseconds argument specifies the time interval between tokens arriving in
the bucket. The optional bucketsize argument is used to define the maximum
number of tokens allowed in the bucket. Tokens are removed from the bucket
when IPv6 ICMP error messages are sent, which means that if the bucketsize is
set to 20, a rapid succession of 20 IPv6 ICMP error messages can be sent. When
the bucket is empty of tokens, IPv6 ICMP error messages are not sent until a new
token is placed in the bucket.

Average Packets Per Second = (1000/ milliseconds) * bucketsize.

To disable ICMP rate limiting, set the milliseconds argument to zero.

Example

The following example shows an interval of 50 milliseconds and a bucket size of
20 tokens being configured for IPv6 ICMP error messages:

switchxxxxxx(config)# ipv6é icmp error-interval 50 20

29.11 ipv6 link-local default zone

Use the Ipv6 link-local default zone command to configure an interface to egress a
link local packet without a specified interface or with the default zone 0.

Use the no form of this command to return the default link local interface to the
default value.
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Syntax
Ipv6 link-local default zone /nterface-id

no Ipv6 link-local default zone

Parameters

= jnterface-id—Specifies the interface that is used as the egress interface for
packets sent without a specified IPv6Z interface identifier or with the
default O identifier.

Default

By default, link local default zone is disabled.

Command Mode

Global Configuration mode

Example

The following example defines VLAN 1 as a default zone:

switchxxxxxx(config)# ipv6é link-local default zone vlanl

29.12 ipv6 nd advertisement-interval

Use the ipv6 nd advertisement-interval in Interface Configuration mode to
configure the advertisement interval option in router advertisements (RAs).

To reset the interval to the default value, use the no form of this command.

Syntax
ipv6 nd advertisement-interval

no ipv6 nd advertisement-interval

Parameters

N/A.
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Default Configuration

Advertisement interval option is not sent.

Command Mode

Interface Configuration mode

User Guidelines

Use the ipv6 nd advertisement-interval command to indicate to a visiting mobile
node the interval at which that node may expect to receive RAs. The node may
use this information in its movement detection algorithm.

Example

The following example enables the advertisement interval option to be sent in
RAs:

switchxxxxxx(config)# interface vlan 1
switchxxxxxx(config-if)# ipv6 nd advertisement-interval

switchxxxxxx(config-if)# exit

29.13 ipv6 nd dad attempts

Use the ipv6 nd dad attempts command in Interface Configuration mode to
configure the number of consecutive neighbor solicitation messages that are sent
on an interface while duplicate address detection is performed on the Unicast
IPv6 addresses of the interface.

To return the number of messages to the default value, use the no form of this
command.

Syntax
ipv6 nd dad attempts value

no ipv6 nd dad attempts

Parameters

= value—The number of neighbor solicitation messages. The acceptable
range is from O to 600. Configuring a value of O disables duplicate address
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detection processing on the specified interface; a value of 1 configures a
single transmission without follow-up transmissions.

Default Configuration

1

Command Mode

Interface Configuration mode

User Guidelines

Duplicate address detection verifies the uniqueness of new Unicast IPv6
addresses before the addresses are assigned to interfaces (the new addresses
remain in a tentative state while duplicate address detection is performed).
Duplicate address detection uses neighbor solicitation messages to verify the
uniqueness of Unicast IPv6 addresses.

The DupAddrDetectTransmits node configuration variable (as specified in RFC
4862, IPv6 Stateless Address Autoconfiguration) is used to automatically
determine the number of consecutive neighbor solicitation messages that are sent
on an interface, while duplicate address detection is performed on a tentative
Unicast IPv6 address.

The interval between duplicate address detection, neighbor solicitation messages
(the duplicate address detection timeout interval) is specified by the neighbor
discovery-related variable RetransTimer (as specified in RFC 4861, Neighbor
Discovery for IPv6), which is used to determine the time between retransmissions
of neighbor solicitation messages to a neighbor when resolving the address or
when probing the reachability of a neighbor. This is the same management
variable used to specify the interval for neighbor solicitation messages during
address resolution and neighbor unreachability detection. Use the ipv6 nd
ns-interval command to configure the interval between neighbor solicitation
messages that are sent during duplicate address detection.

Duplicate address detection is suspended on interfaces that are administratively
down. While an interface is administratively down, the Unicast IPv6 addresses
assigned to the interface are set to a pending state. Duplicate address detection is
automatically restarted on an interface when the interface returns to being
administratively up.

An interface returning to administratively up, restarts duplicate address detection
for all of the Unicast IPv6 addresses on the interface. While duplicate address
detection is performed on the link-local address of an interface, the state for the
other IPv6 addresses is still set to TENTATIVE. When duplicate address detection
is completed on the link-local address, duplicate address detection is performed
on the remaining IPv6 addresses.
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When duplicate address detection identifies a duplicate address, the state of the
address is set to DUPLICATE and the address is not used. If the duplicate address
is the link-local address of the interface, the processing of IPv6 packets is
disabled on the interface and an error SYSLOG message is issued.

If the duplicate address is a global address of the interface, the address is not
used and an error SYSLOG message is issued.

All configuration commands associated with the duplicate address remain as
configured while the state of the address is set to DUPLICATE.

If the link-local address for an interface changes, duplicate address detection is
performed on the new link-local address and all of the other IPv6 address
associated with the interface are regenerated (duplicate address detection is
performed only on the new link-local address).

Note. Since DAD is not supported on NBMA interfaces the command is allowed
but does not impact on an IPv6 tunnel interface of the ISATAP type it does not
impact. The configuration is saved and will immpacted when the interface type is
changed on another type on which DAD is supported (for example, to the IPv6
manual tunnel).

Example

The following example configures five consecutive neighbor solicitation
messages to be sent on VLAN 1 while duplicate address detection is being
performed on the tentative Unicast IPv6 address of the interface. The example
also disables duplicate address detection processing on VLAN 2.

switchxxxxxx(config)# interface vlan 1
switchxxxxxx(config-if)# ipv6 nd dad attempts 5
switchxxxxxx(config-if)# exit
switchxxxxxx(config)# interface vlan 2
switchxxxxxx(config-if)# ipv6 nd dad attempts O

switchxxxxxx(config-if)# exit

29.14 ipv6 nd hop-limit

Use the ipv6 nd hop-limit command in Global Configuration mode to configure the
maximum number of hops used in router advertisements.

To return the hop limit to its default value, use the no form of this command.
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Syntax
ipv6 nd hop-limit value

no ipv6 nd hop-limit

Parameters

= value—Maximum number of hops. The acceptable range is from 1 to 255.

Default Configuration

The default value is defined by the ipv6 hop-limit command, or is set to 64 hops, if
the command was not configured.

Command Mode

Interface Configuration mode

User Guidelines

Use this command if you want to change the default value. The default value is
defined by the ipv6 hop-limit command.

Example

The following example configures a maximum number of 15 hops for router
advertisements on VLAN 2:

switchxxxxxx(config)# interface vlan 2
switchxxxxxx(config-if)# ipv6 nd hop-limit 15

switchxxxxxx(config-if)# exit

29.15 ipv6 nd managed-config-flag

Use the ipv6 nd managed-config-flag command in Interface Configuration mode
to set the “managed address configuration flag” in IPv6 router advertisements.

To clear the flag from IPv6 router advertisements, use the no form of this
command.

Syntax
ipv6 nd managed-config-flag
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no ipv6 nd managed-config-flag

Parameters

N/A.

Default Configuration

The “managed address configuration flag” flag is not set in IPv6 router
advertisements.

Command Mode

Interface Configuration mode

User Guidelines

Setting the Managed Address Configuration flag in IPv6 router advertisements
indicates to attached hosts whether they should use stateful autoconfiguration to
obtain addresses. If this flag is set, the attached hosts should use stateful
autoconfiguration to obtain addresses, and if it is not set, the attached hosts
should not use stateful autoconfiguration to obtain addresses.

Hosts may use stateful and stateless address autoconfiguration simultaneously.

Example

The following example configures the Managed Address Configuration flag in IPv6
router advertisements on VLAN 1:

switchxxxxxx(config)# interface vlan 1
switchxxxxxx(config-if)# ipv6 nd managed-config-flag

switchxxxxxx(config-if)# exit

29.16 ipv6 nd ns-interval

Use the ipv6 nd ns-interval command in Interface Configuration mode to configure
the interval between IPv6 neighbor solicitation retransmissions on an interface.

To restore the default interval, use the no form of this command.
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Syntax
ipv6 nd ns-interval milliseconds

no ipv6 nd ns-interval

Parameters
= milliseconds—Interval between IPv6 neighbor solicit transmissions. The
acceptable range is from 1000 to 3600000 milliseconds.
Default Configuration

0 seconds (unspecified) is advertised in router advertisements and the value 1000
milliseconds is used for the neighbor discovery activity of the router itself.

Command Mode

Interface Configuration mode

User Guidelines

This value will be included in all IPv6 router advertisements sent out this interface.
Very short intervals are not recommended in normal IPv6 operation. When a
non-default value is configured, the configured time is both advertised and used
by the router itself.

Example

The following example configures an IPv6 neighbor solicit transmission interval of
9000 milliseconds for VLAN 1:

switchxxxxxx(config)# interface vlan 1
switchxxxxxx(config-if)# ipv6 nd ns-interval 9000

switchxxxxxx(config-if)# exit

29.17 ipv6 nd other-config-flag

Use the ipv6 nd other-config-flag command in Interface Configuration mode to set
the Other Stateful configuration flag in IPv6 router advertisements.

To clear the flag from IPv6 router advertisements, use the no form of this
command.
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Syntax
ipv6 nd other-config-flag

no ipv6 nd other-config-flag

Parameters

N/A.

Default Configuration

The Other Stateful configuration flag is not set in IPv6 router advertisements.

Command Mode

Interface Configuration mode

User Guidelines

The setting of the Other Stateful configuration flag in IPv6 router advertisements
indicates to attached hosts how they can obtain autoconfiguration information
other than addresses. If the flag is set, the attached hosts should use stateful
autoconfiguration to obtain the other (nonaddress) information.

Note. If the Managed Address Configuration flag is set using the ipv6 nd
managed-config-flag command, then an attached host can use stateful
autoconfiguration to obtain the other (nonaddress) information regardless of the
setting of the Other Stateful configuration flag.

Example

The following example configures the Other Stateful configuration flag in IPv6
router advertisements on VLAN 1:

switchxxxxxx(config)# interface vlan 1
switchxxxxxx(config-if)# ipv6 nd other-config-flag

switchxxxxxx(config-if)# exit

29.18 ipv6 nd prefix

Use the ipv6 nd prefix command in Interface Configuration mode to configure
which IPv6 prefixes are included in IPv6 Neighbor Discovery (ND) router
advertisements.

SG550XG and Sx550X Ph. 2.2.5 Devices - Command Line Interface Reference Guide 605



29

IPv6 Commands

To remove the prefixes, use the no form of this command.

Syntax

ipv6 nd prefix {jpv6-prefix/ prefix-length| default} [no-advertise | {[ val/id-lifetime
preferred-lifetime] [no-autoconfig] [off-link | no-onlink]}]

no ipv6 nd prefix [jpv6-prefix/ prefix-length| default]

Parameters

ipv6-prefix—IPv6 network number to include in router advertisements. This
argument must be in the form documented in RFC4293, where the address
is specified in hexadecimal using 16-bit values between colons.

/ prefix-length—Length of the IPv6 prefix. A decimal value that indicates
how many of the high-order contiguous bits of the address comprise the
prefix (the network portion of the address). A slash mark must precede the
decimal value.

default—Default values used for automatic advertised prefixes configured
as addresses on the interface using the ipv6 address command.

no-advertise—Prefix is not advertised.

valid-lifetime—Remaining length of time, in seconds, that this prefix will
continue to be valid, i.e., time until invalidation. A value of 4,294,967,295
represents infinity. The address generated from an invalidated prefix sho